appviewX

ADC+ User Guide

Version: 2020.3.0



Copyright AppViewX, Inc.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

This document may not be copied, disclosed, transferred, or modified without the prior written consent

of AppViewX, Inc. While all content is believed to be correct at the time of publication, it is provided as
general-purpose information. The content is subject to change without notice and is provided “as is” and
with no expressed or implied warranties whatsoever, including, but not limited to, a warranty for accuracy
made by AppViewX. The software described in this document is provided under written license only,
contains valuable trade secrets and proprietary information, and is protected by the copyright laws of the
United States and other countries. Unauthorized use of software or its documentation can result in civil
damages and criminal prosecution.

Trademarks

The trademarks, logos, and service marks displayed in this manual are the property of AppViewX or other
third parties. Users are not permitted to use these marks without the prior written consent of AppViewX or

such third party which may own the mark.

External Reference Links

This product includes software developed by the CentOS Project (www.centos.org).
This product includes software developed by Red Hat, Inc. (www.redhat.com).

This product includes software developed by VMware, Inc. (www.vmware.com).

All other trademarks mentioned in this document are the property of their respective owners.

Contact Information
AppViewX, Inc.

222 Broadway, FL 19

New York, NY 10038
Email: info@appviewx.com

Web: www.appviewx.com


https://www.centos.org/
https://www.redhat.com/en
https://www.vmware.com/in.html
http://www.appviewx.com/

Contents

L ] 7= Lot O PR PP PP 9
REVISION HISTOIY ...ttt e bt e e e et e e e e et b e e e e et et e e e e anbb e e e e e eneene 9
ADOUL the DOCUMENTALION. ......eiiiiiiiiiie ittt ettt e et e e s st e e s e e e s nnnr e e e e s nannneeas 9

(O{gF=To] =T g I 1= 1 [0 ] - o =T o [P 10
ADC OVEBIVIBW....ceieiieeeiieiiitiee ettt e e e e e e e e e ettt e e et teaeeeess s s s b et te e et eeaaaaeeesas s nstesbeeaeeeaaaeeeessaanntnnteneneeaaaeeens 10
Types Of ADC/LOAA BaIANCET.... ...ttt e e e e e e e e et e e e e e aaeeeeaaaan 10

Hardware-based Load BalanCer...........cuiiiiiiiiiiieiiee e 10
Cloud-Based LOad BalANCET...........coiuiiiieiiiiiiee ettt ettt e et e e 11
Software-based Load BalanCer..........ccuvviiiiiiiiiei et 11
Need for Centralised ADC Service Lifecycle Management Console/Interface etc........ccccceeeevevvnnnnns 11
ADOUL APPVIBWX ...ttt ettt ettt e ettt e e e ekttt e oo e bbbt e e e e aa b bt e e e e e bbbt e e e e anbb e e e e e e nbeeeeeennnnes 12
APPVIEWX ADCH INITOAUCTION. ....eeiiiiieieei ittt ettt e e e e e e s et b e e e e e e e e e e e e s e nanbbsreeeeaaaeeas 12
ADC LifeCyCle ManagemENt.........cccccuiiiiiiiieiee e e e s et r e e e e e e s e s st e e e ee e e e e e s e s santanrenereaaaaeeaes 13
DEVICE MANAGEIMENT. ... tiiiiei ittt ettt e ettt e e e e s bb et e e e st b b e e e e e st b e e e e e aanbb e e e e e anbbeeeeeenraes 13
App Service Visibility and MONITONNG.........uuuiiiiiiiieai e 14
(O] aliTo [0 =N d[o ] g I\ F=Ta =T =T 41T o | PR 14
1o Y ol OF= 1 =1 (oo OO PUPPPRTPTP 14
F U] (o] 40T 11 (o] PO P PO PP TPPPPRPR 15
Alert aNd REMEIALE. .......cooieiiiiei it e s e sttt e eesre e e e nnneean 15
ACCESSING The ADC ... .. ittt e e e bt e e e e bt e e e e s bb et e e e e bbb e e e e e annbe e e e e e neee 15

Chapter 2. TRAFFIC MANAGEMENT ... .ottt ettt e e e e e e e s bbb e e e e e e e e e e e e e aannbebeees 17

DAShDOAII OVEIVIEW........cviiiiiie ittt ettt sttt e s n e e e s e e e s e e e e e e naree s 17
Change the Settings for @ DashDOAI...........oocuuiiiiiiiii e 18
Create @ DAshDOAIT. .........oouiiiiiiii et 19
Delete @ DAShDOAIT. .......c.ooiiiiiiie e 21
EXPOrt @ DAShBDOAId...........cooiiiiiii e 21

IMPOrt @ DASNDOAIT. .........ueiiiiiiieee e e e e e 22



(R AT T[S W B =T ] o o T= (o TR T 23

Save the DASHDOAIT........ccci et s e 23
Search for a Dashboard, Object, Or WIdgQet..........cooviiiiiiiiiiiiiieeee e 23
Share @ DashBDOAId...........cooiiiii e 24
Switch Between DashbDOAIAS. ..........oouiiiiiiiiiiie e 25
Default DASNDOAIT. ........cooiiiiiiii e nre e 26
Y o] T (o] gAY o] o R o= o 1 (o POPPR P TOTPPPTRPI 28
Monitor Device and Application Health............ooo e 29
Monitor Top Applications Serving Maximum TraffiC........cccccccceiiiiiiiiiiiiii e, 30
Monitor Unused Objects to Optimize LB CONfig........coccuriiiiiiiiiiieiiiiiiee e 31
CUSTOM DASHDOAIT. .....ceiiiiiiieii ettt e et e e et e e s e et e e e e b bt e e e e nbb e e e e e enres 33
PN o] o] oz= 1uTo] g IV oA VAV T T =] U 34
Traffic Statistics Widget - Application Traffic MONItOrNG.........ooocuviiiiiiiiiiii e 62
I = 11 (o Ty o BV To (o = ST TP 65
Script EXECULION (SE) WIQEL. ... e e e e e e e s e st e e e e e aaeeeeas 72
Class Management WILGEL.........coiuuiiiieiiiiie ettt e st e e e e enneeas 76
[ (= L EoT o VAo (o = S PP RPRPR 80
Copy a Widget to Another Dashboard.............cccveiiiiiiiiiii e 80
Move a Widget to Another DashDOArd...........ooouviiiiiiiiii e 81
[D12] (] (I BV T o = PP PPPRRRRTR 81
LOL 1S3 (o] 3 AV o o =Y PSRRI 81
StUAIO BASEUA REPOIS. ..ciiiiiiiiiiie ittt sttt e e s b e e e s e abb e e e s abb b e e e e e anbbaeeeeenneees 83
(O (o] Lo W (=T oo o ST R PO PPPERRPR 83
LOf (T (I N L= 01 o S USRI 84
(D211 Lo =T oo o SO TP PP PSP PPP 85
Launch Automation from Application-Centric View through RUIES...........ciiiiiiiiiiiiie 85
Y o o ST (o] o 1P EEEERRR 86
APP SEAICH = OVEIVIEW. ..cei ittt ettt e ettt e e e et bt e e e e st bt e e s e bbb e e e e e anbbe e e e e snbeeas 87

R U = BES YT 1 (o] o T 88



CrEatE @ BOOKIMAIK. ... ieeeieiete ettt ettt e et e et e ettt e e et e e e e e et et e e e e s eeesares et e eeeaa e eesaressnas 95

View Basic Details of ADC Search RESUILS..........uiiiiiiiiiiie e 97
View Additional Details of Search ReSUILS...........ccoiiiiiiiiiiii e 101
Filter ADC Search RESUILS........cooiiiiiiiiiiiiiie e e e 105
EXPOIt SEAICH RESUILS. ..ottt e e e e e e e e e e e e e eeaaeans 106
Access the Actions Menu for Objects on the ADC Search Results and Topology Screens....... 107
COMPAre ADC ODBJECES. . .uiiiiiiiiiiie ettt st e e e st e e e et b e e e e s abbeeeee e 109
Filter the Information Displayed in an ADC TOPOIOGY........ccccuuuuimiiiiiiaaaeaeiaiiieiie et e e 110
View Configuration DEtallS...........cccuuiiiiiiiiiec e e e e e e e 111
View Timeline Statistics for an ODJEC..........cooi i 112
Chapter 3. ASSET MANAGEMENT ...ttt e e e e e e e e e e e e e e e e e e e e e s e nnnnneeeeeas 114
ASSEt MaNAGEMENT OVEIVIEW..........ccciiiiiiiiieiee e e e e e e s ee et ee e e e e e e e e e s s s st e ra e e e e e eeeeesessasantbrbaeareaaaeeeses 114
Supported ADC Vendors and PrereqUISItES..........cooiiiiiiiiiiiiiee e 114

DY ol 1)Y= (o] AT PPPERPPTT 114
DEVICE INVENTOIY OVEIVIEW. .....cci ittt e e e e e e e e e e e e e e e e s s e s st e e e e e aaaeeessasantbnranereesaeeeaaas 115
IMPOIT DBVICES. ... eteeeee ettt ettt ettt ettt e e e ottt e e s ea b bt e e e e ekt e e e e e e aabbe e e e e e sbbbeeeeeabbaeeeenn 118
SEAICH fOr ADC DEVICES. .. .ciiiiiitiiiee ettt ettt s st e e e e sttt e e st e e s aannneee s 119
Deleting ADC DEBVICE(S)...cceieiieurrtiteieitieee e e et e s it trarereeeeaee e e s et asstatraareereaaaaeesesaaasnrrarreereaaaaessesanns 119
Manage and UnNmanage DEVICES. ......cccoiiiiii ittt ettt e e s 120
EXPOrt DEVICE DEIAIIS. ....ceiiiiiieiie ettt e e e e e et e e e e e e e as 120
Manually Fetch the Configuration for @ DEVICE.........ccceiiiiiiiiiieeee e 121
Generate and Download an iHealth REPOIt..........coooiiiiiiiiiiii e 122
CUSTOMIZING COIUMNS....ceiiiii ittt e et e e e e e e e e ettt et et e e eae e e e e s e nnabenaeeeaaaaaaaaaan 124
Configuration Sync between AppViewX and DEVICE............cccccviiiiiiiiieee e e e 125
ONDOAII DEVICE.....ciitiiii ettt e ettt e e e e s b bt e e s e s st bt e e e e bb et e e e s nnbb e e e e e anbees 125
Discover/Onboard an ADC DEVICE..........oiiiiiiiiiieiiiieie ettt e e snnnee s 125
Vendor Specific DiscoverOnboard ADC DEVICE...........cccccuuiiiiiiiieee et e e e e e 130
(DS Tof I €] (o U o PP PP 177

GIOUP OVEIVIEW. ...ttt et e e e e ettt ettt et e e e e e e e e e aa b be ettt e e eae e e e e e e nenbbseeeeeeeaaeeesae e nnbnbbnneeaaaaaaaans 177



AT BN ADC GFOUP. ... itteiee ettt ettt e ettt e e e st bt e e e s aabbe e e e e st beee e e s st beeeeeaasbbeeeesabbneeeesanbneeeesaans 177

MOGITY BN ADC GIOUP. . eeeiiitteteeei ittt e e e ettt et e e e ettt e e e sk bt e e e e aabe e e e e e e b be e e e e e aabb e e e e e anbeeeeeeannneas 178
DEIELE AN ADC GIOUP..ciiiieeeieiiiiiuitttte ittt e e e e e et e s see et e e e e e teaeaeesasssatarbeeeeeeaaeessssaassnnresaenreeaaaaessesans 178
Chapter 4. CONFIG MANAGEMENT .....oiiiiiii it e e e e e e e e e e e s s e st e e e e aeeaeeesassnnsrnanneeeees 179
Backup CONfIQUIALION........coiii ettt e e e e e e e e e bbb e e e e aaaeeeeeaaannneeneeees 179
OVBIVIBW. ...ttt ettt ettt ettt e ettt e s h et e e a bt e e b et e £k bt e e shb e e ek Rt e esab e e e an b e e e s nbn e e e bn e e e nre e e nnnes 179
Backup Configuration Management - OVEIVIEW..........cooiiuriiiieiiiiiieeeiiiieee e siieee e e sinreeessnneeees 180
Benefits of ConfiguriNg BaCKUP. .......cceaiiiiiiiee et a e e e e e e 181
Create a DeviCe BaCKUP GIOUP.......uuuuiiiiiieeeeeiieiiiitiiieteeeeeeaee e s s s ssatstaaeseeeaeaeessssssnsssrsssneasaeeeses 181
Delete @ Device BaCKUP GrOUP.........ciiiiiiiiiieiiiiie ettt ettt ettt e s 182
Edit the Details 0f @ BACKUP GrOUP......cooueeiiiiiiiiiee ettt e e e e e e e e e e e e e s e enneeeeeeee 182
Initiate INStant DEVICE BACKUP. .. ..uuiiiiiiee ittt eie e e e e e e e e e e e e s e s s st r e e e aeaeeeseesnnnnnes 183
Schedule a DeVICe BACKUP.........uiiiiiiiiiie ettt e e e s sbbeeee e 183
View the Backup Schedule fOr @ DEVICE..........ueiiiiiiiiie ittt 184
Delete the Backup and Restore History for a DEVICE.........ccuuveeeveieeeiiiiiciiieeieee e 185
Download the Backup and Restore History for @ DEVICE.........cuueieiiiiiiieiiiiiiee e 185
View the Backup and Restore History for @ DeVICe..........cocuuiiiiiiiiiiieeieee e 186
Edit the Settings of the BaCKUp SCrEEN........cccviiii i 186
R (o] (=R @fo] ] o [T = 11 o] o PP UUPPRRPPPPRP 187
Restore Configuration = OVEIVIEW. .......c.uuii ittt e e e e e e e e e e e e e e e aaaaeeaeaaans 187
Restore and ROIIDACK @ DEVICE........ccuiiiiiiiiiiie et 187
Restore and ROIIDACK an ODJECT.........coiiiiiii e 189
Compare CONFIQUIATION. ...ttt e e e ettt e e ae e e e e e s e ababe e e e eeeaaaeeeeaaannnnneneeeeeas 192
Compare Configuration - OVEIVIEW...........cccuiiiiieiiieeee e s e s st er e e e e e e e e e s s s saarbe e e e e eaaeeeeeessnrnneees 192
CompPare DEVICE BaCKUPS.......uuiiiiiiiiiiee ettt ettt sttt ettt e e sttt e e e s st e e e e s bt e e e e s abbeeeeeeaae 192
Compare Multiple Configurations of an ObJECT.........couiiii i 194
Compare Configurations of Custom ENVIFONMENLES..........cccuiiiiieieeee e ccciiiieeee e e e 195
Enforce Golden Config COMPIIBNCE. ........uuuiiiiiiiiiii e 197

Chapter 5. AUTOMATION. ..ottt e e e e e e e e bt e e e e an b e e e e e e et et e e s e aabbeeeeeannrnes 198



Vo144 (o) A @2 =1 (o To T PP OTP PR 198

Automate and Self-Serve ADC deployments with Pre-packaged Workflows...............cceeeeene 199
Orchestrate Changes in App Delivery and Enforce Deployment Standards.............ccccceeeeenn.n. 207
Self-Servicing through Custom WOrKflOWS...........coooiiiiiiiiii e 210
Self SErvice APP CALAIOQ. ... .cciirriiieeiiiii ettt 211
WOTKFIOW REQUEST. .....euiiiiiiiiiie et e e e e e e e e e e s e s ettt e e e eeeeaeeessesssnstarbeaeeeeaeaeeessaansnns 213
Chapter 6. ALERTS & LOGS.... .ottt ettt ettt e ettt e e e s sbb e e e e s s sabaeeeeeanes 215
[ SO P PP P OUPPPPPPPPPPPP 215
AUBTES OVEIVIBW. ...ttt ettt e bt e s bt e e sh bt e e e kbt e e sa ke e e sabe e e sabb e e e abs e e s bne e e snneeenes 215
Create an ADC AlBIT.... ..ot e e e 215
Create @ SYSIOQ AlBIT. ... et 217
Email/SNMP Alert NOtIfICAIONS. .......cciieieiiiie ettt 220

F Y o A= Y =T o T PSP TT PRI 220

[ o 1 TP PP P PP PPPPTPUTPPTPIN: 228
LOGS OVEIVIEW......ccci ittt et e e e e e e e e e e et e e e e e e e s e s st ta b eeaeeeeeeaeaesseasasbataeaeeeeaaaeeessesasnssnrennneees 228
VIEW DELAIIS OF @ LOG. .. ciiiuiiiiiiiiiiiieie ittt st e e et e e s sbb b e e e e s annaneeas 229
SChedUIE LOG REPOITS. .....eiiieiiiiiiie ettt et e e e et e e e st e e e e s aabnreeeean 230
o117 1o - T 10T R EERURRt 231

(O o T o) (=] g A AN of oo 11 [ | SR PO PP OTPPPPPN 232
ACCOUNT OVEIVIEW. ...ttt e ettt ettt ettt e oo a ket e e e 4k b et e e e aa kb e e e e e ek b bt e e e e et be e e e e s aabbe e e e e abbeeeeenaae 232
ROlE-Based ACCESS CONIOL.......coiiiieiiiie ittt sttt et e et e e sn e e snne e e snreeesnnneeans 233
AUTNENTICALION. ...ttt e sttt e e s bbbttt e s s bbb et e e s aabb bt e e e sbbbe e e e s snnnneeee s 233
LT TP PP TP OPPTTT PP 234
(0 LT o €1 (0 U] o PP PRPPPIN 235
0] = PRSPPI 237
RESOUICES. ...ceeiieeieie ittt e ettt et e e e e e et e e et e e e e e e e e e s n e e e raeaeeee e s 238
ASSIGN DEVICES 10 RESOUICE.....ciiie e i i i ittt ee et e e e e e e e e e e e e e e e s s e e r e e e e e eaeeeseessasnsreeaeees 240
ASSIgN ODJECES 10 RESOUICE.....ciiiiiiiiie ettt ettt e e et e e e s sbb e e e e eanees 242

Y=Y O Ofe g1 Te 0] ¢=1 1 0] o FORT TSP PP PRPPPI 248



Role-Based Access Control (RBAC).........uiiii ittt 248

BeNEfitS OFf RBAC . ...ttt e e st e e s s abb e e e e s abre e e e e 248
Simplified RBAC Configuration in APPVIEWX.........uuiiiiriiiieeeiieiiiiiiireee e e s e e e e e e s ssianrnrreeeeeaaeee e 248
Accessing the QUICK CONFIG OPLION.....cciiiiiiiiieiiiiiie ettt e e e sab e e e s sbbeeee e 249
Ways to Access Quick Config Wizard FIOW...........ccouiiiiiiiiiiiiiiiieecee e 249

LO{ g F=T o] =T TS (¥ Yo |0 P PRERPR 251
0o [T PP PRTRPPTI 251
STUAIO OVEIVIEW. ...ttt ettt e e e et e e e e bt e e e e e ab bt e e e ab b e e e e e e anbbeeeeeannee 251

RUIBS...c ettt ekt e e bt e e bt e e s hb e e ek bt e e sa b e e e e b b e e e aabe e e anb e e e nrneeeanes 252
Chapter 9. SETTINGS ... ..ottt s et e e s bt e e s s ab b et e e e e bbbt e e e e anbbe e e e s ennbbeeeeeannnee 256
SE T T N G S oo oo oo oo e e e e e e et et et ettt taetebebe bbb e e e e e e e e e e e e e aaaaaeaeeeaeeeanane 256
Y=y ] o FR @ A= V= USRS 256

DY ToT ST 1] o [0 T PP PRPUPPPPR 256

(@0 =Tol A=) 1] T LS ORI PPPPPP O 259

(1 L= 2 =T o L] o SRR 262

] L oL ST 11 o L PP PR OTPPRP 263

(O =T o] (=T g K €] Vo 117 T V2SR PUTTPRPT 265



Preface

Revision History

1.0 Initial release of document for Release 2020.3.0 September 2020

About the Documentation

This guide explains the capabilities of AppViewX's multi-vendor Application Delivery Controller (ADC)
platform and provides step-by-step instructions to manage, automate, orchestrate, and monitor the

application delivery services.
Documentation Conventions
This section defines the Notice icon and text convention used in this guide.

Notice Icons

Note Indicates readers to take note. Notes contain helpful suggestions or
references to material not covered in the document.

Tip Indicates readers that they can save time by performing the action
described in the paragraph affixed to this icon.

Warning Indicates readers that they can save time by performing the action
described in the paragraph affixed to this icon.

Best Practice Alerts readers to a recommended use or implementation.

Audience

This document is intended for,

* Application teams

» Network Operations (NetOps)
* NetDevOps

« Traffic Management

» Automation and DevOps
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Chapter 1: Getting Started

« ADC Overview
 Types of ADC/Load Balancer

» Need for Centralised ADC Service Lifecycle Management
Console/Interface etc.

» About AppViewX
» AppViewX ADC+ Introduction
» Accessing the ADC

ADC Overview

Application Delivery Controllers (ADC)/Load balancer distributes network traffic across servers. It acts as
a reverse proxy to increase the reliability of the applications by distributing incoming traffic from clients

across multiple server resources.

Three core functions of load balancers are:

« Efficiently distribute Network Load or Client's Request across servers.
» Sending requests to the server available, enabling high application availability.

« Increase and decrease the number of servers based on traffic.

Types of ADC/Load Balancer

On a high level, there are 3 types of Load Balancer based on appliance:
» Hardware-based Load Balancer
* Cloud-Based Load Balancer

» Software-based Load Balancer

Hardware-based Load Balancer

A Hardware-based load balancer typically has a dedicated hardware appliance with relevant features.
These are expensive to purchase and maintain, but gives users the full control and comes in different
hardware configuration based on traffic requirement.
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Getting Started

Popular hardware-based load balancer :

* F5
« Citrix Netscaler

* Al10

Cloud-Based Load Balancer

A Cloud-Based Load Balancer is available on the cloud with full features, without the headache of
purchasing and maintaining the costly hardware. It gives the user the option of "Pay as you use".

Popular cloud-based load balancer:

* Amazon Web Services (AWS)
» Google Cloud (GC)

* Microsoft Azure

Software-based Load Balancer

A software-based load balancer id is available as a code. It can be installed on the server to turn them
into load balancers. It also gives you the flexibility of choosing your own platforms like Windows, Linux, or
Docker.

Popular software-based load balancer:

* HAProxy
* Nginx

* AVI

Need for Centralised ADC Service Lifecycle Management
Console/Interface etc.

The Growth of IT Infrastructure is directly proportional to the growth of Business. As the IT Infrastructure
grows it eventually includes the need for load balancers from many different vendors. The decision

to include multiple vendors might be the relic of time, cost, and requirement of a specific application.
Managing and maintaining it requires lots of resources and a comprehensive long-term plan.
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The advantage of having diverse load balancer vendors is, your entire infrastructure is not vulnerable
to specific network attacks or viruses. The disadvantage is managing different vendor products requires
complex and costly support. Most of the time various product services come with different management

tools, making IT infrastructure management complicated and unorganized.

AppViewX is Set to change all that, It is a modular, low-code software application that enables the
automation and orchestration of network infrastructure using an intuitive, context-aware, visual workflow.
It is closed-loop and state-aware, capable of verifying that intent has been achieved and providing

actionable insights and automated remediation.

About AppViewX

The AppViewX Platform is the industry’s first product category that offers Multi-vendor load balancer-
centric Management, Automate and Orchestrate best-in-class and open-source application delivery
services, and enables Self Servicing capabilities. It supports both traditional and non-traditional ADCs
from leading vendors - A10 Networks, Akamai Technologies, Amazon Web Services (Elastic Load
Balancers), Brocade, Cisco, Citrix, F5 Networks, HA Proxy, NGINX, Radware.

AppViewX ADC+ Introduction

AppViewX enables NetOps & SecOps teams to support ever-increasing business demands with greater
agility. It offers state-of-the-art management capabilities that map to the needs of application owners,
network engineers, and network operations.

ADC is an intuitive platform for Management, Automation, Orchestration, and Observability for application
delivery services across Hybrid multi-cloud environments. With ADC+, you can gain application-centric
insights, visibility into application services, and simplify application delivery infrastructure operations. It
offers a single pane of glass/Interface and a holistic view of your application delivery across hybrid multi-
cloud environments.

» ADC Lifecycle Management

» Device Management

» App Service Visibility and Monitoring
» Configuration Management

» Service Catalog

* Automation

» Alert and Remediate
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ADC Lifecycle Management

Lifecycle overview
The ADC lifecycle defines the processes by which a Device or an Application is Discovered, Managed,
Monitored, Automated, and Remediated. The multi-vendor (Cloud, On-prem) and intent-based load

balancer application lifecycle management solution continuously aligns itself to required service levels,
security, and compliance policies.

Alerts &

remediation

Reports & Config
Analytics management

Automation

Device Management

* AppViewX'’s centralized multi-vendor Inventory Management allows you to onboard the supported ADC
vendor devices (Hardware, Cloud, and Software) into the AppViewX inventory using the IP Address/
FQDN.

» AppViewX will initiate communication using the provided credentials and Discover the Applications/

Objects along with their configuration that is hosted on the devices. The Discovered Applications can be
accessed within the product.
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« Access to each device and its application objects can be controlled using access control policies. The

AppViewX Platform applies granular access control to application objects, certificates, and configuration
templates.

- The solution makes it easy to control access and delegate tasks and integrates with external directory
service systems such as AD, RADIUS, TACACS, and LDAP. Roles can be easily created, changed, or
discontinued per the needs of the organization.

To know more, refer to the Device Inventory section.

App Service Visibility and Monitoring

» ADC provides App-centric visibility for your ADC infrastructure in a single window.

» The Search engine allows you to look for any application and recreates the topological view starting
from the Global load balancer to the end server. This provides the network team visibility into the
infrastructure to troubleshoot application-related issues faster.

« Get better insights into your Application health, state, status, utilization, and performance through pre-
built dashboards. Monitor and Manage Application Traffic through Custom Dashboards and Widgets
that allow Traffic routing, Monitor live traffic, and Distributes traffic ratio across data centers.

« Enables self-servicing and launch automation from application-centric views.

To know more, refer to the Dashboar section and App Search section.

Configuration Management

» Manage your network configuration by automating the backups, track and report network changes and
ensure they are compliant with the defined policies.

« Audit the configuration drift and prevent unauthorized or unwanted changes by comparing the
configuration across devices visually and restore the changes to adhere to the standards.
To know more, refer to the Configuration Management section.

Service Catalog

» ADC offers an intuitive self-service catalog to access service offerings for Line of Business (LOB),
employees, and partners via customized pages.

» ADC ships out-of-the-box self-service catalog pages by persona for NetOps, Application Teams,
SecOps based on the permissions assigned.

14
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To know more, refer to Pages User Guide.

Automation

» AppViewX’s Application Delivery Automation solution abstracts application infrastructure and business
applications to automate changes on your ADC infrastructure.

* The Visual Workflow tool provides an intuitive system for designing self-serviceable, event-driven and
intelligent automation workflows. It leverages best-in-class automation and orchestration methodologies
to ensure faster application deployments in brownfield and greenfield environments.

« It offers prepackaged automation workflows to provision application delivery and Infra and error-free
application deployment and orchestration.

To know more, refer to the Automation section.

Alert and Remediate

» Track all the activities that take place within AppViewX or any external entity that is connected to the
AppViewX system in the form of logs and alerts.

« Periodically monitor your Application Services or Devices to get notified and automate remediation in
the event of any critical changes.

To know more, refer to the Alerts & Logs section.

Accessing the ADC

Steps to access the ADC,


AUTOMATION.ditamap
ALERTS%20&%20LOGS.ditamap
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1. Log in to AppViewX with a valid credential (URL provided by AppViewX).

/X appviewx

Username
appviewx

Password _ L
Forgot password?

The AppViewX Landing page appears.
2. Click the menu button located in the upper left corner of the screen.
3. Click ADC+ on the left navigation bar.

Getting Started
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» Dashboard Overview
Default Dashboard
Custom Dashboard

Studio Based Reports

Launch Automation from Application-Centric View through Rules

App Search

Dashboard Overview

AppViewX Platform helps Enterprise IT manage, automate, and orchestrate application delivery services
providing an application-centric view into the state of the application delivery infrastructure running in
multi-cloud environments. Application, network and security engineers may self-service and initiate
automation workflows in a single click that deliver compliance and true business agility. This gives
application and operation teams a topology view of the application delivery infrastructure with better
insights into application health, state, status, utilization, and performance.

The Dashboard module enables the user to manage, monitor, and interpret all the configured applications
and their objects. It uses customizable widgets for managing ADC objects. The dashboard comes with a
variety of pre-made dashboard widgets (components) that you can use to build a specific dashboard view
that meets the different needs of your business.

It has been categorized into Default Dashboard and Custom Dashboard.
» Change the Settings for a Dashboard

* Create a Dashboard

* Delete a Dashboard

» Export a Dashboard

 Import a Dashboard

* Rename a Dashboard

 Save the Dashboard

» Search for a Dashboard, Object, or Widget
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» Share a Dashboard

» Switch Between Dashboards

Change the Settings for a Dashboard

» AppViewX recommends to enable Syslog based configuration update so that any changes on the end
devices with regards to state/status will be reflected in AppViewX on a near real-time basis ensuring a

seamless experience.

* The ‘Last Refresh time’ on the widget displays the last time the widget is updated with the latest State/

Status information.

« Click on the ‘Refresh’ button on the widget to perform on-demand State/Status information. Each Object
will contain a last refresh time on the tooltip, you can also trigger a refresh for a particular object from
the tooltip.

- Enable ‘Auto refresh’ from the £+ (Settings) of the dashboard page with a particular interval (1 - 5 mins)

which will automatically refresh the state/status information of the objects.

« Enable ‘Refresh on load’ from the £* (Settings) of the dashboard page to get the latest state/status

information on loading the dashboard.

- ‘Keep Alive’ option on the dashboard Settings £ if enabled will ensure the session is not timeout by

refreshing the dashboard every 15 mins.

To change the settings for a dashboard,

1. Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.

2. If you have more than one dashboard, in the dashboard list, click the name of the one whose settings
you want to view and/or update.

3. In the Command bar for the dashboard, click the £t (Settings) button.

4. A dropdown menu appears, listing the settings you can change:
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Refresh on load @
Collapse group @
Keep alive @

Show only active chjects @ u]
poseresn (31 3 (B

» Refresh on load - If this setting is enabled, each time the dashboard loads, it displays the latest data

in the system.

« Collapse group - If this setting is enabled, each time the dashboard loads, all groups within widgets

on the dashboard display in a collapsed state by default.

» Keep alive - If this setting is enabled, the dashboard expiry function is disabled, allowing users to

monitor all objects on the dashboard without interruptions caused by session timeouts.
» Show only active - If this setting is enabled, the objects of an active device are displayed in run
time. This functionality is applicable only for Application View widgets.
5. If the setting is currently disabled, a @ (Disabled) button appears.

6. If the setting is currently enabled, an (Enabled) button appears.
7. To change a setting, click the corresponding button and the opposite setting appears.

Create a Dashboard

The custom dashboard allows you to manage, monitor, and interpret all the configured applications
and their objects. It provides customizable widgets to get an overview of all the ADC Applications within
the AppViewX platform and manage/monitor traffic from a single screen. Customize your Application
dashboard with predefined and custom widgets as per the business need. You can create dashboard

using any of the following method:

To create a dashboard,

19
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1. Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.

. If this is the first dashboard you are creating in the system, click the Create Dashboard button that
appears in the center of the screen. If you have already created at least one dashboard, click +

(Create) icon on the top-right or click + (Create) icon.
. On the Create Dashboard/Widget pop-up window, enter a name for the new dashboard.
The name must not contain spaces in it.

Create dashboard / widget x

* Dashboard name: Certicate_Reports

* Select solution: Certificate

* Widget type: @ Custom Default

* Select widgst: Custom reports =

* Widget nams:  [Certificate Reports

. Select a solution from the Select Solution dropdown to which you want the widget to be created:
ADC, Firewall, Certificate, SSH or WAF. Select the solution from the dropdown to which you want the
corresponding widgets to be managed: Certificate.

5. Select the Widget Type as Custom or Default.

6. If the Custom radio button is selected in Step 5, then choose any one of the below options from the

Select Widget dropdown:

» Application view — Allows you to group the service objects of a single application. The widget
displays the health of these objects and the number of current connections that the services are
receiving.

» Traffic statistics — Displays a chart showing live and historic performance statistics for individual
device objects.

* Script execution — Saves script files on a local machine and provides easy access to maintain and
execute script commands from within the widget.

- Traffic grid — Allows you to monitor and control the Traffic Percentage of the Applications across
data centers. The status, state, and statistics for applications can be viewed through this widget.

 Class management — Allows you to view and modify the classes associated with iRules.

- HeatMap — Allows you to view statistics for managed, failed, and unresolved devices or device
groups.
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7. If the default radio button is selected in Step 5, choose the default widgets you want to manage/
monitor in the custom dashboard. Select the default widgets you want to manage/monitor in the
custom dashboard.

8. Enter a name for the new widget that you will be creating on the dashboard.

9. Click Create.

You are redirected to the widget configuration screen, which varies according to the widget selected.

[ Note:

» The Settings screen for the new dashboard/widget appears. The contents of the Settings

~

screen vary depending on the type of widget you are adding to your new dashboard.

« All the default dashboards and custom dashboards created are listed in the dashboard

inventory.

+ If the Auto Sort Dashboards Alphabetically is enabled the dashboards are listed in
alphabetical order, if disabled dashboards are listed based on the created order.

Delete a Dashboard

To delete a dashboard,

1. Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.
2. If you have more than one dashboard, in the dashboard list, click the name of the one you want to
delete.

3. When the dashboard opens, click the & (Delete) button in the Command bar at the top of the
screen. A screen pops up, warning you that deleting a dashboard also deletes all widgets on the
dashboard.

4. Click Yes to continue.

Export a Dashboard

To export a dashboard from AppViewX,

1. Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.

2. Go to the top-level of the Dashboard module by clicking the Dashboard link in the breadcrumb field or

click the El (Dashboard inventory) button in the Command bar.
3. In the dashboard table, select the checkbox beside the dashboard you want to export.
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4. Click the | [ (Export) button in the Command bar at the top of the screen.
5. On the Export Dashboard screen that pops up, select one of the following radio buttons:

» Report (.csv) - Select this option if you want to view the dashboard as a CSV file and do not plan to
import it into another build of the AppViewX platform.

» Import dashboard (json) - Select this option if you are downloading the dashboard with the intention
of importing it into another build of the AppViewX platform.

6. Click Export to export the dashboard.

Import a Dashboard

To import a dashboard, the contents must be zipped and must contain single checksum .text files and/
or .json files. This functionality is applicable only for the Dashboard that contains the Application View
widget.

To import a dashboard into AppViewX,

1. Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.
2. Go to the top-level of the Dashboard module by clicking the Dashboard link in the breadcrumb field or

click the =] (Dashboard inventory) button in the Command bar..

3. Click the | ] (Import) button in the Command bar at the top of the screen. The Import screen
appears.

4. Click the Browse button and then locate and select the zip file you are importing.

5. Click Upload.

6. The import function then checks to make sure the imported file and filename are valid.

& 1Tloiof1

Sedect fil Dashboard Export 20170412 15_ m

Dashboard name Emiported e Spurce device  Destination device  Messoge

& | JohreonBavngs Plano | | Johnsonsavings_ Dashiveard exists in current environment

After the zip file is successfully uploaded, select the checkbox in the column beside the dashboard

name.
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Note: If the dashboard has the same name as an existing dashboard, use the Dashboard
name field on the Import screen to enter a new name for the dashboard you are importing.

7. Click the Submit button.
8. On the Confirmation screen that appears, click Proceed.
9. Click the Dashboard link in the breadcrumb field to return to the top-level Dashboard screen. The new

dashboard appears in the list.

Rename a Dashboard

To rename a dashboard,

1.Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.
2. If you have more than one dashboard, in the dashboard list, click the name of the one you want to

rename.

3. When the dashboard opens, click the =D (Rename dashboard) button in the Command bar at the
top of the screen.

4. On the Rename dashboard screen that pops up, enter a new name for the dashboard.

5. Click Update to finish.

Save the Dashboard
When you drag and drop the widgets to organize them in the dashboard, complete the following steps to

save the changes:

1. Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.

2. After making necessary changes in the dashboard, click the (Save Dashboard) button in the
Command bar.
3. A pop-up message appears at the top of the dashboard, "Dashboard saved successfully."

Search for a Dashboard, Object, or Widget

To search for a dashboard, object, or widget from the Dashboard screen,
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1. Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.

. Click Dashboard in the breadcrumbs trails at the top of the screen to go to the top-level Dashboard

screen or click the Emenu button in the Command bar.

. On the Dashboard screen that appears, enter the word or phrase you want to search by in the Search

field.

. Click the dropdown list at the right of the Search field and select the one you want to search for:

Dashboard, Object, or Widget.

+ | uf G 1to7of7

Dashboard v

Dashboard

Shared as RW | Opject
admin Widget

5. Click Enter on your keyboard to run the search. The results appear in a table below the search field.
6. Click one of the Dashboard name links in the search results field to open a filtered view of the

corresponding dashboard, which shows only the widget or object within a widget that you searched for.

In the image below, an Object search was run using the search phrase testvserver.

ChOk B 00 remoe e = + C [ & = =]
a = c gk - e G
L]
4 4 -

] | " om
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OM

[a] |
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Share a Dashboard

Based on your permissions, you may be able to share a dashboard.

To share a dashboard,
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1.Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.
2. If you have more than one dashboard, in the dashboard table, click the name of the one you want to

share.

3. When the dashboard opens, click the | “* | (Share) button in the Command bar at the top of the
screen. The Share screen appears.

4. Begin the assignment process by clicking the ﬂ (Read-Only) button. Each role you assign next will
have read-only permissions within the dashboard.

5. In the Roles field, click the * (Assign item) icon beside each role you want to share the dashboard
with on a read-only basis.

6. Click the m(Read—Write) button. Each role you assign next will have read/write permissions within
the dashboard.

7. In the Roles field, click the * (Assign item) icon beside each role you want to share the dashboard
with on a read/write basis.

8. Click the Share button to finish.

Switch Between Dashboards

To switch from one dashboard to another,

1. Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.

2. Move your cursor to the breadcrumbs field of the current dashboard.

3. Click the current dashboard name.

4. In the dropdown list that appears, click the name of the dashboard you want to switch to.
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Dashboard > - ADC &
—— |
gl ServerCentificate @ *
Device hy @ ClientCertificate oG
E§ CodeSigningCerfic... @ *
*Img Firewal @&
P 58H 0
* Connected_Platform @ (%
2 test £
Dashboard » 5 ServerCertificate &
(]
Device hi 5 ClientCertificate o E
5 CodeSigningCertific.. @ @
A Connected_Platform @ (x

Note: You can also click the =] (Dashboard inventory) button in the Command Bar and
click the name of the dashboard you want to switch to.

Default Dashboard

Users can get access to a pre-built Insights dashboard to monitor key application services KPI's/metrics.

Displays the pre-defined widgets to provide the usage reports and up-to-the-minute reports containing
statuses and statistics for devices and certificates managed within the AppViewX platform.
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Dashboard > -

< ADC @
GGl ServerCertificate

Device hv [ ClientCertificate
[3) CodeSigningCertific
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Search for an Application to view in Application dashboard

Top 10 VIPS by Connection I

Error while processing data

The purpose of the key widgets is to:

 Monitor Device and Application health

 Monitor Top Applications Serving Maximum Traffic

 Monitor Unused Objects to Optimize LB Config

 Monitor App-centric Reports

AppViewX ships default dashboard called ADC available in dashboard inventory for monitoring the load

balancing application managed in AppViewX.

This default dashboard is the landing dashboard screen by default. You can change the landing

dashboard screen by clicking the |:| icon beside its name.

Monitor Device and Application health on a Pre-Built Dashboard. Get better insights into the Device and

Application health based on the statistical data configured for a specific interval.

To view the reports related to ADC,

1.Goto = Menu > ADC+ > ADC+ > TRAFFIC MANAGEMENT > Dashboards.

A pre-built ADC Dashboard appears by default.

2. The following reports are segregated and displayed as widgets on the ADC screen:

» Monitor Device and Application health

» Monitor Top Applications Serving Maximum Traffic
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« Monitor Unused Objects to Optimize LB Config

» Monitor App-centric Reports

[ Note: The default widgets can be viewed, aligned, and/or refreshed and not editable. ]

» Monitor App-centric
» Monitor Device and Application Health
» Monitor Top Applications Serving Maximum Traffic

» Monitor Unused Objects to Optimize LB Config

Monitor App-centric

Applications that contain traffic, bandwidth, status, success, and object count statistics are shown in the

App-centric report. You can get to the App-centric report through either of the following paths:

« By entering the application name in the search bar of the ADC dashboard page. The App- centric report

appears when you click one of the search results.

* By clicking any individual component (bar, pie wedge, grid square) in one of the following reports:

Application heatmap, Top 10 applications by connections, and Top 25 applications by connections.
The App-centric report contains the following statistical widgets:

* DNS Success Rate - Displays statistics on the DNS success rate of applications based on the load

balancing method.
« Server Status Report - Displays the status of all LTM pools.
» Application Object Count - Provides a pie chart showing the status of each object in the application.

» Application Bandwidth Report - Displays the overall bandwidth consumed by the application on an

odometer.

« Traffic Statistics Summary - Displays the Virtual Server (VIP) level traffic statistics of a particular
application for the period you choose. It provides the total traffic/connection served by the application.

» VIP Level Traffic Statistics - Displays the individual Virtual Server (VIP) level traffic details for the
period (day/week/month/quarter) you choose. It is used to determine the highest traffic served per
Virtual Server (VIP) and all the traffic/connections served by the Virtual Server (VIP) in that application.
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Monitor Device and Application Health
The following heat map reports are used to monitor device and application Health:

* Device Heat Map

* Application Heatmap

Device Heat Map

The device heat map is a graphical representation of the health of individual devices. The heatmap
widget within the ADC dashboard displays each device group as a separate color block. When you hover
your cursor over any device group block, a screen will pop up showing the number of Critical, Warning,

Safe, and Not reachable devices available within the device group.

« If a device does not belong to any of the device groups in AppViewX, it appears in the default group
block.

* When you click a device group block, the screen refreshes and displays all of the ADC devices

available within the group as individual blocks.

* When you click on any device block, a screen appears displaying the memory, CPU, and bandwidth
utilization, device info, logs, reports, and alarms for the respective device.

Device heat map i Device heatmap R

29
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Application Heatmap

The application heatmap is a graphical representation of the status of an individual application, with each
application displayed as a separate color block.

* When you click on any of the blocks, the respective App-centric report is displayed.

* When you hover your cursor over any of the blocks, the Application/Device name, State, Status,
Success rate, and Object count are displayed.

Application Heatmap
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Monitor Top Applications Serving Maximum Traffic

The top applications and their connections are monitored by the following reports:
» Top 10 VIPS by Connection
» Top 25 Applications by Connection

Top 10 VIPS by Connection

A bar chart that shows the top 10 VIPs that currently has a maximum number of connections for a period
(day/week/month/3 months) you choose.

* When you click on any of the bars, the app search view of the ADC object is displayed.

» Application Heatmap - A graphical representation of the status of an individual application, with each
application displayed as a separate color block.
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* When you click on any of the blocks, the respective App-centric report is displayed.

* When you hover your cursor over any of the blocks, the Application/Device name, State,Status,
Success rate, and Object count are displayed.

Top 10 VIPS by Connection ¢
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Top 25 Applications by Connection

A bar chart that shows the top 25 applications that currently have maximum connections for a period (day/
week/month/3 months) you choose. Each bar in the chart represents an application. When you click on
any of the bars, the respective Appcentric report is displayed.

Top 25 Applications by Connection
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Monitor Unused Objects to Optimize LB Config
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The following reports are used to monitor the unused objects in order to optimize LB configuration:
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» Number of Objects

* Unused Objects Report

Number of Objects

TRAFFIC MANAGEMENT

It displays the total number of objects available in each application. It provides the number of children

available for each object based on their hierarchy. When you click on any application name, the

topological view of the object is displayed.

Number of Objects

Application name Device name GSLB/Child 1
108496.com bigip-40-152.appviewx.com 0
ABC.COM 192.168.41.233 0
cdu.same.com 0
cdu.5ame.com 0
cduabc.com 1
Digip-40-152.appyiewoLcom
192.168.40.150 8
bigip-40-15. ]
Ip-40-152.appviews.com
233 o
0_33.appviewx.com 0

233

bigipv13_40_33.appviewx.com

o o e oM
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o0 25 of 188 I 7}
SLB/Child 1 SLB/Child 2
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0 0
(v} 0
o 0
2 3
2 3
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0
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Unused Objects Report

A bar chart that shows the unused objects across all the active F5, Citrix, and A10 devices for a period

(Week/Month/Quarter) you choose. This report helps users to scavenge unnecessary configurations of

the device and manage configurations on the devices.
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Custom Dashboard

The Netops users can design custom dashboard/app widgets in order to provide an overview of all

the ADC devices and their objects within the AppViewX platform. A user can manage both the custom
widgets and the default widgets that belong to multiple solutions (such as ADC, Certificate, Firewall, WAF,
SSH, Visual Workflow, and AppVision) in the Dashboard that are created.

Manage and Monitor Application Traffic on Custom Dashboards and Widgets

The custom dashboard allows you to manage, monitor, and interpret all the configured applications

and their objects. It provides customizable widgets to get an overview of all the ADC Applications within
the AppViewX platform and manage/monitor traffic from a single screen. Customize your Application
dashboard with predefined and custom widgets as per the business need. It is highly flexible and enables
you to create your own dashboards and share with selected users.

* Application View Widget

» Traffic Statistics Widget - Application Traffic Monitoring
« Traffic Grid Widget

* Script Execution (SE) Widget

* Class Management Widget

» Heatmap Widget
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» Copy a Widget to Another Dashboard
* Move a Widget to Another Dashboard
 Delete a Widget

» Custom Widget

Application View Widget

» AppView Widget Overview

» Configure Application View Widget Using Predefined Layout

» Configure an Application View Widget Using a Custom Method
» Monitor and Manage Application Traffic

» Monitor Near Real-Time State/Status

 Search for an Object in an Application View Widget

» Modify an Application View Widget

» Enable or Disable Objects (appl.services) Displayed in a Widget
» Perform Bulk Actions on Objects in a Widget

» Force LTM Servers Offline Within a Widget

* View the Different Statuses and States for a Widget

AppView Widget Overview

TRAFFIC MANAGEMENT

Application view widget allows users to Route and Swing Traffic between Environments by logical

grouping (datacenter based, device-based, WidelP VIP based, etc.) the service objects of the application.

The widget displays the health of these objects, a number of connections, and other attributes. Provision

to group the application based on business needs and Route/Swing Traffic between the environments

accordingly.

You can perform the following actions on the widget::

» Configure an application view widget
» Monitor and manage application traffic
» Monitor near real-time state/status

» Search for an object in an Application view widget
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» One-touch action provisioning and self-servicing

» Modify an Application view widget

Configure Application View Widget Using Predefined Layout

AppViewX offers Standard predefined templates for GSLB and SLB Applications management that allows
you to create Instant Application Dashboards. By using the templates, the grouping of objects will be
handled dynamically upon scaling of applications. This reduces the widget configuring time. Along with
this the maintenance of the widget is also automated as the widget will be grouped automatically based
on the layout selected. Follow three simple steps to create an App Dashboard quickly for your Application

teams that enables seamless self servicing.

1. Choose the widget Layout/Application grouping format.
2. Configure Application patterns

3. Tag Widgets to a Dashboard

Gain instant visibility into your Applications across Devices, Data centers, Sync groups etc., in less than
30 seconds. With frequent change in addition and removal of applications, AppViewX ensures that the
Dashboards are dynamic in nature and updates any change in the Application configuration instantly.

With AppViewX’s granular and renewed RBAC, this becomes even more efficient as you can simply tag
the rbac resources to the Dashboards. Application dashboards get dynamically created and updated

exclusively for the users sharing the tagged resources.

[ Note: Even custom flavours can be created from this page using custom layout. ]

To configure an Application view widget using predefined layout,

1. Navigate to menu > ADC+.
The ADC+ left navigation pane appears.
2. In the left navigation pane, click the add icon located beside Dashboards.
The Configure Dashboard page appears. In this page, the layouts are categorized as follows:

« SLB Management & Monitoring

» GSLB Management & Monitoring
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ADC+
Q  Search menu Conflgl.ll'e DaShboaI'd

0 TRAFFIC MANAGEMENT Create dashboards to manage, monitor, and interpret all the configured applications and their objects

App Search Application view Application view

@ ASSETMANAGEMENT

Device Inventory
Onboard Device

Device Group

& CONFIG MANAGEMENT

SLB Management & Monitoring GSLB Management & Monitoring Custom Dashboard
Quick configure Application view widget to Quick configure Application view widget to Design custom dashboard with widgets of your

Backup Configuration ’ s ) e :
manage and monitor SLB Applications manage and monitor GSLB Applications choice

Restore Configuration

Compare Configuration

AUTOMATION

3. Hover the mouse over the desired layout category.
4. Click the Use button.
The configuration page opens.
5. Select the field information in the Application Layout section:
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SLB Management & Monitoring

Application Layout
Object type * ®
SLB Virtual Server v
Select Object Grouping Format *
®
: (D)
Data Center based App View O) Device based App View ®
App View Widget Q ¢ App View Widget Q ¢
O Data Center 1 A O Device 1 A
Om SLB1 Om SLB1
O m Pool Om Pool
O m Pool Member O m Pool Member
O Data Center 2 A O Device 2 A
Om SLB2 Om SLB2
O m Pool Om Pool
O m Pool Member O m Pool Member

6. The following table provides the field description for the Application Layout section:

Object Type* Object type of the application. Select the kind of
object you want to add. The options that appear
in this field vary based on the selected option in

the previous screen.

Select Object Grouping Format* Choose how the applications should be grouped

within the widget. The above image depicts how
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the applications will be grouped within the widget.

The options are as follows:

» Data Center View - select this option to group
the applications based on the value given while
adding the device.

+ Device View - select this option to group the

applications based on device name.

7. Enter or select the field information in the Add Objects section.

Add Objects @

+ Add Widget
Widget 1 *

Add Resource  (or)  Add Objects

Each widget can hold maximum of 1000 objects

8. The following table provides the field description for the Add Objects section as follows:

Name Name of the widget.

Add Resource (or) Add Objects Add Resource - Click this button to configure
the widget with a resource, which is already
configured within AppViewX in Accounts >
Resource page. By doing this, any updates
made to the resources will automatically be seen

in the widget as well.

Add Objects - Click this button to add objects

manually or use specific regex patterns so that
any new applications matching the given regex
will automatically be added to the widget.
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Note: Only 1000 objects can be included
in each widget.

Add Widget

Click this button to configure one more widget
with the same layout selected. Maximum of three
widgets can be created for a layout.

9. Select the field information in the Dashboard Allocation section.

Dashboard Allocation

Dashboard *
® New O Existing

Name *

SampleDasboard

10. The following table provides the field description for the Dashboard Allocation section as follows:

Dashboard*

Select the New/Existing option to either create a
new dashboard or select an existing dashboard
into which newly created widget(s) to be added.

Note: When you select New dashboard
option, you need to provide name for the
Dashboard.

11. Click the Create button.

The widgets are created and you will be landed in the dashboard. You can see the widgets created

with the input applications grouped based on the layout selected.
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12. To reconfigure the applications or to change the layout,
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. Note: For a widget configured with layout, you cannot add/delete objects or perform any group

level actions from the below screen as the groups are updated dynamically based on layout

selected.

« Select the Setting ico

n from the dashboard options.
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a. Click the edit icon.

App Search

ASSET MANAGEMENT

Device Inventory

Onboard Device

Device Group

CONFIG MANAGEMENT

Backup Configuration
Restore Configuration

Compare Configuration

AUTOMATION

TRAFFIC MANAGEMENT

Dashboard > SampleDasl

Widget Name

DC View

@ NYC

Objects(Count: 9)

AllPools
AllPoolMembers

AllPools
AllPoolMembers

@ LON

Description

Description...

@ DashLTMIPV4PMGloballLBRatio_142...

@ DashLTMIPV4PMNonGlobalLBRatio_...

Location

SampleDashboard

Actions(Count: 12) : Actions associated with NY...

Enable / Activate
Disable / Suspend
Clear RAM cache (%)

Clear persistence records

Predefined Layouts

SLB Management & Monit...

Global Actions

A$ribu!es(Coun( 3) : Attributes associated with
(N

Connections

Ratio

Priority

The configuration page opens.

b. Change the layout in the configuration page, and then click the Update button.

confirmation pop-up.

Q ch menu

D[Iﬂ TRAFFIC MANAGEMENT

App Search

ASSET MANAGEMENT
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Onboard Device

Device Group

CONFIG MANAGEMENT

Backup Configuration
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) AUTOMATION

» To remove the applied layout, click the delete icon, and the click the Proceed button in the

Dashboard > SampleDashboard

Widget Name

DC View

@ NYC

Objects(Count: 9)

Description

Description...

@ DashLTMIPV4PMGlobalLBRatio_142..

AllPools
AllPoolMembers

@ DashLTMIPV4PMNonGlobalLBRatio_..

AllPools
AllPoolMembers

@ LON

Location

SampleDashboard

Actions(Count: 12) : Actions associated with NY...

Enable / Activate
Disable / Suspend
Clear RAM cache 'U

Clear persistence records

Predefined Layouts

®

SLB Management & Monit.. Va

Global Actions

Attributes(Count: 3) : Attributes associated with
NY...

Connections
Ratio

Priority

widget group will no longer update dynamically.

Note: Removing the layout converts the widget to a custom layout and the associated
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Configure an Application View Widget Using a Custom Method

To configure an Application view widget using standard method,

1. If you are creating an Application view widget as part of creating a new dashboard, complete the
steps in the Create a Dashboard topic, then jump to Step 5 below. If you are creating an Application

view widget for an existing dashboard, click the 3 (Add widget) button in the Command bar of the
dashboard.

. On the Create widget screen that pops up, select the solution ADC from the dropdown list.

. Select the Custom radio button as the type of widget.

. Select the Application view as the widget you will be creating.

. Enter a unique name for the widget.

. Click Create.

~N oo o~ WDN

. The Settings screen for the Application view widget opens, displaying an empty DefaultGroup where
the user can add the objects.
For example, In order to Monitor SLB objects of specific applications, start creating groups in the name
of the Application and add SLB objects into required groups.
8. Modify the widget name, group name, and add a description by clicking the corresponding fields. It will
then become a text-entry field that allows you to make changes.
9. Add objects to the group for the widget one of the following ways:

* manually

* using regex

10. Add objects manually to the group for the widget as follows:

42
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a. Click the Add/Modify Objects button to add the objects at the group level. Select the vendor from
the Vendor dropdown list.

Add/Modify Objects x

* Vendor F5 v
“ Device State Active v
* Device Name All v
* Object type widelp v
" Hierarchy All v

Available Objects

Y
: o

Select all

DashGTMWIPCNDisPersWithPool CNGWCN-1421960TGTMWidel PCNAME.com/cna...
SP_A_GTMMXHierarchy_OfflineStatus1-142196COGTMWIdelPA.com/a/F5V12_Stand...
SP_A_WIPMXPoolMXGWChildA-142196COGTMWIdelPAOO1.com/a/F5V12_StandAlo. ..
DashGTMNAPTRDisabledWIPObject-142196COGTMWIdelPNAPTR.com/naptr/F5V12...

SP_A_WIPNAPTRPooINAPTRGWChildA-142196COGTMWIdelPAOO1.com/a/lFSV12_S...

0 to 25 of 386 > m

b. In the Device State field, select whether you want to include devices in the widget that have
a status of Active, Standby, or All, where "All" means devices with a status of either Active or
Standby.

c. Inthe Device Name field, select the device name whose objects you want to add to in the widget.

d. In the Object type field, select the kind of object you are adding. The options that appear in this

field vary depending on the vendor you selected.

e. In the Hierarchy field, select the required level of hierarchy that should be displayed in the
dashboard. The options that appear in this field vary depending on the vendor and the object type
you selected. The objects based on your selection will be displayed in the Available Objects table at
the bottom of the screen.

For example, A WidelP object will have the following hierarchical types,
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« All - WidelP along with all hierarchical objects like Pools and Pool members.
« All Pools - WidelP along with the Pools.

« All Pool Members - WidelP along with the Pool Members.

» WideipOnly - WidelP only without any hierarchy.

» None - No objects will be explicitly listed on the widget. Instead, only the state/status of the
objects will be represented on the widget for monitoring.

Select the checkbox beside the object name and click SAVE to add the objects to the group.

11. Add objects via regex to the group for the widget as follows:

44

a.

Click the Add/Modify Objects button to add the objects at the group level. Select the object filter
details such as Vendor, Device State, Device Name, Object type, Hierarchy.

The objects that match the filter details are displayed.

. Add regex in the Search field, and then press Enter.

The objects that match regex are displayed.

. Click the Add as regex button.

The displayed objects are added to the group, the regex is added to the list, and it can be used
whenever it is needed.

[ Note:

* You can add any number of regex. To view the list of regex, click the Add as regex

dropdown option.
» The regex(s) is specific to a widget, dashboard, group, and filters.
* To delete a regex from the list, click the close button against the regex in the list.

Available Objects T

Q @ Add as regex n

Select all

DashGTMWIPCNDisPersWithPool CNGWCN-1421960TGTMWidelPCNAME.com,  dash
SP_A_GTMMXHierarchy_OfflineStatus1-142186COGTMWIdelPA.com/a/F5V12_<
SP_A_WIPMXPoolMXGWChildA-142196COGTMWIdelPAO01.com/a/F5V12_Stan

DashGTMNAPTRDisabledWIPObject-142196 COGTMWIdelPNAPTR.com/naptr/F5V12...

SP_A_WIPNAPTRPooINAPTRGWChildA-142186COGTMWIdelPAOO1.com/a/F5V12_S...

0 to 25 of 386 >
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@
« To view sample regex, click the information button.
« When new objects are added and matched with the regex the objects are added to the

widget automatically.
N /

12. The Actions and Attributes corresponding to objects added will be automatically listed in their

respective sections.

13. For example, you might grant group members actions (such as Enable, Disable, ForceDown, and so

on) and attributes (such as Ratio, Order, Weight, Connections, and Priority) permissions to one object
in a group, but only Enable, Disable, and Ratio permissions to another object in the group and no

permissions to objects in a sub-group of the group.

14. When the widget appears on the dashboard, the full list of actions you created can be accessed by

right-clicking any object within the widget.

15. Click on the E‘ or |E| (Show/Hide Attributes) button to view or hide the full list of attributes you

created for a group.

16. When you have finished, click Save.

The Application traffic can be managed and monitored.

= cppview - : *od

Widged Hame Decriptios clabal Action

3 Dt
Orbppe 4 Tt Agtional = 3 L ADY L wle o Dafialng AR tribute T o 2): Anrilbubis

4]

]

]

2 a

17. The dashboard screen reappears, displaying the widget you just created.
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Application view :: Sample App Widget 1 lin sgo (2«
O sample_group ~
]
O W Live_VIP_stat'192 168 41,155 80/igip-40-152 appviews com/F5 # g A

O Live_Poosl_1_1/bigp-4
O W 152168 112.20:80

O W 152168 112.21:80 1bigip-40-152. appviaw_comiFS
O B Live_VIP_stat_2/192 168 ViewPersistenceHecords  SEmrEes & ool -

Enable
Disable

1/bigip-40-152 appview comiFs  ~1 & 0

(o] NEUETIRIRETEEE icwSourceConnections
O W 152,168 112 20:80

O W 102.168 112.21:80

O B Livewideip.combigp-40-1

- " 1/bigip-40-152 appwew  COmFES w1 ¥ D
ClearPersistenceRecords - £ Epp -

= = 1bigip-4i0-152. appviawcomiFs
ClearCache

View

Backup & Restore

18. To create a new group,
a. Click the Create Group button under Global Actions.
b. On the pop-up that appears, enter a group name to help the users identify it.
c. Select the parent that you want to associate with the group from the dropdown list.
d. Click Save.
e. Repeat steps 7-15 to include the group in the dashboard.
19. To delete a group, complete the following steps:
a. Click the Delete Group dropdown menu under Global Actions.

b. Select the groups that you want to remove from the widget and click Delete.

Monitor and Manage Application Traffic

The widget with the configured Application along with its hierarchy will be rendered onto your dashboard
and start monitoring the Applications State/Status. The following Legend helps to identify the state/status

definition, click the EI (Options) button and select legend in the Command bar at the top of the widget.
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Status

B Available

B Ofiine

Offline but may become available again

B Unknown / Others

B Starus unavailable

State

O Enabled stare

@ Disabled state

@ Disabled by parent state

@ Mixcure of enabled and disabled states
Attributes

n: Ratio

p: Priority

r: Conmectionlimit

wi Weighe

The applications can be,

» Filter the Applications

« Sort the Applications

Filter the Applications

To filter the applications based on the status,

1. Click the EI (Options) button and select the T (Filter) icon in the Command bar at the top of the
widget.

2. In the Status field that appears, select the checkboxes beside the Status info that you would like to
filter.

status Eeset
W Avalablecs)
B Ofline(l)
Offline but may become available again(d)

B Unknown / Othersin)
B Siaacus unavailable(d)
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The applications that match the filtered status appear on the screen.

Sort the Applications

To sort the applications in ascending/descending order,

1. Click the IEI (Options) button and select the (Sort) icon > Ascending/ Descending in the Command
bar at the top of the widget.
The objects are arranged and displayed in the corresponding order.

2. Click the Save Dashboard icon to retain the sorting.

Monitor Near Real-Time State/Status

Monitor the near real-time state/status of your applications from the Application view widgets ensuring a
seamless experience.

Note:

AppViewX recommends to enable Syslog-based configuration updates for near real-time

monitoring. Refer to Installation Guide for enabling Syslog configuration.

You can enable the below options in the Dashboard settings for near real-time monitoring. For Dashboard
setting, see Dashboard Setting section.

« Refresh on load - Enables Refresh on load from the £ (Settings) of the dashboard page to get the
latest state/status information on loading the dashboard.

- Last Refresh time - Displays the last time the widget is updated with the latest State/Status

information.

* Refresh - Click the Refresh button on the widget to perform on-demand State/Status information. Each
Object contains a last refresh time on the tooltip, you can also trigger a refresh for a particular object
from the tooltip.

« Collapse group - If this setting is enabled, each time the dashboard loads, all groups within widgets on
the dashboard display in a collapsed state by default.

« Collapse hierarchy - If this setting is enabled, each time the dashboard loads, all object hierarchy
within widgets on the dashboard display in a collapsed state by default.
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» Keep Alive - This option is available in the dashboard settings%* . If this option is enabled, it ensures
the session is not timeout by refreshing the dashboard every 15 mins.

Refresh on load @
Collapse group @
Keep alive @

Show only active objects @ u]
Auto Refresh 1 Min u]

» Show only active objects - If this option is enabled, only the active objects are displayed within the
widget.

Example, in the following sample application widget,

« all of the objects in the widget show that they are in an Enabled state-they all have hollow circles beside
their names

« one of the InternalDMZ-Members objects is offline, so it shows a red square beside its name, indicating
its Offline status.

» Three of the other objects display gray squares, indicating their Unlicensed/None/Failure States status.

Application view :: Sample _App Widget %7 Min ago Cig i
O sample_grou ~
4
2 W Live_W1 a~
1::' o L -‘\
(ol il 152 appviEws CHTFS
ol 152 Appviews OHTFS
O B Live_VIP_si; a
ON Poal_1_1hig ¥ A
O B 152 168 112 20:800192 168,112 20-B0/Live_Pool_1_1migip-40-152 Appvigws o0miFS
O B 152 168 112 2180192 168,112 21-B0Live_Pool_1_1migip-40-152 appoviews o0miFS
O B Livewkdeip.combigip-40-152 appviews. comiFs




50

TRAFFIC MANAGEMENT

 The temperature bar, which is the colored bar at the top of each group or object name, displays the
overall status of all components within the widget. In the example above, note that the virtual server
group shows a solid green temperature bar because all components under it are Available, whereas the
Members group shows a mostly green bar transitioning to red, to indicate that some of the components
within it are Unavailable. Hover your cursor over the color in the temperature bar to see the number of
components that have the corresponding status.

Search for an Object in an Application View Widget

To search for an object in an Application view widget,

1. Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.

2. If you have more than one dashboard, in the dashboard list, click the name of the one containing the
widget you want to search.

3. In the widget Command bar, click the @ (Search object) icon.

4. In the search field that pops up, begin entering the name or number of the object you want to find.

5. As you enter text in the search field, the contents of the widget update dynamically to display only
those objects that match the characters or numbers entered so far. In the example below, the only
objects remaining in the widget are those that contain the letters entered into the search field: best. All

other objects have been filtered out.

Applicatton view 3 Sample App ¥ ol 12 Bhr g o s R |
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Modify an Application View Widget

The Application view widget contains the objects under the group. By default, the DefaultGroup is
available. Either you can add objects to the DefaultGroup or create a new group of objects. The details of

the Application view widget can be modified as needed.

To modify an Application view widget,

1.Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.
2. If you have more than one dashboard, in the dashboard list, click the name of the one containing the

widget whose contents you want to make changes to.

3. Click the IEI (Options) button and select the £ (Settings) icon in the Command bar at the top of the
widget.
The Settings screen appears:

Dashboard > DashbordRegex > Settings

Widget Name Deseription Global Actions
regex DESCHPUOI‘\ + Create Group | @ Delete Group v
i 0 DefauliGroup + Add/Modify Objects =
Objects(Count: 24) Actions(Count: 14) : Actions associated with DefaultGro... Attril ount: 5) : Attributes iated with DefaultGr
® pool_test55/192.168.41.19/Citrix [ Enable / Activate De: N Weight N
AllServiceGroupMembers B =
I Disable / Suspend & Connections
@ pool_test55/gs-ctx-pe33.apvxiab.com/Citr... W = i
AllServiceGroupMembers Clear persistence records ) Ratio
@ pool_test11/192.168.142.24/absecon/AV | 1)
View Persistence Records D Order
@ pool_test11/192.168.142.25/absecon/AV| 2}

4. You can modify the Application view widget as follows:

Widget Update the name of the widget.
Name

Description | Update the description of the widget.

Global There are two Global Actions. Click,
Actions




52

TRAFFIC MANAGEMENT

4+ Create Group

. to create a new Application view widget group.

W Delete Group v

. to select the desired group from the drop-down list and
delete.

Objects

Add/Modify

+ Add/Modify Objects
* Click to add and modify an object.

« In the Add/Modify Objects popup, provide the object details, such as vendor,
Device State, Device Nam, etc., search for objects, and/or filter the objects to get the
desired objects.

« Select or unselect the objects by clicking the objects checkbox.

« Alternatively, you can add objects to the group by creating regex for the object details
to get the desired objects. To add objects using regex,

« After providing the object details in the Add/Modify Objects popup, add the
desired regex in the search field.

« Click the Add as regex button.

The objects that match the regex are added to the group and the regex is added to
the regex list.

Note:
* You can add any number of regex.
« To view the regex list, click Add as regex dropdown option.

» The regex(s) is specific to a widget, dashboard, group, and filters.

« To view sample regex, click the information @ button.

* When new objects are added and matched with the regex the objects are added to
the widget automatically.

+ Click Save to add the objects to the group.

Objects
section

To delete an object, click IE against a particular object and then click Yes in the
confirmation modal.
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Actions Enable or disable action(s) for the objects by selecting the checkbox of the respective
section action. The enabled actions will be updated in the action list.
By default, access to the actions applies to all objects within that group.
Attributes | Enable or disable attribute(s) for the objects by selecting the checkbox of the
section respective attribute.
By default, access to the attributes applies to all objects within that group.

5. The modified details will be updated in the Application view widget.

* One-Touch Action Provisioning and Self Servicing

» Actions on HA Devices and Device Failover

One-Touch Action Provisioning and Self Servicing

» The app-centric dashboard/widget allows you to self-service, monitor, and troubleshoot application

issues in a single pane.

» One-touch/click application provisioning and Traffic management actions through a simplified RBAC.

The configured objects along with their hierarchy are rendered in the form of a widget.
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» Users can Expand and Collapse the group by Clicking the IEI (Options) button.

Application view @ App_view QMissgs | O O 8
® DefaultGroup -
]
~
~

Options

(i ] Description

= Collapse

B legend »
T  Filter b
— Sort ¥
£ Settings

% Maximize

@ Copyto

*  Move to

= Download

X Delete

operations on a single click.

Application view :: Sample_App_Widgal U Nir age
O sample_group
[ ] Live VIP_slal92 168 41 155 B0bigip-40-152. sppvienn. com'FS
Live_Pool_1_1/bigp-4
o B C Enable
O W 182 168 12, 20:80 1/bigip-40-152. appyiswns comiFS
O W 182 168 112.21:50) ole 1igip-40-152. appwiews comFS
[o] MITRLGETEELL RG] Viewl'ersstenceliooords ST
Q Live_Pool_1_1ig0-4 QR et g e o
192 168 11220 S0/ " higip-4-152. appyiew
e R Cloarfarsistencefecords ML
O 192 168 12,2180 1/bigip-40-152 appviews com/FS
ClearCache
O B Livewidaip comibigip-40-1 e
View
Backup & Reslore

Gla

» Execute Server Rotation or Route/Swing traffic between your environments and perform various other

The following actions can be performed (Individual or bulk) on an Application View widget by right-

54

* Enable - Enable an object

clicking the Group/Individual object and accessing the Actions menu:

« Disable - Disable an object and terminate all active connections
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 Graceful disable (AVI devices only) - Disable an object only when all the currently active client
connections are closed by either the server or the client

» Backup & Restore

» Backup device - Create a backup of the device associated with the object. For more details refer to
the Create a Device Backup Group section of this guide.

» Restore object - Restore object configuration to a previous state. For more details refer to the

Restore an Object section of this guide.

« Compare - Compare current and/or archived configurations of similar objects or across devices to
ensure compliance. For more details, refer to the Compare ADC Objects section of this guide.

* View

 View graph - View the timeline statistics of an object. For more details, refer to the View Timeline
Statistics for an Object section of this guide.

* View config - View the current configuration of all levels of the device object. For more details, refer

to the View Configuration Detalls section of this guide.
* View log/history - View the log history of the object.
 View alerts - View any alerts related to the object.

« Clear persistence records (F5 devices only) - Clear the persistence records for Virtual Server (VIP)
and pools

* View persistence records (F5 devices only) - View the persistence records for Virtual Server (VIP) and

pools
« Advanced

» Enable/Disable persistence (F5 devices only) - Turn on or off the tracking and storing of session
data, which is used to ensure that client requests are directed to the same pool member throughout

the life of a session or during subsequent sessions.
» Enable/Disable all (F5 devices only) - Turn on or off the object available across all the pools.
» Forcedown all (F5 devices only) - Force shutdown of the object available across all the pools.

« View source connections (F5 devices only) - View the source connection IPs for Virtual Server (VIP)
and pools

» Forcedown (F5 devices only) - Force shutdown of the object
» FD clear active connections (F5 devices only) - Clear active connections to the object

* View Topology - Display the topology view of the selected object in a new window
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The following are the additional attributes that can be monitored on the widget,

* Ratio - To view the ratio of the pool member from widget level

* Weight - To view the real server weight for the applicable objects from widget level

Actions on HA Devices and Device Failover

AppViewX recommends to enable Syslog-based configuration updates to reflect the device flip over on a

near real-time basis.

To enable the Syslog based configuration updates,

» Enable Show only active objects option from the Dashboard settings.

It ensures the widget is always updated with the latest active device objects whenever a device failover

is identified.

N

(g
Note: By default, this option is enabled.

Refresh on load @
Collapse group @
Keep alive @

Show only active objects @ u]
Auto Refresh 1 Min u]

« To disable this option, click the £* (Settings) icon on the dashboard page.

-
Note: In addition to this, any actions that are executed on an application hosted on a HA device

will always be reflected on the current active device to ensure the active devices are up to date
and no changes are overwritten during device synchronization. AppViewX also ensures the
Active and Standby devices are synchronized at a regular interval.

~
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Following are other actions that can be performed by clicking the EIOptions on the widget,

» Maximize

» Minimize

» Copy to - a copy of the widget can be placed from one dashboard to another dashboard by selecting the
B (Copy to) icon under IEI (Options).

- Move to - any widget can be moved from one dashboard to another dashboard by selecting the =
(Move to) icon under IEI (Options).

» Download - contents of an Application view widget can be downloaded in .csv format to your local
system by selecting the = (Download) icon under IEI (Options).

« Delete - a group, object, or action can be deleted from an Application view widget by selecting IEI
(Options) > £ (Settings) > Groups/Objects/Actions, and then click Delete.

Note: Every Group must have at least one action associated with it, so if there is only one action
listed, the Delete button will not be enabled.

Enable or Disable Objects (appl.services) Displayed in a Widget

Application teams can quickly perform provisioning, server rotation as part of a standard change window
by enabling or disabling the objects.

Note: This process can be integrated into ITSM change management.

Objects that are enabled within a widget contain an open circle beside their names and display the word
ENABLED when you hover your cursor over the circle. Objects that are disabled contain a filled black
circle beside their names and display the word DISABLED when you hover over them.

Application view
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To enable or disable objects displayed in a widget,

1. Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.

2. If the specific dashboard you want to access is not displayed on the screen, move your cursor to the
breadcrumbs field of the current dashboard.

3. Click the current dashboard name.

4. In the dropdown list that appears, click the name of the dashboard you want to switch to.

5. When the dashboard opens, locate the widget that contains the object whose status you want to
change.

6. Right-click the object and select Enable or Disable from the dropdown menu that appears.

Application view = Sample_App Widget 0 i age Gla
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3 W Live_vIP_stat_2/192 163 JRCLEERER =R e o o 5
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ol ClearParsistenceRecords St FS
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O B Livawida bigip-40-1

View

Backup & Reslore

7. On the Confirmation screen that pops up, enter comments relating to the enable or disable action, then

click Yes.
8. Click the & (Refresh) icon in the widget Command bar to see the updated view of the widget.

Perform Bulk Actions on Objects in a Widget
The Dashboard module allows you to perform the same action on multiple objects within the same widget
simultaneously.

To perform bulk actions on objects in a widget,

1. Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.
2. If the specific dashboard you want to access is not displayed on the screen, move your cursor to the

breadcrumbs field of the current dashboard.
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3. Click the current dashboard name.

4. In the dropdown list that appears, click the name of the dashboard you want to switch to.

5. When the dashboard opens, locate the widget containing the objects that you want to perform bulk
actions on.

6. Click on each object within the widget that you want to perform a bulk action on. If you want all objects
in the group to be included, select the check beside the group name.

7. Right-click anywhere in the widget and select the action you want to perform from the dropdown

menu.
Application view :: Sample_App_Widget miMinags & O 3
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o] 162.168.112.20080192.168.113 5 smF5
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o 162 168.112.21:80v192.168.113 omiF5
o Liwe_VIP_stat_2MSE2. 168.41. 15680 Disable -~
O W Live_Pood_1_1/bigip-40-152 appvii =100 ”
o 52 168 112 20:B0v192.168. 114 Forcelown_Active 52 appviewx. comFS
o 1892168 11221800192 168.113 . omiFS
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8. On the Confirmation screen that pops up, enter comments related to the action you are performing,
then click Yes.

9. Click the & (Refresh) icon in the widget Command bar to see the updated view of the widget.

Force LTM Servers Offline Within a Widget

During server maintenance, it is sometimes necessary to force a Local Traffic Management (LTM) server
within a widget. When this is done, the server is still able to serve existing active connections, but no new

connections are processed.

To force an LTM server offline within a widget, complete the following steps:

1. Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.

2. If the specific dashboard you want to access is not displayed on the screen, move your cursor to the
breadcrumbs field of the current dashboard.

3. Click the current dashboard name.

4. In the dropdown list that appears, click the name of the dashboard you want to switch to.

5. When the dashboard opens, locate the widget that contains the LTM server you want to force offline.
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6. Click the LTM server name in the widget, then right-click and select Forcedown from the dropdown

menu that appears.

Application view :: Sample_App_Widget BiMinage (O Q
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1
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7. On the Confirmation screen that pops up, enter comments relating to the force-down action, then click
Yes.
8. Click the & (Refresh) icon in the widget Command bar to see the updated view of the widget.

View the Different Statuses and States for a Widget

To see a list of all of the statuses an Application view or Traffic grid widget can have, complete the

following steps:

1.Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.
2. Select a dashboard that has an Application view or Traffic grid widget.

3. Click the IEI (Options) button and select @ (Legend) icon in the Command bar at the top of the widget.
4. A legend appears, listing each of the possible widget statuses and states. For Application view

widgets, there are five possible statuses and four possible states, as shown below.
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5. The list for Traffic grid widgets is larger, with a total of 9 possible statuses and 6 possible states, as

shown below.

Status
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1 ]
>
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@
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her

6. Using this legend, you can tell at a glance the current status and state of each component of the

widget. In the Application view widget example below, all of the objects in the widget show that they

are in an Enabled state-they all have hollow circles beside their names-but one of the InternalDMZ-
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Members objects is offline, so it shows a red square beside its name, indicating its Offline status.
Three of the other objects display gray squares, indicating their Unlicensed/None/Failure States

status.

Application view :: Sample_App Widget MiMinage (O QO

- 152 appyiews ComiFS

0152 appvisws. comiFS

e e 5
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7. The temperature bar, which is the colored bar at the top of each group or object name, displays
the overall status of all components within the widget. In the example above, note that the virtual
server group shows a solid green temperature bar because all components under it are Available,
whereas the Members group shows a mostly green bar transitioning to red, to indicate that some of the
components within it are Unavailable. Hover your cursor over color in the temperature bar to see the
number of components that have the corresponding status.

Traffic Statistics Widget - Application Traffic Monitoring

With the Traffic statistics widget, you can monitor the live and historic statistics of devices/ objects
including the number of requests being received, the load on each of the load balancers, and peak
request times. The widget helps to perform an in-depth analysis of your network traffic. It will benefit traffic
monitoring to track down network problems and use the information to guarantee bandwidth and quality of

service for business applications.

You can perform the following actions:

 Configure traffic statistics widget
« Monitor live and historic traffic flow

 Configure Traffic Statistics Widget

* Monitor Live and Historic Traffic Flow
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Configure Traffic Statistics Widget

To configure a Traffic statistics widget on your dashboard,

1.

2.
3.
4,
5.

If you are creating a Traffic statistics widget as part of creating a new dashboard, complete the steps in
the Create a Dashboard topic above, then jump to Step 5 below. If you are creating a Traffic statistics

widget for an existing dashboard, click the 3 (Add widget) button in the Command bar of the
dashboard.

On the Create widget screen that pops up, select Traffic statistics as the widget type.

Enter a name for the widget.

Click Create.

On the Settings screen that appears, enter the time interval in minutes and seconds for collecting
statistics from the devices.

Visdar Lirwel alue SLatitics Belete

6. In the Live Interval field, set how often you want to collect the live performance statistics of an object.

10.

11.

12.
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. In the Vendor field, select the vendor whose devices you want to collect statistics for A10, AVI, Citrix,

or F5.

. In the Device state field, select whether you want to include devices in the widget that have a status of

Active, Standby, or All, where "All" means devices with a status of either Active or Standby.

. In the Object type field, select the kind of object you are adding. The options that appear in this field

vary depending on the vendor you selected in Step 6.

In the Object field, select an object you want to gather statistics for. The list of objects that appear
varies depending on the object type you selected in Step 8.

In the Statistics field, enter the kind of statistics you want to gather. The list of statistics varies
depending on the object you selected in Step 9 and can include both live and historical data within the
same widget.

Click Add to add the object to the widget.
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13. Repeat steps 6-11 for each vendor, device, and object you want to include in the widget.
14. When you are done adding objects, click Save to create the widget.
15. The dashboard screen reappears, displaying the widget (Live performance statistics) you just created.
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16. The historic performance statistics will be collected and displayed based on the time interval you
configured in the Settings > ADC > Statistics. For detailed information, refer to the Statistics Settings
section in the ADC Settings topic of this guide.

17. Click on Day/Week/Month/Quarter tab within the widget to view the historic performance statistics.
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Monitor Live and Historic Traffic Flow

» The line graph represents the Live, Day, Week, Month, and Quarter data.
» The Live tab will collect the real-time statistics from the device and plot as per the interval.

» Refresh on the widget to get the latest data on-demand basis.
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 The historic statistics interval should have been configured globally in the Settings menu. To configure

the statistics interval, see the settings.ditamap section.

« The historical data will be collected on a regular interval, aggregated, and plotted in the form of line

graphs under respective tabs.

« Click on Day/Week/Month/Quarter tab within the widget to view the historic performance statistics.

* You also have the provision to pick a date or select a range using the sliding bar and narrow it down to

a particular timeline.

» Hover over the graph to get the statistics value of a particular object.
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Traffic Grid Widget

With this widget, you can monitor and control the amount of application traffic that flows across the

various data centers hosting the application. Rules created within the widget define what percentage
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of traffic goes to which data center, making it possible to maximize dispersed resources from a single

location.

You can perform the following actions:


settings.ditamap

TRAFFIC MANAGEMENT

+ Configure a traffic grid widget
« Monitor and distribute traffic across the datacenter

» Configure a Traffic Grid Widget
» Monitor and Distribute Traffic Across Datacenter

» Change the Percentage Values Within a Traffic Grid Widget

Configure a Traffic Grid Widget

To configure a Traffic grid widget on your dashboard,

1. If you are creating a Traffic grid widget as part of creating a new dashboard, complete the steps in the
Create a Dashboard topic above, then jump to Step 5 below. If you are creating a Traffic grid widget
for an existing dashboard, click the | | (Add widget) button in the Command bar of the dashboard.

. On the Create widget screen that pops up, select the Traffic grid as the widget type.

. Enter a name for the widget.

. Click Create.

. On the Settings screen, enter the name of the application you want to monitor traffic for.

. Click the | T | (Add) button to add the application to the list.

. Enter the names of the data center you want to configure traffic flows for.

. Click the | ™ | (Add) button to add the data center to the list.

. Repeat steps 5-8 for each additional application and/or data center you want to include in the widget.

. Click Save.

© 00 N oo o b~ WD

=
o

Applications Clata cpribar
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11. The widget then appears as a grid on the dashboard. Note that the applications and

data centers display NA instead of statistics because they have not yet been configured.

Irafhic grid = Traft
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12. Click the £* (Settings) icon inside each Application/Datacenter cell of the grid to configure it.

13. The Settings screen appears, with the Availability status tab displayed by default.

14.
15.

16.
17.
18.
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Aovailability status{1}

w

Wendor Cbject type

Object name

Select the vendor whose object you want to monitor availability in each data center.

In the Device state field, select whether you want to monitor the traffic for a device that has a status

of Active, Standby, or All, where "All* means devices with a status of either Active or Standby. In the

Object type field, select the kind of object you are adding. The options that appear in this field vary

depending on the vendor you selected in Step 12. In the Object Name field, start typing to see a list of

named objects whose traffic you can monitor. When you see the one you want, move your cursor over

it and click it.
Click Add.
Repeat steps 15-16 for any other objects you want to monitor.

When you have finished adding all of the object types whose availability you want to monitor, click

Save.
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19. Click the Traffic Percentage tab.
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20. Select the vendor whose object you want to monitor traffic across all data centers.

21. In the Device state field, select whether you want to monitor the traffic for a device that has a status of
Active, Standby, or All.

22. In the Object type field, select the kind of object you are adding: widelp Pool, widelp PoolMember, or
[tmPoolMember.

23. In the Object Name field, start typing to see a list of named objects whose traffic you can monitor.
When you see the one you want, move your cursor over it and click it.

24. Click Add.

25. Repeat steps 23-24 for any other objects you want to monitor.

26. When you have finished adding all of the object types whose traffic percentages you want to monitor,
click Save.

27. Click the Statistics tab.

Ststivticsd)
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28. In the Display name field, enter the text you want to pop up when a user hovers over the % (Pie) icon
within a table cell of the widget. Note that only 10 characters can be entered in the field, so the name
must be brief, but descriptive.
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30.

31.

32.

33.

34.

35.
36.
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In the Vendor field, select the vendor whose object you want to generate statistics across all data

centers.

In the Device state field, select whether you want to generate statistics for a device that has a status

of Active, Standby, or All.
In the Object type field, select the kind of object you are adding: widelp PoolMember or

ItmPoolMember.

In the Object Name field, start typing to see a list of named objects whose statistics you can generate.

When you see the one you want, move your cursor over it and click it.

Click Add.

Repeat steps 32-33 for any other objects you want to generate statistics for.

Click Save.

Click the Rules tab if you want to create rules that govern traffic percentages for the widget.

L TREES

37. In the Rule type field, select one of the following options:
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Note: Warning - A warning rule causes a popup text box to appear if the user violates the
restrictions defined by the rule, but the user can still complete the action. For example, if you
create a rule that says a data center cannot receive more than 60% of the traffic on a device

and a user tries to set the percentage for that data center to 65%, a warning pops up on the

screen when the user clicks the | (Enter) icon in the table cell, as shown below. Despite the

warning, the value 65 remains in the cell after the user closes the popup screen.

~
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192.168.12.160:5004 says:
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Restriction - A restriction rule causes a popup text box to appear if the user violates the restrictions
defined by the rule. In this case, the user is unable to complete the action. For example, if you create
a rule that says a data center cannot receive more than 60% of the traffic on a device and a user
tries to set the percentage for that data center to 65%, a restriction screen pops up on the screen

when the user clicks the 1 (Enter) icon in the table cell. When the user clicks OK to dismiss the
popup, the percentage in the cell automatically reverts to its original value, erasing the user's entry of
65%.

« Action - An action rule causes an event that you define to happen when the traffic percentage
for a data center reaches a level or range that you define. The two main event types are Enable
and Disable, so when the level you set is reached, an object or set of objects you selected is

automatically enabled or disabled.

38. When you are finished creating rules for the widget, click Save.
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For instructions on how to change the percentage values within the Traffic grid widget cells, refer to
Change the Percentage Values Within a Traffic Grid Widget.

Monitor and Distribute Traffic Across Datacenter

» The availability status (Up/Down/Offline etc.,) of the Application will be represented in appropriate color
code along with the statistics value that is configured.

» The current Traffic percentage can be reviewed and distributed to other data centers accordingly.
Distribute the traffic that equals to 100% and click Apply.

* Applying the changes will modify the ratio of the members on the end device.

« If the traffic percentage applied is not successful, the user will be indicated with a red triangle alert icon

against the applications.
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« During Maintenance, if a particular data center should not be receiving any traffic, it can be made 0
and the rest of the data centers can distribute the load.
» The traffic distributions are always reflected on current active devices.

Traffic grid = Traffic Percentage Houting &

Mabile-sarvice - -

« If a Rule is configured, before executing the traffic percentage changes, the rule condition will be
validated.

« In case of a Warning rule, the end-user will be prompted with a warning message to not proceed.
Users can choose to Terminate or proceed with the changes.

« In case of a Restriction rule, the end-user will not be able to proceed with the changes on exceeding
the threshold limit.

* When an Action rule is configured and if the traffic percentage meets the condition, the configured
objects will be automatically Enabled/Disabled accordingly.
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192.168.12.160:5004 says:
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Change the Percentage Values Within a Traffic Grid Widget

To change the traffic percentages listed for each data center in a Traffic Grid widget, complete the
following steps:
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1. Open the dashboard containing the Traffic Grid widget you want to update.
2. Click the current percentage value for the first data center.
3. The cell then becomes a text-entry field, as shown in the bottom-right cell in the image below.

“ TU1-dE III Il!.I‘L.r.ir-.Ir‘
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4. Enter the new percentage in the text field.

5. Click the L¥1] (Enter) icon to save your changes.

6. Repeat the process for each of the other data centers, ensuring that the total equals 100%.
For an explanation of the different colors and symbols displayed in the cells, refer to View the Different
Statuses and States for a Widget for a Widget.

Script Execution (SE) Widget

A Script execution widget saves script files on a local machine and provides easy access to maintain and
execute script commands from within the widget. The script files (shell or python) are pre-written files
existing in the AppViewX server. It allows the user to enable/disable actions that are performed through
the action widgets and also, to write custom scripts that can be remotely run on the ADC devices.

You can perform the following actions on the widget:

» Configure a script execution widget
» Execution of script

» Configure a Script Execution Widget

» Execution of Scripts

Configure a Script Execution Widget

To configure a Script execution widget on your dashboard,
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. If you are creating a Script execution widget as part of creating a new dashboard, complete the

steps in the Create a Dashboard topic above, then jump to Step 5 below. If you are creating a Script

execution widget for an existing dashboard, click the E (Add widget) button in the Command bar of
the dashboard.

. On the Create widget screen that pops up, select Script execution as the widget type.
. Enter a name for the widget.
. Click Create.

. On the Settings screen that appears, enter a description of what the script does so that it can be

readily identified when viewed through the widget.

Applications Cata center

. Enter a label for the script bar you will be adding to the widget. The Label should help identify what

sort of script you are adding so that it can be readily identified when viewed through the widget.

. In the Action Name field, enter the action that you want to perform using the script execution widget.

8. Select the Browse file or Manual radio button based on how you want to upload the scripts.

9. In the Execution script field, do the following:

10.

11.
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- If the Browse file radio button is selected in Step 8, click the Browse button and navigate to the file
you want to add, then click Open.

« If Manual is selected in Step 8, enter the full path of the script. These scripts will need manual

intervention to execute.

In the Script argument field, enter any information for the script with a comma as delimiters. Upon
script execution, the mentioned arguments are passed to the script provided that the script is capable
of receiving arguments (through variables).

(Optional) In the Status script field, enter the full path of the script to update the color and status
message of the bar. The status and result of the script are updated simply by loading or refreshing the
widget.
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12. Click Add to add the details in the table at the bottom of the screen.

==

Script lnksd Actizn raara Fmscurtion acript Script srgement Sanm scrgt

13. Repeat steps 5-12 for each additional script you want to add.
14. Select the checkbox beside the script label column and then, click Save.
15. Configure script timeout to avoid prolonged script execution. To configure the script timeout,

-Goto = Menu > Settings > ADC > Device > Script Execution > Time out.

» Mention the time out from 60 seconds to 5 minutes. The default timeout is 60 seconds (1 min).

( ot
Note: For more detail, see Script Execution in the Device Settings.ditamap.
N

— Daevice specification Syslog purge limit Script Execution Device Sync

Device = Time out (mins) 1 minuwe A

Execution of Scripts

On the successful configuration of widget for script execution, the scripts can be executed on a need
basis.

To execute the script,


Device_Settings.ditamap
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1. click B (Play) on the widget.

Script execution 3 script? ¢
Labell SUCCESS [» |
label2 Failure [» |

2. The color and message on the bar is determined by the following return message of the status script:

echo Color:Green,Response:"Pool failover_pool_web is up"

Color: Green - to update the color of the bar to green

Response:"Pool failover_pool_web is up" - to show the string inside " as status

Color: Red - to update the color of the bar to red

3. The status script will update or run on every refresh of the widget, to get the latest status.

Note: Frequent use cases like Device Memory check, CPU check, etc., can be executed

quickly on demand, which will provide the run time data from the device.

4. To run the execution script, click the Play button and select one of the following:
» Action name: To internally trigger the execution from the AppViewX server CLI.
* View Logs: To check the previous logs of the script that are executed.

5. When it finishes, a popup screen appears listing the script execution logs, as shown in the following

example:
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Safe-WWW : Script execution logs =

Corsole Outpit Diownload file
Action: enable disable
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anar-ar-x 2 SppviEaE appveranl 40906 Sop 2 10032 deploy
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anwar-ar-a 5 appviews Appvkews 4098 Feb 20 18:16 b
SrarwEr-X 2 S i DV e A05E Fab 29 18:35 inslances
ra-rwe-r— 1 appeiews appviews 0 Fe 29 18:35 lock
drwxrwar-x 5 ey e appviows 4008 Fab 20 18:35 system
arwnrwar-x 2 appv ews appeyiews 4058 Feb 25 1849 &ic
drexr-ar-x 10 appveeewx appviews 4096 Feb 29 2144
dnasnasEr-1 B DDk appevienas 4000 Fab 20 2144 ands
drar-ar-x 5 appvEEeE appvees 4096 May 20 2016 local-ripo
e r-xr-x 3 SpEeviews ADEw W 40590 May 20 20186 .

6. Click the Download file button if you want to download an output file.
7. The file is downloaded to your computer.
8. Navigate to the location where you want the file to go, then click Save.

Class Management Widget

A Class management widget allows you to view and modify the classes associated with iRules for
devices. By grouping objects into classes and assigning actions to the classes, users are able to
configure ADC devices within AppViewX. There is no need to access the ADC devices directly, which
eliminates the chance of crashing a box with syntactically incorrect commands.

iRule is a flexible feature that lets the user manage or customize their application traffic. Classes are
usually defined within an iRule. String, Address, Integer are different kinds of classes. The following
section explains data group/classes and their types.

Data Group/Classes
A data group is a simple group of related elements like a set of IP addresses of a class.

Data groups can be one of the following types:

» Address: An address data group consists of a collection of IP addresses.
« String: A string address group consists of a group of strings, such as *.jpg.
« Integer: An integer data group consists of a group of integers.

» External File: You have the option to store data groups in an external file. The benefit of storing
data groups in an external file is the data does not need to be sorted by the system when it is loaded
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because it is stored outside of the bigip.conf file. The elements in the external data group file should
be stored in comma-separated lists with a newline character after each entry. Refer to the BIG-IP

Configuration Guide for more details about Data Groups.

» Configure a Class Management Widget

Configure a Class Management Widget

To configure a Class management widget on your dashboard,

1. If you are creating a Class management widget as part of creating a new dashboard, complete the
steps in the Create a Dashboard topic above, then jump to Step 5 below. If you are creating a Class

management widget for an existing dashboard, click the E (Add widget) button in the Command
bar of the dashboard.

. On the Create widget screen that pops up, select Class management as the widget type.

. Enter a unique name for the widget.

. Click Create.

. On the Settings screen, configure Actions to any of the following as per the need:

a A W N

* View class - to configure view class, see Configure View Class section.

» Modify class - to configure modify class, see Configure Modify Class section.

Group nams Actien

» Configure View Class (Internal/External)

 Configure Modify Class (Internal/External)
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View class action retrieves the configured class attributes from the device and allows to view the latest

configuration.

To create a view class,

1. Leave the Select task field set to CreateGroup.The Group field automatically uses the widget name as

the default group.

2. Enter a name for the group.

. Click Add to add the group to the widget.

4. (Optional) If you want to create a sub-group, enter another group name in the Name field and click

Add. The new group is added under the original one.

. (Optional) If you want to create a sub-group of a sub-group, select the sub-group in the Group

dropdown list, then enter the sub-sub-group name in the Name field before clicking Add.

. In the example below, CM_Widget is the group, Sub-groupl and Sub-group?2 are created as sub-

groups of CM_Widget, and Sub-group3 and Sub-group4 are created as sub-groups of Sub-groupl.

Group name Action
O TN _Widget
& Sub-groupi
& Sub-groupd
& Sut qr Lped
& Sub-group2

. After you have finished creating groups and sub-groups, select CreateAction from the Select task

dropdown menu.

8. The screen refreshes to display new fields on the screen.

9. In the Actions field, select View Class.

10.
11.
12.
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In the Group field, select the group you are creating the action for.

In the Name field, give the action a name that clearly identifies what action the user can take.

In the Class field, start typing the name of the class that you are creating a view or modify action for.
As you start to type, all classes that match the characters you have entered so far appear in a list.
Select the class you want to add.



13.

14.

15.

16.
17.
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Retrieve from s e

.:ii.-'-"":&'il!'fl:“'
pectiil L '::rE_'J.'!"T

be displayed.

N

( Note: For F5 devices, the classes are controlled by the permission provided in the Resource
section. Based on the permission given for the classes, they appear in the Class field
dropdown list for the selection. If no permission has been given for the classes, they do not
appear in the Class field dropdown list. In case the permission has been removed for the

classes while you manage a class in the dashboard, the "Permission Denied" notification will

~

J

The Retrieve from field populates automatically with the location of the class that you selected in Step

15.

Enabling the Run time value option, allows the end-user/consumer to change the class name during

the execution.

Click Add to add the class to the group.

The group and all sub-groups you just created appear in a hierarchical structure within the widget.

Click the H (Actions) icon to access the list of available actions for the corresponding group or sub-

group.

Class management :: CM_Widget

Sub-groupd

[ Note: If needed modify the configured Group/Action.
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Configure Modify Class (Internal/External)

Modifying class action allows you to view and change the details of a class.

To create a modify class,

1. Leave the Select task field set to CreateGroup.The Group field automatically uses the widget name as
the default group.

2. Enter a name for the group.

3. Click Add to add the group to the widget.

4. (Optional) If you want to create a sub-group, enter another group name in the Name field and click
Add. The new group is added under the original one.

Heatmap Widget

A Heatmap widget allows you to view statistics for managed, failed, and unresolved devices or device
groups. Widget will collect the statistical data for Inprogress, queued, failed, and managed devices as
long as the objects are available in the database. The heatmap reports are not viewed for unmanaged
devices.

In the Heatmap widget, ADC device groups appear as color-coded blocks, with the colors representing
the following:

» Green - All devices in the group are healthy

* Red - At least one device in the group is in a critical state

 Gray - Statistics have not been collected for the device group.

» Orange - One or more devices in the group have reached a warning limit

Copy a Widget to Another Dashboard

To copy a widget to another dashboard,

1.Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.
2. If you have more than one dashboard, in the dashboard list, click the name of the one containing the
widget that you want to copy.

3. Click the IEI (Options) button and select the B (Copy to) icon in the Command bar at the top of the
widget.

4. On the Copy widget screen that pops up, select the dashboard you want to copy the widget.

5. Click Copy to Finish.
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Move a Widget to Another Dashboard

To move a widget to another dashboard,

1.Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.
2. If you have more than one dashboard, in the dashboard list, click the name of the one containing the

widget that you want to move.

3. Click the EI (Options) button and select the ™ (Move to) icon in the Command bar at the top of the
widget.

4. On the Move widget screen that pops up, select the dashboard you want to move the widget to.

5. Click Move to Finish.

Delete a Widget

Deleting a widget removes it from the current dashboard, but does not remove it from any other

dashboards it has been copied to.

To delete a widget, complete the following steps:

1.Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.
2. If you have more than one dashboard, in the dashboard list, click the name of the one containing the

widget you want to delete.

3. Click the EI(Options) button and select the ¥ (Delete) icon in the Command bar of the widget.
4. On the confirmation screen that pops up, click Yes.
5. The dashboard refreshes and no longer displays the widget.

Custom Widget

Custom reports are used for monitoring the usage of the device and application metrics, which are

configured by existing workflows.

» Configure a Custom Widget Using Workflow

Configure a Custom Widget Using Workflow

To configure a customreports widget on your dashboard,
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1. In the Dashboard, click the (Add widget) button in the Command bar of the dashboard.
2. On the Create widget screen that pops up, select Custom reports as the widget type.
3. Enter a name for the widget, and then click Create.

4. Custom reports configuration screen appears.

(=]
=
(=]

=3 =1

5. In the Workflows field, select the workflow that you want to monitor the usage of the device and

application metrics.
6. When you are done configuring the Custom reports settings, click Save.
7. The custom reports widget is displayed on the dashboard, with configured workflow reports.
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Custom reports :: 535 08/27/2020 10:52:22 | G 8
B44 B46

&0
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0
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Time Range

Studio Based Reports

The Reports sub-system within the Studio module allows you to perform the following tasks:

[ Note: For more details about the report, refer to the Reporting User Guide. j

¢ Clone a Report
* Create a Report

* Delete a Report

Clone a Report

To clone a report,

1. Click = Menu > Studio > Reports.
The Reports screen appears.
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2. In the My Reports tab, all the reports are displayed based on the permissions that you have been
assigned. Select the report you want to clone.

3. From the Actions dropdown, click Clone.

4. In the Clone report screen that appears, enter a Name for the cloned report.

5. Click Save.

To create a report using the Reports sub-system in the Studio module,

1. Click = Menu > Studio > Reports.

2. The Reports screen appears. In the My Reports tab, all the reports are displayed based on the
permissions that you have been assigned.

3. Click Create New Report.

4. In the BASIC INFO screen of the report creation wizard,

» Enter a Name for your report.
+ (Optional) In the Description field, type additional information related to the report.
* Click Yes if you want to control access to the report using different permissions for different users.
* Click Save to resume the chart creation later or click Next to proceed with the chart creation.
5. In the DATA SOURCE screen,

» From the Select data source dropdown, choose one of the following sources to query data, and
build the report:

» Query builder - Allows you to select one of the existing queries or create a new query.

» Hooks - Allows you to select one of the pre-built OOB hooks or create a new hook (Script or
REST).

« Click Save resume the chart creation later or click Next to proceed with the chart creation.
6. In the CHART CONFIGURATION screen,

» Click on one of the following reports to Select chart type - PIE, DONUT, BAR, STACKED BAR,
GRID, LINE, and METRIC.

* The fields that appear vary for each chart type, at a minimum, fill in all the mandatory fields.
* Click Save to resume the chart creation later or click Next to proceed with the chart creation.

7. In the CHART DRILLDOWN screen, select the checkbox to view more specific layers of the data or
information being analyzed.
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. Select one of the following drill-down types for the chart:

* Set redirect URL to configure the URL to any page to which the redirection from the chart must
happen.

» Grid to associate the chart to a hook and a workflow.

. Click Save & Enable to save the report to the AppViewX system.
10.

The report is added to the My reports tab, it can be enabled or disabled using the toggle button in the
Status column.

After the report is created, you can perform one of the following actions on the left-hand pane:
« Pin the report to a new or an existing dashboard.

« Set the Interval during which the chart data must be collected. This can be customized to happen
once or recursively.

« Share the report with the various recipients at a specific point of time once or repeatedly.

 Enable or disable the report using the toggle button.

Delete a Report

To delete one or more reports,

. Click = Menu > Studio > Reports.

The Reports screen appears.

In the My Reports tab, all the reports are displayed based on the permissions that you have been

assigned.

2. Select the report(s) you want to delete.

3. From the Actions dropdown, click Delete.

4. In the Confirm delete dialog box that appears, click Yes.

Launch Automation from Application-Centric View through
Rules
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Enforce business process and launch automation from App-centric views through the Rule
configuration.

Actions that are triggered from App-centric views will look for Rules configured and execute an

appropriate workflow in the background.
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» Upon executing any action, a request ID will be generated and a stage view will be displayed
representing the action status.

» The request ID could be used to track progress at any point in time.
» Sample use cases
« Service NOW integration for any action triggered from AppViewX.
« Prevent users from taking all servers out of rotation as this might lead to an application-level outage.

- Email naotification for any Server Rotation action performed by the team member.

Charge Ticket Created
Chusng th et s makers

S

waiting for Change Ticket Appaow
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App Search

» App Search - Overview

* Run a Search

* Create a Bookmark

* View Basic Details of ADC Search Results

« View Additional Details of Search Results

* Filter ADC Search Results

» Export Search Results

* Access the Actions Menu for Objects on the ADC Search Results and Topology Screens

» Compare ADC Objects
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« Filter the Information Displayed in an ADC Topology
 View Configuration Details

 View Timeline Statistics for an Object

App Search - Overview

The App Search module displays a centralized object repository from the Control Center that allows you
to search for and then monitor and manage all the entities, configurations, or objects of the ADC devices.
Control Center provides a holistic NOC overview for app teams and network teams to quickly search and

monitor application services based on RBAC in a visual intuitive topology view.

Frequent searches
ecomm.appviewx.com/a/NYC_f5-gtm-ltm/F5

insuranceapp.appviewx.com/a/NYC_f5-gtm-itm/F5

ecom
insu
vs_bankingapp.appviewx.com 80/192.168.145.119:80/NYC_{5-gtm-itm/F5

Common/vs_nyc_insurance.appviewx.com_80/192.168.145.123/NYC_f5-gtm-ltm/F5

/Common/vs_lon_insurance.appviewx.com_80/192.168.145.124/NYC_f5-gtm-ltm/F5

banking

In App Search module, the Control Center acts as a search engine inside the AppViewX to search and
monitor any Application in your infrastructure. From the app search, any application-related details can be
searched/found the complete infrastructure details and services supporting the application. The Control
Center within the App Search module also provides better insights into the configuration, state, and

performance of the application and helps to troubleshoot application outages more effectively.

To use the Control Center within the App Search module, the following prerequisites must be met:

» Each device you want to control must have been a managed entity in AppViewX.

A role and resource must have been assigned with the appropriate device/object level that you want to

control. However, for the orphan and secondary objects, global access must have been provided.
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Run a Search

To run a search within the Control Center,

1. Click = Menu > ADC+ > App Search.
2. In the App Search module, the Control Center search screen is displayed by default. The ways to
search the ADC devices are:

» Search Using Free Text Entries
» Search Using Frequent Search Links
» Search Using Predefined Search Keys

» Search Using Regular Expression (Regex)

Search Using Free Text Entries

This is the most common type of search. You can enter text in the search field and press Enter on your
keyboard. The following search features and functionalities are supported:

- Case insensitive keyword and string matching. For example, the search result for Citrix would be
citrix_86.appviewx.com.

» Exact match search strings through the use of double quotation marks around search terms. For

example, "gs-f5-pe21.lab.appviewx.net".

- Entering only the application name in the search field is enough to find all the hierarchical details related
to it.

» Boolean AND and OR operators:

« AND Operator - search results contain both terms that existed in the search query. For example, gs-
f5-pe2l.lab.appviewx.net AND default.

* OR Operator - search results contain one or both terms that existed in the search query. For
example, gs-f5-pe2l.lab.appviewx.net OR default.

« AND and OR - When a Boolean AND operator and an OR operator exist in the same search string,
the AND operator is executed first by default. For example, gs-f5-pe21l.lab.appviewx.net AND gs-f5-
pe5l.lab.appviewx.net OR default.

If parentheses appear in a Boolean query, the query components within the parentheses are
executed first, followed by the query components outside the parentheses. For example, (gs-f5-
pe2l.lab.appviewx.net AND default) OR 3.4.5.6.
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For example, typing only the application name in the search bar is enough to find all the hierarchical
details related to it:

ADC W t ] C T
Panent object Child 1 Child 2

O W e st gt rraeddtraaiih comsvar ] O W et a1 FrwrdraPealbi fs Loy

Search Using Frequent Search Links

The App Search screen displays a list of frequent searches immediately below the search field. Click

any of the items in the Frequent searches list to search the AppViewX platform for that word, phrase, or
character set.

In the ADC search results screen, click the vertical ellipse button next to the search bar and select
Frequent Searches to view a list of frequent searches.

Object:device £

Object:ftestlive_auto_vipp/192.168.41.185:443/self Bookmarks 0
_deviceltestauto_pool/F5V13_StandAlone_Dashbo
ardF5V13__ StandAlone_Dashboard/F5

Search Using Predefined Search Keys

AppViewX provides a set of predefined keys specific to each ADC vendor to help the search operation.
The types of predefined keywords are:

* All keywords

» Vendor-specific keywords

« Logical operator with keywords
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The predefined search keywords can be used to create highly targeted search queries. To create a
search query, see create a search query.

« All Keywords
 Vendor-Specific Keywords
* Logical Operator with Keywords

* Create a Search Query

All Keywords

These keywords are generic to all ADC vendors and help searching objects irrespective of vendors.

Control center

Search keys Operators  AND OR
ADC All keywords AV keywords Akamai keywords F5 keywords
Server certificate Object DNS FQDN Menitor Property GTMMonitor LTMRule LTMPersistence
Device DataCenter GSLBService Rule GTMRule LTMPolicy GTMDataCenter
Client certificate DisplayName Orphan GSLBSite GTMTrafficRecord  LTMClass
Code signing certificate P VirtualService GTMTrafficRegion  LTMTrafficClass
Firewall Application Datascript VirtualAddress LTMRateClass
Partition IPGroup LTMVirtualServer  LTMProfile
WA Vendor Profile LTMServer LTMMonitor
Proxy
SSH
A

Frequent searches

device:akamai

Object:device
Object:/test/live_auto_vipp/192.168.41.185:443/self_device/testauto_pool/F5V13_StandAlone_Dashboard/F5V13__StandAlone_Dashboard/F5
server

Sample Search Keywords

Object: Search for objects using the name.

Device: Search for objects from a particular device managed in the ADC inventory.

Displayname: | Search for objects using the Displayname.

Displayname represents the naming format of your objects that needs to be followed

throughout the application. Refer <displayname section>
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IP: Search for objects using the IP address.
Eg: Objects like Virtual Servers, Pool members that belong to a particular IP can be
searched.

Application: | Search for objects associated with an Application name.
AppViewX tags all the hierarchical objects of an Application using the WidelP name as a
tag during every config fetch.

Partition: Search for objects from a device partition or tenant or context.

Vendor: Search for objects from a particular vendor (F5, AVI, Citrix, etc.,)

DNS: Search for objects using their DNS name.
AppViewX performs a scheduled (twice a day) reverse lookup for the objects that
contain an IP address in it and persists the DNS name of the objects.

Datacenter: | Search for objects from a particular Datacenter. Datacenter name information should
have been provided at the time of device addition.

Orphan: Search for objects that do not have Parent association. Objects like GTM/LTM pools that
are not associated with WidelP/Virtual Server will be considered as Orphans.

» Sample Search Keywords

Sample Search Keywords

Object: Search for objects using the name.
Device: Search for objects from a particular device managed in the ADC inventory.
Displayname: | Search for objects using the Displayname.
Displayname represents the naming format of your objects that needs to be followed
throughout the application. Refer <displayname section>
IP: Search for objects using the IP address.




92

TRAFFIC MANAGEMENT

Eg: Objects like Virtual Servers, Pool members that belong to a particular IP can be
searched.

Application: | Search for objects associated with an Application name.
AppViewX tags all the hierarchical objects of an Application using the WidelP name as a
tag during every config fetch.

Partition: Search for objects from a device partition or tenant or context.

Vendor: Search for objects from a particular vendor (F5, AVI, Citrix, etc.,)

DNS: Search for objects using their DNS name.
AppViewX performs a scheduled (twice a day) reverse lookup for the objects that
contain an IP address in it and persists the DNS name of the objects.

Datacenter. | Search for objects from a particular Datacenter. Datacenter name information should
have been provided at the time of device addition.

Orphan: Search for objects that do not have Parent association. Objects like GTM/LTM pools that
are not associated with WidelP/Virtual Server will be considered as Orphans.

Vendor-Specific Keywords

ADC vendor-specific keywords are available to search for objects from a particular ADC vendor. The

keywords are grouped as per the vendors managed in the inventory.

Operators AND OR

All keywords
Object

P
DisplayName
Device
DevicelP
DeviceFQDN
SelflP

4

AVI keywords Citrix keywords F5 keywords
Application GSLBService Server GSLBSite Monitor WidelP GTMRule LTMPoolMember
Partition FQDN Monitor C8VirtualServer DomainName GTMAlias GTMMonitor LTMServer
Vendor GSLBPoal profile VirtualServer GTMPool GTMTrafficRegion LTMRule
DNS GSLBPoclMember Datascript Server GTMPoolMember GTMTrafficRecord LTMPalicy
DataCenter GSLBSite IPGroup CSAction GTMServer VirtualAddress LTMClass
Orphan VirtualService Rule CSPolicy GTMVirtualServer LTMVirtualServer LTMTrafficClass
Pool CSPolicyLabel GTMDataCenter LTMPool LTMRateClass
»
~

Sample Search Queries

Vendor-Specific Keywords | Description




vendor:Citrix AND
CSVirtualServer:.*
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The list of all the CS Virtual Server applications from Citrix devices

managed in AppViewX.

vendor:Citrix AND
CSVirtualServer:Test.*

The list of all the CS Virtual Server applications from Citrix devices

containing Test in it.

vendor:AVI AND FQDN:.*

The list of all the applications with FQDN from all the AVI devices
managed into AppViewX.

vendor:AVI AND
FQDN:Test.*

The list of applications with FQDN containing “Test” in it, from all the AVI

devices managed into AppViewX.

» Sample Search Queries

Vendor-Specific Keywords

Description

vendor:Citrix AND
CSVirtualServer:.*

The list of all the CS Virtual Server applications from Citrix devices

managed in AppViewX.

vendor:Citrix AND
CSVirtualServer:Test.*

The list of all the CS Virtual Server applications from Citrix devices

containing Test in it.

vendor:AVI AND FQDN:.*

The list of all the applications with FQDN from all the AVI devices
managed into AppViewX.

vendor:AVI AND
FQDN:Test.*

The list of applications with FQDN containing “Test” in it, from all the AVI

devices managed into AppViewX.

The common keywords and Vendor specific keywords can be combined with any Logical operator.

Sample Keywords

Keywords

Description

virtual server:* AND device: F5_v11

The list of virtual servers available in the F5_v11 device.

AND 1P:192.168.96.101

device: F5_v11 AND virtual server:*

The list of virtual servers in the F5_v11 device that uses the IP
address 192.168.96.101 is identified.
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» Sample Keywords

Sample Keywords

Keywords Description

virtual server:* AND device: F5_v11 The list of virtual servers available in the F5_v11 device.

device: F5_v11 AND virtual server:* The list of virtual servers in the F5_v11 device that uses the IP
AND IP:192.168.96.101 address 192.168.96.101 is identified.

Create a Search Query

To create a search query,

1. On the Search screen, click the II' (Expand) tab at the bottom of the search field.

2. The field expands to display a list of search keys available for the ADC.

3. For each metadata type, you add to the search query, enter a value or partial value to search for. If you
enter no text after the search key, the search engine automatically searches for "all values."

4. (Optional) Click the AND and OR operators at the top of the Search keys field to create Boolean
searches.

5. When you are finished creating the search query, click inside the search field, then click Enter on your

keyboard to run the search.

Search Using Regular Expression (Regex)
You can enter regex (such as * or .*) or the object/certificate name followed by the regex (.*) in the search

field and click Enter on your keyboard. The search results will be displayed as follows:

- .* - All the device objects/certificates along with their hierarchy are displayed in their respective tabs.
« (searchstring).*- This RegEx results in the objects, whose name starts with the search string..

 The search results that are matched with the text entered will be highlighted.

Examples
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« For the RegEx gs-f5-pe.*, the search results that are matched with the text entered will be highlighted:

B B S = 1 - 2% ol 10427

Lalten

Pasera objeci Childd 1 Child ¥
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« |f all the subdomains of a DNS are needed to be searched, then .*DNSName shows all the subdomain:
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Create a Bookmark

If any search strings or search queries are repeatedly used, it can be bookmarked for future access.

To create a bookmark for the ADC frequent search items,

1. Click the = Menu > ADC+ > TRAFFIC MANAGEMENT > App Search.
The Control Center search screen appears.
2. Run a search.

3. On the search results screen, click the |E| button next to the search bar.
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. Click the E button to create a bookmark folder.

Bookmark(s) created successfully.

TRAFFIC MANAGEMENT

. Click the ﬁ button on the search bar. A pop-up message will be displayed at the top of the screen,

. On the Bookmark Added pop-up screen, enter a name for the bookmark to help the users identify it.

o=-f5-pe

Bookmark Added

Name: (gs-f5-pe2l.lab.appviewx.net AND default) OR 3

Folder: MySearch

*

. Select the folder to which you want to add this bookmark from the dropdown list and click Done.

Note: If you want to delete the bookmark, click the Remove button. A pop-up message will be

displayed at the top of the screen, Bookmark(s) deleted successfully.

Queries that are frequently used are added to the frequent searches by default and the top 10 queries

can be accessed in a single click as below:
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* i
device:F5V14 $
Wi
device:F5V11_Standalone Bookmarks &
- < Default
= "gs-15-pe2l.lab. appviewx.net" { MySearch
pool-2
O

gs-fo-pel5.appviewx.com

(gs-15-pe2l.lab.appviews.net AND default) OR
3458

Device:F5V14
device:F5V15_HA

(gs-15-pe2l.lab.appviewx.net AND defaullt) OR
3456

View Basic Details of ADC Search Results

In the App Search module, the Control Center is designed to display the ADC search results in both the
Application and Infrastructure View. Although each view displays the search results in a different manner,
the same search query is used. In order to view the search results, ensure that you have been assigned
to a role that has access to Application View and/or Infrastructure View along with the set of actions you
want to perform on the objects.

* Application View

* Infrastructure View

Application View

This is the default search result landing page. The parent objects are listed in the left-most column and
related first-level children and second-level children appearing in subsequent columns.
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ADC

Parerrt object Chid 1 Chidl 2

To view the basic details of search results within the Control Center,

1. Run a search.
By default, search results are displayed in the Application view.

2. Each object has a series of symbols that appear before its name. You can hover over the icon to
identify the State/Status of the objects.

« Circles (State)
- @ A solid black circle indicates that the object is disabled
« O A hollow circle indicates that it is enabled
« @ A solid grey circle indicates that the object is parent disabled

» Squares (Status)
« B A green square indicates that the object is available and enabled
« B A blue square indicates that the object is unknown and disabled
- B A red square indicates that the object is offline and enabled

« " An orange square indicates that the object is offline but might become available again and
enabled.

+ Get additional information about the object on hovering. An actionable tooltip will be available that
represents the object’s details, last refresh time, etc.

« In the search results field, hover your cursor over the result whose basic details you want to view.
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« A popup box appears, listing the details for the object.

Al Server certilicate Client certificate Code signing cerilicate Firewall WAk
= -
Parent object Child 1
om Lirvawvidesp comWbigip_40. 150 appview: comFS hd =y | LivePoolibigip_40 150 appviews o (2]
(2 Poals, 3 Pool Memb- <L
Livewideip comibigp_40 150 appviews: co
-
O W semHighestPrionty com @ miF5 e coam. . (13
(2 Pools, 4 Pool Men
| Applications Livewideip com
@ B cdusbe combigip_40.15 Object Type Widea 1P PR T, (2]
(1 Pools, 2 Pool Merli. Partition (e
CO M checki2. comibigip_40. 1| Davice bigir_48 150 aprvisws. com I camiFS (0
(8 Pools, 4 Pool Man  Vendar F5 o
| Device IP: 192.166.40.150

O feutest comibigio._40.19 Gl - comrs o
{1 Pools, 1 Pool Men

» The DNS name of an object (applicable only for F5 device objects) will be displayed in the pop-up
box only if DNS is configured during AppViewX installation.

Infrastructure View

Only the ADC objects corresponding to your search criteria are displayed and not its hierarchy (such

o
8=
as a parent, child 1, and child 2). By clicking the Le— (Infrastructure view) button to switch from the
Application view.
B & O H 1 o35l 19,141 3
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* View the Object Details
» Filter the Objects

View the Object Details

1. The object details are represented in the form of a tabular with additional information as follows:

State State of the objects. Yes

Status Status of the objects. Yes

Object name |Based on the display name configured. Yes
(mandatory)

IP address The IP address of the objects. Yes

Port Port of the IP address. Yes

Object type | Type of object. Yes

Config data | Configuration of the objects is displayed in a Pop upon clicking the link. | Yes

Device name | The device name of the object. On clicking, the user is redirected to the | Yes
device addition page.

Vendor Vendor of the object. Yes
Device IP or FQDN of the device. The user is redirected to the device login on | No
IP/FQDN clicking.

Connection | Display the live connection count of the objects if applicable. No
count

Partition Partition/tenant/context of the objects if applicable No
DNS name DNS resolution of the objects if applicable. No

2. In the search results field, hover your cursor over the result whose basic details you want to view.
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Filter the Objects

To filter the objects in the Infrastructure view,

1. Run a search.

2. Click the filter icon located at the first cell of the table.
3. The filter options are enabled in the header of the table.
4. Select and/or enter the criteria to filter the objects.

The objects that match the filter criteria are displayed.

o ™
Note:
- To remove the filter option, click again the filter icon.
» To reset the filter criteria that have been applied, select and/or remove the text that has
been applied for filtering the objects.
N /

View Additional Details of Search Results

There are two ways to view additional details about search results and the method varies depending on
the type of object you are viewing:

» Topology View: Clicking the object takes you to topological screens that provide much more
information about the corresponding object than is displayed on the search results screen.

» ADC Topology Actions: ADC primary and secondary object search results can be right-clicked to
view the list of actions available for them.
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* Topology View

Topology View

When you click a search result for a primary ADC object either from the Application or Infrastructure
view, a topology view opens, providing a detailed, hierarchical map of the structure of the ADC. The
following are the sample ADC topologies within the Control Center.

For example, read the topology view: GTM > LTM > Pool > Pool mem...
» Virtual Server (VIP)/SLB Topology

» Wide IP/GSLB Topology

» Server Load Balancing (SLB) Virtual Server Topology

« Virtual Server (VIP) under Wide IP Topology

» Virtual Server IP (VIP) under VIP Topology

Virtual Server (VIP)/SLB Topology

TRE VAL TS
DN, FLTE R 9 VAT 16T -y FO
O I VigPofar Wi BE FER.S1 1 16FS FL
Likdorky | rzuncirmtee ¥ Servicalen | Setci JanviceDoen W
([ 1 ERELFRERISEER T oe S SR TR S W8 29004 pRscior 1IDMAMOTIL G 1 F D L E 1 FRERFRTE BV S v SR T F IR LR 1
L [ 1 FEFETY T WSt P P 5 151 18 tn &0 T 1 FEFRFY 1haG apPaattr 1MW TR IRR4S 11 inde - 1 FEF 14 bl B plasfer_ bR ia2 1eE 8t 11 i= e
Ll L EREATRES il e S R B8 B 2014 s I BRI 1 0 D B I 212 14 e pPosTor MV IELAE T 1 = S
B W 2 BTl for_ 1ML TELAT Y. T o D B W 212141830 pRooior 1MAWTEILIEAIL. 1 . # O S L P ST ST TR 1 = F e
B @ B 213 i 20rWasFral For_1 FTRO. hEdLEY b & n g B @il 21114 M B0apSccitor DM I AGRAN 1 1 4 om o B @& 2 14 2 E0sEpPosFor FIVUATAD TEELEN 11 1w e
W 112 LRl o |V GRS 1 AT W 201 ARl IV IR 1 D W 21 S pPosiFor POVUMTOZ IEAAE 11 1w
L 4 BRFRRRE 0 U e AR R S Wy W LA ipResF VGANALIEEAITE. | o D B 120 SRl VWU REVERS 1. 1w D
g8 11 e eRiR INGATTET IR . | o FD B W 10014 Tt DAL ITE. 1m0 | B LR T R TR TIR. 1
B g B 212 e Yifonifor 1MTTILISLA M. | 1 @D B0 B 2114 1 Tt IBUWTILIMATITE. 1 n @O

Wide IP/GSLB Topology
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192.168.137.110

LBMode: global-availability

192.168.137.110

= ® B ss8AParentcom/azaal! 92.168.1...

:n 33 | Order: 0 | Bits: Packets:
CurrentConnections: TTL: 30  Preferred:
round-robin = Alternarte: round-robin

Fall Back: return-to-dns

192.168.137.110

& O W SET1_SDET_DB_F5V12_GTM_CP C...

:n 30 Order: 0

&= O W SET1_SDET_DB_F5V12_CP_GTM_...

Server Load Balancing (SLB) Virtual Server Topology

Citrin_W11.42
O 5B VS VT _UIDP_ MO R ddressablalZIE 232 333 10k 1 1 _BQClris
MeInG | Lsm Comres ¥ Parugieriie. | SCihil T

O S8 50 51T _UDP ROkAdd eistie Ui 11 S0

B0 WS Server V1 |_UDE_KONAL w

Virtual Server (VIP) under Wide IP Topology
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192.168.41.233

£ O W pool-2/a/192.168.41.233/dc1/FS

:n Order: Bits: Packets:
CurrentConnections: TTL: 30 Preferred:
round-robin  Alternate: round-robin

Fall Back: return-to-dns

192.168.41.233

= O W /Common/avi_vsi1.2.1.2:80fgs-f5-. ..

ml  Order: 0 Bits: Packets:

CurrentConnections:

182.168.41.233
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SO avi_vs/1.2.1.2:30/192.168.41. 233/dc L5

tcp M0

£ O W test_pooki192.168.41 233/dcLIFS

&= O 1.1.1.1:60/1.1 1. 1:80/est_pool/192. 168 41 233/dc1/Fs

Virtual Server IP (VIP) under VIP Topology
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de_test-123*com all| test'com

B OWvip1/3.4.556:800dc_test-123%com all | testicom/Abseco

top O
B O B pl/de_test-123*com all | testicom/Absecon test | 123#123 iy
LbMode  rownd-robin v ServiceDown | none L]
B O B imnode:B0/2001:db B854 382 2e:0:0,80/p 1 Adc_test-1 234 0

dec test-123%com all| testicom

B OB vipl/2001:db8:85a3:0:0:8a2e:0:0cB0Vdc_test-123*com

top O
E O B AutoTest_CommonPartition_Pool_01 /de_test-123%com a 0
LbMode | rownd-robin v ServiceDown | none v
E & B AutcTest_CommonPartition_Server_00:80/131.31.14.1480. 1 iF

Filter ADC Search Results
To filter ADC search results within the Control Center,

1. Run a search.

2. On the search results screen, click the Active drop-down option.

Control center > Search results: device:akamai

B fo © 1-190f19

i Active =
v
ADC Server certificate

WAF Proxy SSH

Al

Client certificate

Code signing certificate Firewall

Active
Stand by
Parent object Child 1 Child 2
® W createprop avdab net akadns netlakamailAka O W NY/createprop avdab net akadns n (1) @ W 10,1010 1/NY/createprop avxlabnet akadns net/akamai/Akamai
(1 Data Centers, 1 Servers)
® W data appviewxtest akadns nelakamai/Akamai V¥ | OB Chennaildata.appviewxtest akadn... (1) ® W 898777/ T
(2 Data Centers, 2 Servers)

3. Select one of the three filter options in the dropdown list that appears:
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« All - View all search results, regardless of status.
« Active - View search results for objects with a status of Active.

« Stand by - View search results for objects with a status of Standby.

4. The screen then refreshes and filters the results on both the Application view and Infrastructure view

based on the filter you selected.

Export Search Results

When you search for the objects in the Control Center, the objects that match the search keyword are

displayed in the Application view. The resulting objects can be exported. You can export the selected

objects or all the resulting objects.

To export objects search results within the Control Center,

106

. Click the

. If you want to export the search results displayed on the infrastructure view,

1. Run a search.

By default, the search results are displayed in the (Application view) page.

. Click the checkboxes beside the object name to select the object details that you want to export from

the grid or select all of the ADC objects by clicking the od (Select all) button in the Command bar.

. All of the search results on the screen display with a blue background to indicate that they have been

selected.

(Export) button in the Command bar.

The .csv file is downloaded to your computer.

C

(Infrastructure

view) button to switch from the Application view search result page and do the following:

+ Select the checkboxes beside the first column of the grid to select the object details that you want to
export from the grid. You can select all of the objects from the search results screen by selecting the

first checkbox in the grid.

* Click the

» On the Export screen that pops up, select either the All columns or the Displayed columns radio

(Export) button in the Command bar.

button based on what you want to export from the grid.

The .csv file is downloaded to your computer.
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Access the Actions Menu for Objects on the ADC Search Results and
Topology Screens

To access the actions menus for objects that appear on the ADC search results and Topology screens,

1. Click the = Menu > ADC+ > TRAFFIC MANAGEMENT > App Search.
The Control Center search screen appears.

2. Search for the ADC object whose actions menu you want to access.

3. In the search results field, you can do the following:

» Application View - Right-click the object or one of its first or second-level children to view the list of
actions you can perform.

v
* You can multi-select or select all of the objects from the grid either by clicking the (Select)

button beside the object or the E’ (Select all) button in the Command bar.

« Infrastructure View - Select the checkboxes beside the first column of the grid and then, click

Actions to view the list of actions you can perform.
* You can select all of the objects from the inventory by selecting the first checkbox in the grid.

* Click the object's name in the search results field either from the Application view or Infrastructure
view. The topology screen corresponding to the object you selected appears, right-click any of the
components in the topology to view the list of actions you can perform.

« The actions that appear in the list vary depending on the type of object you right-click as well as
whether it is a parent or child, but the most common actions are listed below. To initiate any of the
actions, scroll down in the list and click the corresponding action button.

Enable Enable an object.
Disable Disable an object and terminate all active connections.
Graceful Disable an object only when all the currently active client connections are closed by

disable (AVI | either the server or the client.

devices only)
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Backup &
Restore

» Backup device - Create a backup of the device associated with the object. For

more details refer to the Create a Device Backup Group section of this guide.

» Restore object - Restore object configuration to a previous state. For more
details refer to the Restore an Object section of this guide.

« Compare - To compare the objects with their associated devices. For more
details, refer to the Compare ADC Objects section of this guide.

View

* View graph - View the timeline statistics of an object. For more details, refer to

the View Timeline Statistics for an Object section of this guide.

» View config - View the current configuration of all levels of the device object. For
more details, refer to the View Configuration details section of this guide.

» View log/history - View the log history of the object.

» View alerts - View any alerts related to the object.

Compare
config

Compare current and/or archived configurations of similar objects or the same

object over time.

Clear

persistence
records (F5
devices only)

Clear the persistence records for VIP and pools.

View
persistence
records (F5

devices only)

View the persistence records for VIP and pools.

Advanced

» Enable/Disable persistence (F5 devices only) - Turn on or off the tracking and
storing of session data, which is used to ensure that client requests are directed
to the same pool member throughout the life of a session or during subsequent

sessions.

» Enable/Disable all (F5 devices only) - Turn on or off the object available across

all the pools.

» Forcedown all (F5 devices only) - Force shutdown of the object available across

all the pools.
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View source
connections

(F5 devices
only)

View the source connection IPs for VIP and pools.

Forcedown
(F5 devices
only)

Force shutdown of the object.

FD clear
active
connections

(F5 devices
only)

Clear active connections to the object.

Openina
new window

To display the topology view of the selected object in a new window.

Additional
Actions on
the Topology
View

 Ratio - To modify the ratio of the pool member.

» Address Resolution Protocol (ARP) - To enable/disable the ARP for the virtual
address.

» Load Balancing (LB) mode - To modify the load balancing method for the pools
and service groups.

» Service down - To control the connection management behavior of the pool.
The following are the service-down settings that you can perform on the pool:
Reselect, Reject, Drop, and None.

* Weight - To modify the real server weight.

Compare ADC Objects

Comparisons are only possible for F5 ADC objects. Comparisons are also possible for multiple objects.
You can select up to 5 devices to compare with the original device you selected.

To compare ADC devices from the Control Center results within the App Search,

1. Click the = Menu > ADC+ > TRAFFIC MANAGEMENT > App Search.
The Control Center search screen appears.
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2. Run a search.

By default, the search results are displayed in the (Application view) page.

v
3. Click the (Select) button beside each object in the list that you want to use in the comparison.
4. Right-click the selected objects and click Compare config from the dropdown list that appears.

5. If you want to compare configurations for the search results displayed on the infrastructure view, click

B

the L= (Infrastructure view) button to switch from the Application view search result page.

6. Select the checkboxes beside the first column of each object you want to use in the comparison and
then, navigate to Actions > Compare Config.

7. The screen refreshes and displays the archived configurations side-by-side:

Susks yaterma ¥ Comparison Details
ADC
Archive name Lane=s config im Appiewid w #rchive name Lacest condlg in Appifiew w
Device name deiutifigtmi a payoda net Device name 182 162.40:33
[T T 192 168.41.117 Qlijeet fame FoV1 BGTMARAAGWC hildCommaonPa
1+ widelp | 1+ pin wideip ssee /Common ¥ 5 3G TR | dCommaniart
z e itlomes. oo [
dHaatied i Last-resart-poal ssse (Comman/FV13_GTH_AARA rpha
poal_ibmade 1T n_Poal_tommanbertition oz
partizion seraiibasce bl
& ]

pagl-b-mode glabel-weadlsbility
}

']
5

Filter the Information Displayed in an ADC Topology

To filter the information displayed in an ADC topology,

1. Open the ADC topology that you want to filter.

2. In the Command bar, click the (Filter) button.

3. In the dropdown list that appears, deselect the type of information you want to filter out of the topology.
Note that the abbreviation LB in the "LB configuration" filter refers to load balancing.
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v ool | el | s [
« Status
Filter
v Details Hetails

» Statistics

+ LB configuration

4. The topology updates and no longer displays the information you filtered out.

Note: To turn off filters, repeat the steps above, but select, rather than deselect, the type of

information you want to view.

View Configuration Details
To view the configuration details of the ADC device objects,
1. Click the = Menu > ADC+ > TRAFFIC MANAGEMENT > App Search.

The Control Center search screen appears.
2. Run a search.

By default, the search results are displayed in the (Application view) page.

3. Right-click the device name and select View > View config from the dropdown list that appears.
4. If you want to view the statistics for the search results displayed on the infrastructure view, click the

-

L=

(Infrastructure view) button to switch from the Application view search result page.

5. Select the checkboxes beside the first column of each object details and then, navigate to Actions >
View > View config. A popup screen appears, displaying the object's configuration as shown in the

image below:
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View Timeline Statistics for an Object

To view a customizable graph that displays timeline statistics for an F5, Citrix or A10 object visible

through the App Search module,

1. Click the = Menu > ADC+ > TRAFFIC MANAGEMENT > App Search.
The Control Center search screen appears.

2. Run a search.

3. By default, the search results are displayed in the (Application view) page. Right-click the

device name and select View > View graph from the dropdown list that appears.

4. If you want to view the statistics for the search results displayed on the infrastructure view, click the

-

C

(Infrastructure view) button to switch from the Application view search result page.

5. Select the checkboxes beside the first column of each object details and then, navigate to Actions >

View > View graph. A statistics chart appears, displaying the following two fields at the top:

- Statistics - The entries in this list vary depending on the device you selected. As you select different

entries, the graph below updates to display the statistics related to the item you chose.

« Interval - The following time intervals can be selected: Day, Week, Month, or 3 Months. As you

select different intervals, the graph below updates to display the statistics for the corresponding time

frame.
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Chapter 3: ASSET MANAGEMENT

» Asset Management Overview
* Device Inventory

» Onboard Device

» Device Group

Asset Management Overview

AppViewX’'s ADC solution provides a single-pane-of-glass view of complex ADC infrastructure, supporting
physical and virtual devices from the industry’s leading ADC providers. It provides application-centric,
customizable reports to help monitor application utilization and enable efficient capacity planning on the
ADC:s. It gives application and operation teams a topology view of the application delivery infrastructure
for better visibility of their application. AppViewX can also project better insights into application health,
state, status, utilization, and performance of applications from the managed network assets.

The ADC devices are managed/monitored under the following tabs within the Inventory:

» Device
» Groups

» Back-up & Restore

Supported ADC Vendors and Prerequisites
For supported ADC Vendors and prerequisites click here.

» Supported ADC Vendors and Prerequisites

Supported ADC Vendors and Prerequisites

For supported ADC Vendors and prerequisites click here.

Device Inventory
* Device Inventory Overview
 Import Devices

» Search for ADC Devices

» Deleting ADC Device(s)


https://dzf8vqv24eqhg.cloudfront.net/userfiles/20238/28634/ckfinder/files/imported-docs/appviewx_2021_0_0_prerequisites_for_managing_adc.pdf
https://dzf8vqv24eqhg.cloudfront.net/userfiles/20238/28634/ckfinder/files/imported-docs/appviewx_2021_0_0_prerequisites_for_managing_adc.pdf
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» Manage and Unmanage Devices

» Export Device Details

» Manually Fetch the Configuration for a Device
* Generate and Download an iHealth Report

» Customizing Columns

» Configuration Sync between AppViewX and Device

Device Inventory Overview

Device inventory provides a birds-eye view of all the ADC devices onboarded into AppViewX. It is the
single console where all the information about ADC devices such as number of objects, current status,
Group Name, and version number will be displayed.

= oppviewX Tue Aux 2% 2020 16:8108 GMT+0530(IST) | T O
+ £ s O H "1
ADE I '
Hama FQDN 1P asdress Vendar Sk Report
] JE.
L] C car
] :'E-:-_ o

The ADC devices can be onboarded and managed from the Device Inventory. The complete details of
the devices are available in the device Inventory for easy access and monitoring. Device Inventory gives
you detailed information like name, IP, port, number of devices, current state and status, version, ADC
provider, modules, and sync group name of the device.

Once the ADC device details are onboarded, devices must successfully go through the following setup
process to be Managed into AppViewX,

 AppViewX tries to establish a connection with the device with the provided username and password.
The communication protocol varies based on the ADC device providers.

« If the connection gets established, the required access is validated. For example, If any F5 ADC device

gets added, Terminal access verification happens from AppViewX.

 The requested module is validated in the ADC Device. For example, if an ADC device is added as
GSLB, then the appropriate provision is validated.

« The version of ADC device is fetched and validated for the supported version.
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» The configuration is fetched from the device through REST or any other supported protocol by the ADC

device provider. The configurations are made available in AppViewX.
« If the certificate discovery is enabled, then appropriate certificates from the ADC device are discovered.

« If secondary device detection is enabled, then failover/standby device information is fetched.

The progress of these steps can be viewed in the inventory by clicking the status column of the device. By

clicking the (+) button, detailed information will be available for each step.

+ Device Status Log: 192.168.112.78(192.168.112.78)

<+ Device communication ( 08/25/2020 11:53:27 AM ) Success

<+ Device terminal access verification ( 08/25/2020 11:53:33 AM ) Success

~+ Device provisioned modules check ( 08/25/2020 11:53:49 AM ) Success

-+ Comparing the changes in configuration file for LTM ( 08/25/2020 11:54:10 AM ) Success

+ Comparing the changes in configuration file for BIG-IP DNS ( 08/25/2020 11:54:31 AM ) Success
+ Download BIG-IP DNS configuration file from device ( 08/25/2020 11:54:33 AM ) Success

—+ Parsing downloaded BIG-IP DNS configuration file(s) { 08/25/2020 11:54:35 AM ) Success

-+ Download LTM configuration file from device ( 08/25/2020 11:54:59 AM ) Success

=+ Parsing downloaded LTM configuration file(s) { 08/25/2020 11:55:32 AM ) Success

=+ Certificate discovery from device ( 08/25/2020 11:56:13 AM ) Success

» Device State

» Device Status

Device State

High Availability of the applications can be ensured by configuring ADC devices in Active-Standby mode.
This type of configuration will be planned for disaster recovery. In some cases, the devices in the group
will be in active-active mode for handling the traffic efficiently. In AppViewX, the current mode of the
device is called state and it will be displayed along with the device name in the inventory page. The

device will be in any one of the following states,
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Active | Green The device is currently processing the traffic of the application in the Active-
Circle Standby setup.

AT Surwor WA (=1, Firmwenll Sweitch R outer Praxy Clhousd HIM Dthers

100101032 .41

. Nastea - Sync groupichusbern FHOM F 1P adeiress Wt
& 10100102 47 1010102 485 10301047 .l'\VI

StandBy [ Orange The device will be ideal and ready to take over whenever the failover occurs in
Circle the Setup.

e s SRy g - P e mearE e
. r_am TRTRT I

- win 1 1 - L~ sl
Offline | Grey The device is taken down for maintenance and in this state, the traffic will not be
Circle passed through the device.
ADE Garver WiAF [+] L Farawaal] Switch Router Praxy Cioud HSM Oihers
192, 168 55242
. MA@ Y Gyne gRouplehiEbEr FQON | 1P adldress Viander
192.168.55. 242 A 192.168.55.242 |'E'| F5

Toknow the current state, mouse over the color icon available before the device name.
This state will get updated in a particular time interval during configuration fetch from the device.

For F5 and Citrix, if Syslog is enabled, it will get a near real-time update whenever there is a flip in the
device.

Device Status

On adding the ADC device into AppViewX, the status defines the current stage of device configuration
parsing in AppViewX. This data will be available as a separate column in the device inventory page. The
device will be in any of the following statuses in the inventory and the detailed progress can be viewed by

clicking the status image,
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Queued

~ Queued

The device details are added in AppViewX and waiting for configuration fetch to
start from the ADC device.

Inprogress

 Inprogress

It states that the communication to the device is successful and configuration

fetch from the device is yet to be completed.

Managed

© Managed

All the configurations from the added device are pulled, parsed, and available
in AppViewX. This stage states that the device is successfully onboarded into
AppViewX.

Unresolved

@ Unresolved

AppViewX could not connect to the device due to communication or credentials

issues.

Failed

9 Failed

AppViewX established a connection with the device but the device configuration
parsing was failed due to some exceptions. The detailed reason for failure can
be known by clicking the Failed icon itself.

Unmanaged

@ UnManaged

If any maintenance activity needs to perform on a device, then the device can

be moved to this stage in AppViewX by clicking the ( o ) button on the top
right corner of the inventory page. In this stage, AppViewX will not trigger any
communication to the device. Whenever required, the device can be managed

again by clicking ().

Import Devices

Device import provides a hassle-free experience in onboarding multiple ADC devices into AppViewX in

one single step. For onboarding multiple devices, the details should be filled in the excel sheet in the

predefined format and can be uploaded to AppViewX and from there AppViewX will dynamically onboard

all the devices available in the sheet.

To import devices using a .csv file,

1.Goto = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
By default, the ADC tab opens.
2. Click the Import button in the Command bar.

3. On the Import screen that appears, navigate to the location of the import file, then select it.
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4. Click | Import to add the devices and their details to the Inventory.

Note: When the file is uploaded with improper structure or incorrect data, the import process

will terminate with the errors highlighted.

Search for ADC Devices

Devices that are added to AppViewX can be found in the inventory by searching it by name in the search
bar.

To search for objects,

1.Goto = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
By default, the ADC tab opens.

2. Enter the search keyword in the Search field.
The devices that match the search keyword are displayed.

3. The search term can be any of the device details like name, IP, provider, version, status of the device,
sync group name, etc.

4. You can also search based on sync group or custom group name to see the devices available in a

particular group.

Deleting ADC Device(s)

To delete ADC device(s),

1.Goto = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
By default, the ADC tab opens.
2. Select the desired ADC device(s) to delete.

3. Click the @ Delete button in the Command bar.
The Delete confirmation modal appears.
4. Click Yes to delete the selected ADC device(s).

Note: To discard the deletion, click No. Note: The device details and configurations will be
permanently deleted from AppViewX. Note: If the deleted device is onboarded again, it will be
considered as onboarding a new device.
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Manage and Unmanage Devices
To manage or unmanage devices,
1.Goto = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.

By default, the ADC tab opens.

2. If the device you want to manage or unmanage is not listed on the screen, run a search to locate it.

Note: If you try to manage a device that is already in managed state or unmanage a device
that is already in unmanaged state, an error message appears at the top of the screen.

3. Click the checkbox beside the device name.
4. To start managing the device, click the | " Manage button in the Command bar at the top of the

screen. To stop managing a device, click the e Unmanage button.

Export Device Details

The device details, which are available in the Device Inventory page can be exported into an Excel file.

To export the details of one or more devices,

1.Goto = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
By default, the ADC tab opens.
2. If the device you want to export is not listed on the screen, run a search to locate it.
3. Click the checkbox beside the device name. If you are exporting details of multiple devices of the same

kind, select the checkboxes for each one.

4, Click the

5. On the Export pop-up screen that appears, select the type of information you want to export:

Export button in the Command bar at the upper right of the screen.
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Export x

Options

@ Al Columns
() Displayed columns
() Columns to modify data and import

o o

+ All Columns - Select this option if you want to export all information about the device.

« Displayed columns - Select this option if you want to export only the information that is visible on
the Device screen. This is useful if you need to compare values or settings for different devices and

do not have any need to see the less important data.

« Columns to modify data and import - Select this option if you are exporting device details to make

modifications and then re-import the data into the Device Inventory.

6. On the screen that opens, select the location where you want the device detalils file to go, then click

Save.
7. The details are then downloaded as an Excel (xis) file.

Manually Fetch the Configuration for a Device

If the latest configuration in the device needs to be pulled into AppViewX, those devices can be selected
and fetch config can be triggered. AppViewX will communicate with the device and pull the latest

configuration available in the device and persist in AppViewX.

To manually get the configuration for a device,

1.Goto = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
By default, the ADC tab opens.
2. If the device is not listed on the screen, run a search to locate it.
3. Click the checkbox beside the device name. If you want to fetch configurations for multiple devices of

the same type, select their checkboxes, too.

4. Click the Fetch Config button in the Command bar.
5. A notification appears at the top of the screen stating, "Fetch config has been triggered for the

device(s).".
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Generate and Download an iHealth Report

BIG -IP iHealth is a diagnostic tool developed by F5 to manage local traffic manager (LTM) and global
traffic manager (GTM) devices. The iHealth report provides tailored diagnostic information that gives
you valuable, actionable insight into the efficiency of the hardware and software running in your BIG-IP
system.

« iHealth reports can be generated at the time you want to view or schedule it in advance through the
Workflow.

 To generate an iHealth report, ensure that the proxy is configured in the Settings module. For detailed
information, refer to the Proxy Settings section of Platform User guide.

To generate and download an iHealth report,

1.Goto = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory
By default, the ADC tab opens.

2. Select the checkbox beside the ADC device for which you want to generate an iHealth report.

3. Click the Generate iHealth Report button in the Command bar.

[ Note: You might need to scroll to the right to see the Report column. j

4. On the iHealth Report Generate screen that pops up, enter the case number for the report, then click
Generate.

5. When the report is generated, it appears as a link in the Report column on the Device: ADC screen.

6. Click the IHEALTH_REPORT link.

+ P 1 B 4 o loml
ADC DWS Iewa Sl Router Proxy I

Nama Sync groupiclaster  FODM ! IP address Post Wendor Raport
. Hil_PaiR ; (B Fs

22 C ciris
. 22 am AT
. i { 22 (FrFs
» | 22 (B Fs

Crlicald, High:58, Mediom
. H&_PAIR 22 (B F5
¥
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7. The iHealth report screen that pops up lists all of the current issues with the device, classified by their
severity: critical, high, medium, or low.

8. Click any of the + (Expand) icons beside a severity level to view the issues within the corresponding

category.

Deowniaad Ciovie Expart 2= POF
4+ CRITICAL ISSUES (1
+ HIGH ISSUES (58]
-+ MEDIUM ISSUES {BE)

= LOW ISSES [145)
4+ NTPF wuinerabilities CVE- 20158138 and CVE-FM5-8140

+  NTP wainerability CVE-2015-3138

=+ ghic vulnerability CVE-AFS-BTTT

4+ NTP wainerability CVE-2018-1547

+  GouPG vulnenability CVE-#012-6085

=+ OpenSSL vainerability CWVE-2015-3195

4 ghibc vilnerability CVE-2ME.3075

+ cURL and Ehcurl vilnarability CWE-2015-J143

<+ cURL and Wbcurl vislnerability CVE-2015-3144

9. Within each severity level, click the name of a specific issue to view complete details, a recommended

solution, and additional information about it.

4 192 168 41 108 ®

Diowrnioad Oione Export 2= POF
+ CRITICAL ISSUES {0}
=+ HBGH ISSUES (53)
4+ MEDIUM 1SSUES (88
= LOW ISSUES {149}
— TP vulnerabilities CVE-2015-8139 and CVE-20M5-8140
Recommended upgrade version Saluson links Hewristic 1d Relatsd Changes
1300 Fips SUBDO IS COMICE R ArnceRI0I2531 HO329E31 5TSEZE
ErETh2
575704

Deacriplion

CAE-2015-8130An atlackar may axpiof this vuneratility using spacially crafted NTP packets f imparsonata a5 4 kgtimate NTF paer CVE-2015-8140An
attacker may b2 abla W imercapt and replay sumentcatod raconfiguralion commands 1o re-pstablish an ascociaton to & malicious NTP oerver

Recommandsd Solution
Fo addilienal information, refer bo W linked artick
Addivional fommation

10. (Optional) Download the entire iHealth report as a Qkview file by clicking the Download Qkview link
or as a PDF file by clicking the Export as PDF link, both of which appear in the top right corner of the

screen.
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The columns in the Device Inventory page are highly customizable as per the user's convenience. Any

column can be hidden, added, or alter the order of the columns.

To customize columns,

1.Goto = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.

By default, the ADC tab opens.

2. Click the 66 Columns button in the Command bar.

The Columns pop-up opens.

Columns

» Device name
Sync groupicluster
1P addressFO0ON
WVendor
Maodules
Dibjesct count
Wersion
Stakus
Port
Data center
Report

Last managed time

Dt Qroups

Credential type

Last config updabid tirma

Selecied colmns: [T Select all Oy Reset to previous column selection
ADCESS ype
SyTeC siafus
Sarial ramiber
Rigistration kiy
Expiralian
Service check

Discovery Sowrce

3. In the Columns pop-up, you can modify the columns by doing any of the following or in the

combination:

a. Select or deselect the desired columns to be displayed in the ADC tab.

b. Alter the order of the column by dragging the column name to the desired order.

c. Select all the available columns by clicking the Select all checkbox.

d. Reset to the previous column selection by clicking the "Reset to previous column selection".
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4. Click the Save button.

[ Note: To discard the changes, click the Cancel button. j

Configuration Sync between AppViewX and Device

The device configuration will be fetched into AppViewX periodically. By default, this process happens
automatically at 12:00 AM everyday. The time and days can be configured as per the custom demand.
For more detail, see Settings.

Onboard Device
» Discover/Onboard an ADC Device

» Vendor Specific DiscoverOnboard ADC Device

Discover/Onboard an ADC Device

Onboard the supported ADC vendor devices (Hardware, Cloud, and Software) into the AppViewX
inventory using the IP Address/FQDN. AppViewX will initiate the communication using the provided
credentials and Discover the Applications/Objects along with their configuration that are hosted on the
devices. The Discovered Applications can be accessed within the product.

After navigating to = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory, you can also add
devices under the DNS, WAF, or Others tab. Under the following tabs, you can

» DNS - add a device to integrate it with the DNS and this integration can be used in the ADC automation
workflow.

« Others - add Bluecat, infoblox, etc., devices and use them in ADC automation workflow.

* WAF - add a device to identify the vulnerability using ADC automation workflow.

For vendor-specific device addition, refer to Discover/Onboard ADC Device for Vendor.

To onboard a device into Device Inventory,

1.Goto = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
By default, the ADC tab opens.

2. In the ADC tab, click add | * | button located upper right corner.


settings.ditamap
Vendor_Specific_DiscoverOnboard_ADC_Device.ditamap
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ONS  Furewa Swich  Bouler  Promy  Chad  WSM Others  MOM
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The Add page appears.

3. Enter or select the field information in the General Information section.

e

Device details

Vanaosrs

Al

SR ES N > I
o =

S

O NgraPus

Dervice group

General information

* Mhodubin E-iL) GELE

* Dy rawrma

Communication (@) [P sddeea FIoDN

* 1P acdcdoees.

Cafl@mme @ Managed

gl

Klondosed

AP PO e o

Credentlals

The following table provides the field description for adding ADC device details in the General

Information page:

*Modules

Select one of the following or both for ADC device in AppViewX:

* GSLB - Global Server Load Balancing is the process of distributing application
traffic among a large number of connected servers available across the world at
multiple geographic locations.

« SLB - Server load balancing distributes traffic locally from GSLBs to appropriate
servers to ensure consistent, high-performance application delivery.

Based on this module selection, the respective configuration of the device will be
fetched into AppViewX.

*Device name

Unique custom identifier of your device.
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Data center The data center on which the device has been hosted. Select a Datacenter from

the drop-down list or enter a data center name.

Communication | The communication mode that ADC devices can be added to AppViewX. The

possible communication modes are:

« IP Address - The IP Address can be IPV4 and it can be either management IP
or Self IP of the ADC device. By default, the IP address has been selected.

* FQDN - On adding the device with FQDN, it will be resolved to an IP address
and communication to the device will be made through it. If the FQDN is
resolved to more than one device IP, AppViewX will choose a random IP for
communication.

« Port - A custom-enabled port of the Device, through which the communication
will happen from AppViewX.

*IP address/ Enter the IP address or FQDN based on the selected communication mode.
FQDN
Cert sync Provision to discover and manage the SSL certificates from the ADC devices. The

possible Cert syncs are:

» Managed - All SSL certificates will be discovered and added to AppViewX
certificate inventory and used for certificate lifecycle management like renew,
revoke, etc.

» Monitored - All SSL certificates will be discovered and will not have any CA-
related communication.

* Ignored - No SSL certificates will be discovered from the ADC device.

AppViewX Select this checkbox to enable the group sync. AppViewX Group Sync ensures
group sync configurations are in sync between active/primary and secondary/failover devices.
This sync interval can be configured at AppViewX's SETTINGS page.

(o
Note: The asterisk (*) symbol indicates mandatory fields.
N /

4. Enter or select the field information in the Credentials section:
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Credentials

* Credential type Manual Entry w

Enable password

[

* Username

* Password

The following table provides the field description for adding ADC device details in the Credentials

page:

*Credential | Credentials can be manually provided or stored as a one-time entry onto the credential
type library and referred at the time of device addition. Select one of the following credential
types from the drop-down list:
» Manual Entry - The user name and password of the device need to be entered with
device details. By default, the Manual Entry option is selected.
* AppViewX Credential List - The user name and password can be added to the List
and that entry can be referred to during device addition.
To create a credential list, see Creating Credential List in the Platform User Guide.
*Username | Username for the ADC device when you select the Manual Entry credential type.
*Password [ Valid password for the ADC device when you select the Manual Entry credential type.
Note: Use strong passwords for secure device communication. Your
Passwords can be of any length with a combination of alpha-numerical,
symbols, and special characters.
Enable For the AppViewX Credential List credential type, select your credential list with a
password |CYBERARK username and app ID from the dropdown list.
- ™
Note: The asterisk (*) symbol indicates mandatory fields.
N J
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5. Enter or select the field information in the Secondary device information section as follows:

129

Secondary device information

Secondary / Failover/ @ Auto detect Manual entry
Sync group Ignore

» Auto-Detect - This option will automatically detect the corresponding secondary devices and add it

as a new entry into AppViewX inventory using the Primary device’s credential.

« Manual Entry - This selection will enable you to manually add Secondary devices with a Sync-group
name entered for reference. This name will be used to identify the pairs in the inventory. Follow

similar steps.

+ Ignore - This option can be enabled if you need to ignore the detection of the secondary device

associated with the current device.

( Note:

+ In a typical network configuration, Application traffic will be handled by multiple ADC

devices for ensuring the high availability of the application. This distribution of ADC servers
will be meaningful during any disaster recovery and avoid a single point of failure. To
achieve this, multiple ADC devices will be configured in Active/Standby or in failover
groups. In this grouping, one ADC device will be serving the traffic and the rest of the
devices in the group will act as a backup in case of a failure. The configuration will be in
sync between these devices. At the same time, devices in a sync group can be in active-
active mode also. You can manage one or more such Secondary devices (Failover/Standby

devices) in inventory.

« By clicking the Add button, multiple devices can be added as secondary devices and all the
devices will be available in the grid.
» By managing the Primary and Secondary devices in AppViewX during the device flips, traffic

routing and management can be seamlessly handled in AppViewX.
N /

6. Click the Save button to add an ADC device.

( Note: w
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« To discard the changes, click the Cancel button. Note: Repeat the same steps to add more

ADC device(s).

* Repeatt tthe same stteps tto add morre ADC devviice(s).

Vendor Specific DiscoverOnboard ADC Device

*« Al10

« AVI

» Akamai

» Amazon ELB
* BiglQ

+ Cisco

* Citrix

«F5

* HAProxy

* InfoBlox

* NginxPlus

A10

» Adding A10 Device
« Validating the A10 device addition

Adding A10 Device

To add A10 device,

1. Log in to the AppViewX application with valid credentials.

2.Goto = Menu >ADC+ > ASSET MANAGEMENT.

3. Perform any of the following:

« Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.
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ADC+
Q ch menu
ADC WAF DNS Firewall Switch Router
u[][l TRAFFIC MANAGEMENT
Dashboards
App Search O  Name Sync group/c... FQDN/IP addr...
O  eA10v4_SA 192.168.40.63
@ ASSET MANAGEMENT 0O e cCitrixv12.0 192.168.40.161
0O eF5v13_SA 192.168.40.154

Onboard Device

Proxy

(O

Cloud

22
22

22

N
HSM Others MDM
Status Vendor
° An
Managed A10
o
Managed Citrix
° ®
Managed F5

O B  1t030f3

Server

Modules
SLB,GSLB

SLB

LT™

Data cente
A10V4_SA

Virginia

Absecon

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select A10 from the left sidebar.

Device :: ADC
ch menu
Device details

uﬂl] TRAFFIC MANAGEMENT

Dashboards Vendors

App Search

AVI

ASSET MANAGEMENT _
A
( Y Akamai
@ AmazonELB
Onboard Device
1 @ BiglQ
CONFIG MANAGEMENT el Cisco
Backup Configuration c Citrix
Restore Configuration @
S F5
Compare Configuration
- & 28 HAProxy
S8 Infoblox
@ NinyDL

EX—.

Device group

General information

* Modules SLB
* Device name
Data center
Select fro
Communication (@) IP address
* IP address
Certsync (@) Managed
Ignored

AppViewX group v/
syn:

Credentials

GSLB

FQDN

Monitored

5. Enter or select the field information

in the General information section.
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General information

* Modules SLB GSLB

* Device name

Data center

Communication @ [P address FQDMN
* IP address
Cert sync ®' Managed Monitored Ignored

AppViewX group sync  +*

6. The following table provides the field description for adding ADC device details in the General

information section:

Module Check | Yes SLB / GSLB Module. NA
box
Device name Text |Yes Unique name of the device | Device names can only contain
to be added. alphanumeric characters, '-',
L T, 1 and spaces.
Data center Text |[No Datacenter name where the | Data center name can

device is configured. The only contain alphanumeric

default value is Absecon. characters, =", " ",
and spaces.
Communication | Radio | Yes Devices can be accessed NA
button using an IP address or
FQDN.
IP Address Text |Yes The ipv4 address of the The IP address should be in
device. the right format.
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FQDN Text |Yes The FQDN of the device. the FQDN should be in a valid
format.
Cert Sync Radio |Yes Managed: NA
button

The certificates of the
device can be managed.

Monitored:

The certificates of the
device can be monitored.

Ignored:

The certificate sync can be

ignored.
AppViewX Check | No This should be enabled if NA
Group Sync box the user wants to sync the

devices within the device

group.

7. Enter or select the field information in the Credentials section. You can select Manual Entry or
Credential List.

Credentials

* Credential type Credential List - AppViewX r
* Credential list 15_v12_credential2 ¥
Enable password 15_vl2_credential2 v

8. The following table provides the field description for adding ADC device details in the Credentials

section:

Credential Dropdown | Yes Manual entry: NA
type
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The user should enter the username and

password.

Credentials

* Credential type  Manual Entry v
* Username
* Password

Enable password

Credential List:

The user can select the credential details
which are already stored in the credential
inventory page.

Secondary device information

Secondary / Failover/ (@) Auto detect Manual entry
Sync group

ignore

Username Text Yes If manual entry is selected, the user name NA

should be entered by the user.

Password Text Yes If manual entry is selected, the password NA
should be entered by the user.

Enable Text No Enable password of the A10 device. NA
password

9. Enter or select the field information in the Secondary device information section.

Secondary device information

Secondary / Failover/ (@) Auto detect Manual entry
Sync group
Ignaore
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10. The following table provides the field description for adding ADC device details in the Secondary
device information section:

Secondary Radio | Yes Auto detect: NA

device button The user should select this option to auto-detect

information and add the peer devices in the inventory page.

Manual entry:

The user can use this option to add the peer
devices manually.

Ignore:

The user can use this option to ignore the auto-

detection of the peer devices.

11. Click Save.

Validating the A10 device addition

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.

2. Search the device name and validate whether the device is added successfully.

[ Device :: ADC + L e O B 1to10f1

ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
TRAFFIC MANAGEMENT

Dashboards
App Search O  Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
0O e A10v4 SA 192.168.40.63 22 o A SLB,GSLB A10V4_SA
Managed A10

ASSET MANAGEMENT Al >

AVI
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» Adding AVI Device
« Validating the AVI Device Addition

Adding AVI Device

To add AVI device,

1. Login to the AppViewX application with valid credentials.

2.Goto = Menu > ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

* Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

ADC+ 0 : L B 4 O B 10303
Q Search menu
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
Du[l TRAFFIC MANAGEMENT
Dashboards
App Search O Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O  eA10v4_SA 192.168.40.63 22 ° Aw SLB,GSLB A10V4_SA
Managed A10
@ ASSETMANAGEMENT O e Citrixv12.0 192.168.40.161 22 ° C SLB Virginia
Managed Citrix
O eF5v13 sA 192.168.40.154 22 ° [€5) LT™ Absecon
Managed F5

Onboard Device »

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select AVI from the left sidebar.

Device :: ADC

Device details Device group
oll TRAFFIC MANAGEMENT

Dashboards Vendors General information
App Search Al A10
o | * Modules SLB GSLB
ASSET MANAGEMENT + Device name
(’:\ Akamai
@ AmazonELB Data center
Onboard Device g tor e o
(® sigla
CONFIG MANAGEMENT L Cisco Communication (@) IP address FQDN
Backup Configuration c Citrix * IP address
Restore Configuration @ F5 Certsync (@) Managed Monitored
Ignored
Compare Configuration
= 2 28 HAProxy
= Credentials
O Infoblox _—

— AUTOMATION «*

5. Enter or select the field information in the General information section.
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General information

* Modules

* Device name

Data center

Communication

* |P address

Cert sync

SLB GSLE
IP address FQDN
Managed Monitored

Ignored

6. The following table provides the field description for adding ADC device details in the General

information section:

Module Check | Yes SLB / GSLB Module. NA

box

Device name |Text |Yes Unique name of the device |Device name can only contain
to be added. alphanumeric characters, -'," ',

VLML, T and spaces.

Data center Text |No Datacenter name where the | Data center name can only
device is configured. The contain alphanumeric characters,
default value is Absecon. LN and spaces.

Communication [ Radio | Yes Devices can be accessed |NA

button using an IP address or
FQDN.

IP Address Text |[Yes The ipv4 address of the The IP address should be in the
device. right format.

FQDN Text |Yes The FQDN of the device. the FQDN should be in a valid

format.
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Cert Sync Radio | Yes Managed: NA

button The certificates of the

device can be managed.

Monitored:

The certificates of the
device can be discovered
and can only be monitored.

Ignored:

The certificate sync can be
ignored.

7. Enter or select the field information in the Credentials section.

Credentials

* Credential type Credential List - AppViewX v
* Credential list 15_v12_credential2 ¥
Enable password 15_vl2_credential2 r

8. The following table provides the field description for adding ADC device details in the Credentials

section:

Credential DropdownYes Manual entry: NA
type The user should enter the username and
password.
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Credentials

* Credential type ~ Manual Entry v

* Username

* Password

Enable password

Credential List:

The user can select the credential details
which are already stored in the credential

inventory page.

Credentials
* Credential type ~ Credential List - AppViewX v
* Credential list  Default v
Enable password ~ --Select-— v
Username Text Yes If manual entry is selected, the user name NA

should be entered by the user.

Password Text Yes If manual entry is selected, the password NA
should be entered by the user.

Enable Text No Enable password of the A10 device. NA

password

9. Enter or select the field information in the Secondary device information section.

Secondary device information

Secondary / Failover/ (@) Auto detect Manual entry

Sync group lgnore
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10. The following table provides the field description for adding ADC device details in the Secondary

device information section:

Secondary Radio | Yes Auto detect: NA
device button The user should select this option to auto-detect

information and add the peer devices in the inventory page.

Manual entry:

The user can use this option to add the peer

devices manually.
Ignore:

The user can use this option to ignore the auto-
detection of the peer devices.

11. Click Save.
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Validating the AVI Device Addition

After adding the device, you can validate the device by searching the device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
2. Search the device name and validate whether the device is added successfully.

Device :: ADC + £ o ¢Q = | 1t030f3
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
AVI_vi8
. Name Sync groupl/cluster FQDN I IP address Vendor Modules Object count Version Status
U | @ 192.168.142.23 AVI_V18 192.168.142.23 AV\ SLB,GSLB 2 Virual Services,1. 18.2.2 build 9224 © Managed
U | ®192.168.142.25 AvI_vis 192.168.142.25 AV\ SLB,GSLB 2 Virtual Services,1... 18.2.2 build 9224 @ Managed
U @ aAvi vis AVI_V1i8 192.168.142.24 AV\ SLB,GSLB 23 Virtual Services, 18.2.2 build 9224 © Managed
1 b
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» Adding Akamai Device
* Validating the Akamai Device Addition

Adding Akamai Device

To add Akamai device,

1. Log in to the AppViewX application with valid credentials.

2.Goto = Menu > ADC+ > ASSET MANAGEMENT
3. Perform any of the following:

« Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

ADC+ . L B 4 O B 10303
Q  Search menu
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
oll TRAFFIC MANAGEMENT -
Dashboards
App Search O  Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O  eAt0v4_SA 192.168.40.63 22 ° A SLB,GSLB A10V4_SA
Managed A10
@ ASSETMANAGEMENT O e Citrixv12.0 192.168.40.161 22 © c SLB Virginia
Managed Citrix
0O eF5v13_SA 192.168.40.154 22 o @ L™ Absecon
Managed F5

Onboard Device S

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select Akamai from the left sidebar.

Device :: ADC

Q menu

Device details Device group
oll TRAFFIC MANAGEMENT T

Dashboards Vendors General information
App Search A A10
AVl * Device name
ASSET MANAGEMENT -
G Aamai | Credentials
AmazonELB
Onboard Device * Client token
( E BiglQ
* Client secret
CONFIG MANAGEMENT Al Cisco
* Access token
Backup Configuration c Citrix
Restore Configuration @ F5 ’ URL/(SEM;”YSAI)
Compare Configuration
= o 28 HAProxy
>~ AUTOMATION s Infoblox

5. Enter the required details for the device addition.
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*Device | Text | Yes Unique name of the | Device name can only contain alphanumeric
name device to be added. |characters,'-'," ', "', "™ |', """ and spaces.
*Client | Text [Yes Client token of the NA
token Akamai device.
*Client | Text [Yes Client secret of the NA
secret Akamai device.
*Access | Text |Yes Access token of the | NA
token device.
*URL Text |Yes Valid URL of the NA
Akamai device.
6. Click Save.

Validating the Akamai Device Addition

After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.

2. Search the device name and validate whether the device is added successfully.

Device :: ADC -+ F
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
20.44.10.45
.. Name FQDN [ IP address Vendor Modules Object count
[ 20.44.10.45 ( Akamai GTM
1
Amazon ELB
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» Adding Amazon ELB
« Validating the Amazon ELB Device Addition

Adding Amazon ELB

To add Amazon ELB,

1. Login to the AppViewX application with valid credentials.

2.Goto = Menu > ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

* Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

ADC+ 0 : L B 4 O B 10303
Q  Search menu
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
Du[l TRAFFIC MANAGEMENT
Dashboards
App Search O Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O  eA10v4_SA 192.168.40.63 22 ° A SLB,GSLB A10V4_SA
Managed A10
@ ASSETMANAGEMENT O e Citrixv12.0 192.168.40.161 22 ° C SLB Virginia
Managed Citrix
O eF5v13 sA 192.168.40.154 22 ° ® LT™ Absecon
Managed F5

Onboard Device »

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select Amazon ELB from the left sidebar.

ADC+ Device :: ADC

Q  Search menu

Device details Device group
ol TRAFFIC MANAGEMENT

Dashboards Vendors Basic information
App Search A A10
AVl * Account name
ASSET MANAGEMENT <A t
E Hana o
@ AmazonELB | Device description
Onboard Device
{ @ BiglQ
& CONFIG MANAGEMENT Al Cisco
Certsync (@) Managed Monitored
Backup Configuration c Citrix Ignored
Restore Configuration @ 5 Credentials
Compare Configuration -
2 < 28, HAProxy
@ nfob * Credential type Manual Entry v
) automaron s Infoblox

* Access key id
P8 niien

5. Enter or select the field information in the Basic information section.
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Basic information

* Account name
* Account number

Device description

Certsync (@) Managed Monitored
Ignored

6. The following table provides the field description for adding ADC device details in the Basic

information section:

Account Text Yes The account name of the AmazonELB device. NA

name

Account Text Yes Account number of the AmazonEB device. Numbers

number only.

Device Text No Description about the AmazonELB account. NA

description

Cert Sync |Radio |Yes Managed: NA
button

The certificates of the device can be managed.
Monitored:

The certificates of the device can be discovered
and can only be monitored.

Ignored:

The certificate sync can be ignored.
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7. Enter or select the field information in the Credentials section. You can select Manual Entry or

Credentials List.

Credentials

* Credential type Manual Entry v
* Access key id

* Secret access key

8. The following table provides the field description for adding ADC device details in the Credentials

section:
Credential Dropdown |Yes Manual entry: The user should enter the NA
type Access key ID and Secret access key.

Credentials

* Credential type | Manual Entry v
* Access key id

* Secret access key

Credential List: The user can select the
credential details which are already stored in

the credential inventory page.

Credentials

* Credential type  Credential List - CyberArk v

* Credential list ~ None v
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Access key id | Text Yes Access key id of the AmazonELB device. NA
*

Secret access | Text Yes Secret access key of the AmazonELB NA
key * device.

9. Enter or select the field information in the Key information section.

Key information

* Service region AWS GovCloud (US) -

10. The following table provides the field description for adding ADC device details in the Key information
section:

Service region * | Dropdown | Yes Service region of the AmazonELB device. | NA

11. Click Save.
Validating the Amazon ELB Device Addition
After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
2. Search the device name and validate whether the device is added successfully.

Device :: ADC + = R S i Q =B 1to20f2 < >
ADC Server DNS Firewall WAF Switch Router Proxy Cloud HSM Others MDM
) Name “  sSync grouplcluster  FQDN / IP address Port Vendor Modules Data center Object count
U | ®192168.40.214 HA_sync 192.168.40.214 22 (g‘ F5 LTM,BIG-IP DNS 28 Wide Ips,214 Virt.
O @ gs-f5-pe109.1ab.appviewx.net HA_sync 192.168.40.151 22 ®Fs LTM,BIG-IP DNS 0 Wide Ips,214 Virtu.
1 »
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BiglQ

» Adding BigIQ Device
« Validating the BiglQ Device Addition

Adding BiglQ Device

To add BiglQ device,

1. Login to the AppViewX application with valid credentials.

2.Goto = Menu > ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

* Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

ADC+ [+] £ s © B 1to30f3
Q  search menu
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
ul]ﬂ TRAFFIC MANAGEMENT
Dashboards
App Search O Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
0O  eAtov4_SA 192.168.40.63 22 (] A SLB,GSLB A10V4_SA
Managed A10
@ ASSETMANAGEMENT 0O e cCitrixv12.0 192.168.40.161 22 o c SLB Virginia
Managed Citrix
O @F5v13_SA 192.168.40.154 22 o @‘ L™ Absecon
Managed F5

Onboard Device 5

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select BiglQ from the left sidebar.

ADC+ Device :: ADC

Q Search menu

Device details Device group
u[h] TRAFFIC MANAGEMENT

Dashboards Vendors General information
App Search AW A10
AVI * Device name
ASSET MANAGEMENT 1P add
(F‘ Akamai address
@ AmazonELB Data center
Onboard Device Sel ng | e
ig BiglQ |
S CONEIG I NG EMENT Ui Cisco Credentials
Backup Configuration c Citrix
* ial |
o C o aon @ . Credential type Manual Entry v
: * Username
Compare Configuration % hAP
doty TOXy
® Infob * Password
(
>~ AUTOMATION o fnoblox
. niaunl
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5. Enter or select the field information in the General information section.

General information

* Device name

* |P address

Data center

Select from an existing list or enter a new datacenter

6. The following table provides the field description for adding ADC device details in the General

information section:

*Device | Text | Yes Unigque name of the device to | Device name can only contain
name be added. alphanumeric characters, -'," ', "',
* ", 1" and spaces.

*IP Text |Yes IP Address of the BigIQ IP address should be in IPv4 format.

Address device.

Data Text |No Datacenter name where the Data center name can only contain

center device is configured. Default alphanumeric characters, -'," ', "',
value is Absecon. =t and spaces.

7. Enter or select the field information in the Credentials section.

Credentials List.

You can select Manual Entry or
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Credentials

* Credential type Credential List - CyberArk v

* Credential list None v

8. The following table provides the field description for adding ADC device details in the Credentials

section:
*Credential Dropdown | Yes Manual entry: The user should enter the | NA
type username and password.
Credentials
* Credential type ~ Manual Entry v
* Usemame
* Password
Credential List: The user can select the
credential details which are already stored
in the credential inventory page.
Credentials
* Credential type ~ Credential List - CyberArk v
* Credential list ~ None v
*Username Text Yes Username of the BiglQ device. NA
*Password Text Yes Password of the BiglQ device. NA
9. Click Save.
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Validating the BiglQ Device Addition

After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
2. Search the device name and validate whether the device is added successfully.

+ £ ES Q ltolofl
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
Name FQDN / IP address Vendor Modules Object count Version Status Report
® BigIQ_Device 192.168.41.23 (@ BigiQ L™ 36 VirtualServers 5.1.0 @ Managed
»

» Adding Cisco Device

« Validating the Cisco Device Addition

Adding Cisco Device

To add Cisco device,

1. Log in to the AppViewX application with valid credentials.

2.Goto = Menu >ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

* Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

[+] £ s o Tto30f3
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
u[][l TRAFFIC MANAGEMENT
Dashboards
App Search O Name Sync group/c... FQDN/IP addr...  Port Status Vendor Modules Data cente
O  eA10v4 SA 192.168.40.63 22 ] A SLB,GSLB A10V4_SA
Managed A10
@ ASSETMANAGEMENT O e cCitrixv12.0 192.168.40.161 22 o SLB Virginia
Managed Citrix
0O eF5v13_SA 192.168.40.154 22 o @ L™ Absecon
Managed F5

Onboard Device

»

* Click Onboard Device in the left navigation panel.
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4. In the Device details page, select Cisco from the left sidebar.

ADC+ Device :: ADC

Q  Search menu

Device details Device group
ul]l] TRAFFIC MANAGEMENT
Dashboards Vendors General information
App Search Aw A10
AVl * Modules SLB
ASSET MANAGEMENT * Device name
(’\\‘ Akamai
(\j AmazonELB P address
Onboard Device
o Data center
( E BiglQ
Select from an existing
8 CONFIG MANAGEMENT dul Cisco | Jatacenter
Backup Configuration > c Citrix Certsync (@) Managed Monitored
Ignored
Restore Configuration
Compare Configuration Credentials
22 HAProxy —
‘_S) AUTOMATION ** Infoblox * Credential type Manual Entry v
=S

5. Enter or select the field information in the General information section.

General information

* Modules SLB

* Device name

* |P address

Data center

Mg (15T OF erller d new aalacenter

Select from an exis

Certsync (@ Managed Monitored
Ignored

6. The following table provides the field description for adding ADC device details in the General
information section:
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can be managed.
Monitored:

The certificates of the device
can be discovered and can

only be monitored.
Ignored:

The certificate sync can be
ignored.

*Module | Check | Yes SLB Module. NA
box
*Device |Text |Yes Unique name of the device to | Device hame can only contain
name be added. alphanumeric characters, -', "' ', "',
', """ and spaces.

*1P Text |Yes IP Address of the BiglQ device. | IP address should be in IPv4 format.

Address

Data Text |No Datacenter name where the Data center name can only contain

center device is configured. The alphanumeric characters, ', "' ', "',
default value is Absecon. * ' and spaces.

*Cert Radio |Yes Managed: NA

Syne button The certificates of the device

7. Enter or select the field information in the Credentials section. You can select Manual Entry or

Credentials List.
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Credentials

* Credential type Manual Entry v

* Username

* Password

8. The following table provides the field description for adding ADC device details in the Credentials

section:
*Credential DropdownYes Manual entry: The user should enter the NA
type username and password.
Credentials
* Credential type  Manual Entry v
* Username
* Password
Credential List: The user can select the
credential details which are already stored in
the credential inventory page.
Credentials
* Credential type | Credential List - CyberArk v
* Credential list ~ None v
*Username Text Yes Username of the Cisco device. NA
*Password Text Yes The password of the Cisco device. NA
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9. Enter or select the field information in the Secondary device information section.

Secondary device information

Secondary / Failover/ (@) Auto detect Manual entry
Sync group

10. The following table provides the field description for adding ADC device details in the Secondary
device information section:

*Secondary Radio | Yes Auto detect: NA
device button The user should select this option to auto-detect
information and add the peer devices in the inventory.
Manual entry:
The user can use this option to add the peer
devices manually.
11. Click Save.

Validating the Cisco Device Addition

After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
2. Search the device name and validate whether the device is added successfully.

Device - ADC + e & O B 1tolofl
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
L Name Sync grouplcluster  FQDN I IP address Vendor Modules Object count Version Status
U | @ Cisco_206.58 192.168.206.58 i Cisco SLe 20 Virtual Servers build3.0(0)A5(3.0)a... @ Managed
‘ »
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Citrix
* Adding Citrix Device
« Validating the Citrix Device Addition

Adding Citrix Device

To add Citrix device,

1. Login to the AppViewX application with valid credentials.

2.Goto = Menu > ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

* Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

ADC+ ' D L ES © B 10303
Q  Search menu
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
oll TRAFFIC MANAGEMENT
Dashboards
App Search O  Name Sync groupl/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O  eA10v4_SA 192.168.40.63 22 o A SLB,GSLB A10V4_SA
Managed A10
@ ASSETMANAGEMENT O e Citrixv12.0 192.168.40.161 22 o c SLB Virginia
Managed Citrix
O eF5v13 SA 192.168.40.154 22 ] ® LT™M Absecon
Managed F5

Onboard Device

»

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select Citrix from the left sidebar.

ADC+ Device :: ADC

Q Search menu

Device details Device group
uﬂ[l TRAFFIC MANAGEMENT

Dashboards Vendors General information
App Search Aw  A10
- SLB GSLB
AVl Modules
ASSET MANAGEMENT  Device name
(’;\ Akamai

> Data center
@ AmazonELB

(@ BiglQ

Onboard Device

& CONFIG MANAGEMENT g Cisco Communication (@) IP address FQDN
Restore Configuration @ F5 * SSH Port 22
Compare Configuration 98 HAProxy Certsync (@) Managed Monitored
' Ignored
Q)
¥ auTomaTion s Infoblox

Credentials
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5. Enter or select the field information in the General information section.

General information

* Modules SLB GSLB
* Device name

Data center

Select from an existing list or enter a new datacenter
Communication (@) IP address FQDN

* |P address
* SSH Port 22

Certsync (@ Managed Monitored
lgnored

6. The following table provides the field description for adding ADC device details in the General

information section:

*Module Check | Yes SLB / GSLB Module. NA
box

*Device name |Text |Yes Unique name of the device |Device names can only contain

to be added. alphanumeric characters, '-',
U, 1 and spaces.

Data center Text |[No Datacenter name where Data center name can
the device is configured. only contain alphanumeric
The default value is characters, *-'," ",
Absecon. and spaces.
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*Communication | Radio |Yes Devices can be accessed |[NA
button using an IP address or
FQDN.
*IP Address Text |Yes The ipv4 address of the The IP address should be in the
device. right format.
*FQDN Text |Yes The FQDN of the device. the FQDN should be in a valid
format.
*SSH Port Text |Yes Communication port of the | Numbers only.
device.
*Cert Sync Radio | Yes Managed: NA
button

The certificates of the
device can be managed.

Monitored:

The certificates of the
device can be monitored.

Ignored:

The certificate sync can be

ignored.

7. Enter or select the field information in the Credentials section. You can select Manual Entry or
Credentials List.

Credentials

* Credential type Manual Entry v

* Username

* Password
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8. The following table provides the field description for adding ADC device details in the Credentials

section:
*Credential Dropdown Yes Manual entry: The user should enter the NA
type username and password.
Credentials
* Credentialtype ~ Manual Entry v
* Usemname
* Password
Credential List: The user can select the
credential details which are already stored in
the credential inventory page.
Credentials
* Credential type  Credential List - CyberArk v
* Credential list ~ None v
*Username Text Yes The user name of the device. NA
*Password Text Yes The password of the device. NA
9. Enter or select the field information in the Secondary device information section.
Secondary device information
Secondary / Failover/ (@) Auto detect Manual entry
Sync group
lgnore
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10. The following table provides the field description for adding ADC device details in the Secondary
device information section:

Secondary Radio | Yes Auto detect: NA

device button The user should select this option to auto-detect

information and add the peer devices in the inventory page.

Manual entry:

The user can use this option to add the peer
devices manually.

Ignore:

The user can use this option to ignore the auto-

detection of the peer devices.

11. Click Save.
Validating the Citrix Device Addition
After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
2. Search the device name and validate whether the device is added successfully.

Device : ADC + = || 2 S & Q = 1to2of2
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
) Name Sync grouplcluster FQDN / IP address Vendor Modules Object count Version Status
0 | @ citrix_40.85 Citrix_40.85 192.168.40.85 c Citrix SLB,GSLB 452 SLB Virtual Ser 11.1 build 56.15.nc & Managed
U | @ citrix_86.payoda.in Citrix_40.85 192.168.40.86 € citrix SLB,GSLB 452 SLB Virtual Ser. 11.1 build 65.10.nc © Managed
1 »

» Adding F5 Device
« Validating F5 Device Addition
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Adding F5 Device

To add F5 device,

1. Login to the AppViewX application with valid credentials.

2.Goto = Menu > ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

« Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

e B 4 O B 10303
s menu
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
TRAFFIC MANAGEMENT
Dashboards
App Search O Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O e A10v4_SA 192.168.40.63 22 © Au SLB,GSLB A10V4_SA
Managed A10
ASSET MANAGEMENT O e cCitrixv12.0 192.168.40.161 22 ] c SLB Virginia
Managed Citrix
0O eF5v13_SA 192.168.40.154 22 ] @ LT™ Absecon
Managed F5
Onboard Device >
* Click Onboard Device in the left navigation panel.
4. In the Device details page, click on the F5 icon.
Device :: ADC
Device details Device group
ol TRAFFIC MANAGEMENT
Dashboards Vendors General information
App Search A A10
AVI VCMP Host
ASSET MANAGEMENT (,: romal * Modules L™ BIG-IP DNS
b‘ AmazonELB VCMP Guest
Onboard Device
= * Device name
1 E BiglQ
CONFIG MANAGEMENT b Cisco Data center
Sele ng | e
Backup Configuration c Citrix

Restore Configurati
estore Configuration | Communication (@) IP address FQDN

Compare Configuration

28, HAProxy IP address
© * SSHPort 22
>~ AUTOMATION ss  Infoblox
v i Cart Ny & a

5. Enter or select the field information in the General information section.
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General information

vCMP Host

* Modules LTM BIG-IP DNS

vCMP Guest

* Device name

Data center
Select from an existing list or enter a new datacenter
Communication (@) IP address FQDN
* IP address

* SSH Port 29

Certsync (@) Managed Monitored lgnored

AppViewX group sync |+

6. The following table provides the field description for adding ADC device details in the General
information section:

VCMP Host Check | No To add a device as avcmb | NA
box host, this checkbox should
be checked.
*Module Check | Yes LTM / BIG-IP DNS Module. |NA
box
VCMP Guest Check | No To add a device asavcmp | NA
box guest, this checkbox should
be checked.
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*Device name | Text |[Yes Unique name of the device | Device nhames can only contain
to be added. alphanumeric characters, '-',
U, ' and spaces.
Data center Text |[No Data center name where the | Data center name can
device is configured. The only contain alphanumeric
default value is Absecon. characters, ', "',
and spaces.
*Communication | Radio | Yes Devices can be accessed NA
button using an IP address or
FQDN.
*IP Address Text |Yes The ipv4 address of the The IP address should be a
device. valid IPv4 format.
*FQDN Text |Yes The FQDN of the device. the FQDN should be in a valid
format.
*SSH Port Text |Yes Communication port of the | Numbers only.
device.
*Cert Sync Radio | Yes Managed: NA
button

The certificates of the
device can be managed.

Monitored:

The certificates of the
device can be monitored.

Ignored:

The certificate sync can be

ignored.
AppViewX Check | No This should be enabled if NA
Group Sync box the user wants to sync the

devices within the device

group.

7. Enter or select the field information in the Credentials section. You can select Manual Entry or

Credentials List.
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Credentials
* Credential type Manual Entry hd
* Username
* Password
Token based authentication @

8. The following table provides the field description for adding ADC device details in the Credentials

section:
*Credential Dropdown | Yes Manual entry: The user should enter the NA
type username and password.
Credentials
* Credential type ~ Manual Entry M

* Username

* Password

Token based authentication @

Credential List: The user can select the
credential details which are already stored
in the credential inventory page. For more
details on secure authentication, refer to

Platform User Guide.

Credentials
* Credential type  Credential List - CyberArk v
* Credential st~ None v
Token based authentication @
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*Username Text Yes The user name of the device. NA
*Password Text Yes The password of the device. NA
Token based |Toggle No To access the device REST API using NA
authentication | button token.

9. Enter or select the field information in the Secondary device information section.

Device :: ADC + = P S S ¢ = 1tolofl < | >
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
F5v14
L Name “  sync groupicluster FQDN I IP address Port Vendor Modules Data center Object count Vel
U eFs5v14 192.168.60.204 22 ®F5 LTM BIG-IP DNS 85 Wide Ips,4 Virtu.... 14
4 v

10. The following table provides the field description for adding ADC device details in the Secondary
device information section:

Secondary Radio | Yes Auto detect: NA
device button The user should select this option to auto-detect

information and add the peer devices in the inventory page.

Manual entry:

The user can use this option to add the peer
devices manually.

Ignore:

The user can use this option to ignore the auto-
detection of the peer devices.

11. Click Save.

Validating F5 Device Addition

After adding the device, you can validate the device by searching the device in the device inventory.
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1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
2. From the device inventory page, search for the added F5 device name.

ASSET MANAGEMENT

+ £ L] ES (] ltolofl
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
F5vl4
Name Sync groupicluster  FQDN / IP address Port Vendor Modules Data center Object count Vel
® F5v14 1982.168.60.204 22 ®F5 LTM,BIG-IP DNS 85 Wide Ips,4 Virtu... 14,
»

» Adding HAProxy Device
« Validating the HAProxy Device Addition

Adding HAProxy Device

To add HAProxy device,

1. Login to the AppViewX application with valid credentials.

2.Goto = Menu > ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

* Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

2
menu
ADC WAF DNS Firewall Switch Router Proxy Cloud
EI[][I TRAFFIC MANAGEMENT
Dashboards
App Search O Name Sync group/c... FQDN/IP addr... Port
O  eA10v4_SA 192.168.40.63 22
@ ASSETMANAGEMENT O e cCitrixv12.0 192.168.40.161 22
O eF5v13_SA 192.168.40.154 22

Onboard Device

HSM Others

Status
©
Managed
©
Managed

]
Managed

MDM

Vendor

Aw

A10

C
Citrix

®

F5

(%) 1t030f3
Server
Modules Data cente
SLB,GSLB A10V4_SA
SLB Virginia
L™ Absecon

3

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select HAProxy from the left sidebar.
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ADC+ Device :: ADC > Add

Q  Searchmen

D[]l] TRAFFIC MANAGEMENT

Device details Device group

Dashboards Vendors General information
App Search Awn A10
AV * Modules SLB
ASSET MANAGEMENT _ . .
(f-; Akamai Device name
@ AmazonELB IP address
Onboard Device
(@ BiglQ Data center
N Select from an existing list or enter a new
& CONFIG MANAGEMENT b Cisco datacenter
Backup Configuration c Citrix Certsync (@ Managed Monitored
Ignored
Restore Configuration
. ®
Compare Configuration Credentials
28 HAProxy |
© s Infoblox N "
~~ AUTOMATION ** Credential type Manual Entry v

S iieunu

5. Enter or select the field information in the General information section.

General information

* Modules SLB
* Device name
“ |P address

Data center

Select from an existing list or enter a new datacenter

Certsync (@) Managed Monitored Ignored

6. The following table provides the field description for adding ADC device details in the General
information section:

Device |Text |Yes Unique name of the device to | Device names can only contain
name * be added. alphanumeric characters, -',"' ', "',
* ', 1" and spaces.
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IP Text |Yes The ipv4 address of the device. | The IP address should be in the right

Address format.

*

Data Text |No Datacenter name where the Data center name can only contain

center device is configured. The alphanumeric characters, '-',"' ', "',
default value is Absecon. =0t and spaces.

Cert Radio | Yes Managed: NA

Sync* | button The certificates of the device
can be managed.
Monitored:

The certificates of the device

can be monitored.
Ignored:

The certificate sync can be

ignored.

7. Enter or select the field information in the Credentials section. You can select Manual Entry or
Credentials List.

Credentials

" Credential type Manual Entry v

* Username

* Password

8. The following table provides the field description for adding ADC device details in the Credentials
section:
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*Credential Dropdown |Yes Manual entry: The user should enter the NA
type username and password.
Credentials
* Credential type ~ Manual Entry
* Username
* Password
Credential List: The user can select the
credential details which are already stored
in the credential inventory page.
Credentials
* Credential type | Credential List - CyberArk
* Credential list ~ None
*Username Text Yes The user name of the device. NA
*Password Text Yes The password of the device. NA
9. Click Save.

Validating the HAProxy Device Addition

After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.

2. Search the device name and validate whether the device is added successfully.

Device :: ADC

ADC Server WAF

HAProxy
L/ Name

4

DNS Firewall

Sync grouplcluster
) | @ 192.168.112.103-HAProxy

Switch

Router Proxy

FQDN I IP address
192.168.112.103

+ P LN RS ]

Cloud HsM Others MDM

Vendor
.22, HAProxy

Modules
SLB

Version
1424

Object count
10 FRONTEND

ltolofl

Status
© Managed
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InfoBlox

 Adding InfoBlox Device

« Validating the Infoblox Device Addition

Adding InfoBlox Device

To add InfoBlox device,

1. Login to the AppViewX application with valid credentials.

2.Goto = Menu > ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

* Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

f L O #1303
ch menu
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
u|][| TRAFFIC MANAGEMENT
Dashboards
App Search O Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O  eA10v4_SA 192.168.40.63 22 ° Au SLB,GSLB A10V4_SA
Managed A10
@ ASSETMANAGEMENT 0O e Citrixv12.0 192.168.40.161 22 ] c SLB Virginia
Managed Citrix
0O eF5v13_SA 192.168.40.154 22 ] @ LT™ Absecon
Managed F5

Onboard Device

»

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select Infoblox from the left sidebar.

ADC+ B Device :: ADC

Q  Search menu

Device details Device group
ol TRAFFIC MANAGEMENT -

Vendors

Dashboards + General information
App Search AW A10
* Device name
AV
@® ASSETMANAGEMENT c ;
(,/g Akamai ommunication (@) IP address FQDN
P * IP address
J{igj AmazonELB
Onboard Device
Data center
( é Bigla
& CONFIG MANAGEMENT e
didsr Cisco
Backup Configuration c Girix Credentials
Restore Configuration
®
Compare Configuration * Credential type Manual Entry v
28, HAProxy
— * Username
& automarion &5 D |
* Password
Workflow Catalog ) NginxPlus <

Workflow Request
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5. Enter or select the field information in the General information section.

General information

* Device name

Communication

* |P address

Data center

@® |P address

Select from an existing list or enter a new datacenter

FQDN

information section:

6. The following table provides the field description for adding ADC device details in the General

*Device name | Text |Yes Unique name of the device | Device names can only contain
to be added. alphanumeric characters, -'," ',
L, 1 and spaces.
Data center Text |No Datacenter name where Data center names can

the device is configured.

only contain alphanumeric

The default value is characters, =", " ", !
Absecon. and spaces.
*Communication | Radio | Yes Devices can be accessed |[NA

button using an IP address or
FQDN.
*IP Address Text |Yes The ipv4 address of the The IP address should be in the
device. right format.
*FQDN Text |Yes The FQDN of the device. the FQDN should be in a valid

format.
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7. Enter or select the field information in the Credentials section. You can select Manual Entry or

Credentials List.

Credentials

* Credential type Manual Entry v

* Username

* Password

8. The following table provides the field description for adding ADC device details in the Credentials

section:

*Credential | Dropdown | Yes Manual entry: The user should enter the NA

type username and password.
Credential List: The user can select the credential
details which are already stored in the credential
inventory page.

*Username | Text Yes The user name of the device. NA

*Password | Text Yes The password of the device. NA

9. Enter or select the field information in the Secondary device information section.

Secondary device information

Secondary / Failover / Sync (@) Auto detect Manual entry Ignore
group

10. The following table provides the field description for adding ADC device details in the Secondary
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Secondary / Radio | Yes Auto detect: NA
Failover / Sync | button

group

The user should select this option to auto-detect
and add the peer devices in the inventory page.

Manual entry:

The user can use this option to add the peer
devices manually.

Ignore:

The user can use this option to ignore the auto-

detection of the peer devices.

11. Click Save.
Validating the Infoblox Device Addition
After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
2. Search the device name and validate whether the device is added successfully.

Device :: ADC + m| P o i Q B  1w202 ¢ >
ADC Server DNS Firewall WAF Switch Router Proxy Cloud HSM Others MDM
L Name “  sync groupicluster FQDN / IP address Port Vendor Modules Data center ‘Object count
U | ®192.168.40.214 HA_sync 192.168.40.214 22 @ F5 LTM,BIG-IP DNS 28 Wide Ips,214 Virt...
U | @ gs-f5-pe109.lab.appviewx.net HA_sync 192.168.40.151 22 (i‘ F5 LTM BIG-IP DNS 0 Wide Ips,214 Virtu.
‘ »

» Adding NginxPlus Device
« Validating the NginxPlus Device Addition
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Adding NginxPlus Device

To add NginxPlus device,

1. Login to the AppViewX application with valid credentials.

2.Goto = Menu > ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

« Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

ADC+ D D & & © B 1t030f3
Q  Search menu
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
Dul] TRAFFIC MANAGEMENT
Dashboards
App Search O Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O  eA10v4_SA 192.168.40.63 22 © Aw SLB,GSLB A10V4_SA
Managed A10
@ ASSETMANAGEMENT O e cCitrixv12.0 192.168.40.161 22 ] SLB Virginia
Managed Citrix
O eF5v13_sA 192.168.40.154 22 © ® LT™M Absecon
Managed F5

Onboard Device

3

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select NginxPlus from the left sidebar.

Device :: ADC

Device details Device group

Vendors General information
Am  A10
* Modul SLB
AVI lodules
(A Akamai * Device name
@ AmazonELB Communication (@) IP address FQDN
* IP address
{ 1;‘ BiglQ
* SSH Port
Wt Cisco © =
c Citrix Data center
Select from an existing list or enter a new data center
Certsync (@) Managed Monitored
28, HAProxy Ignored

Infoblo: N
* X Credentials

€¥ NginxPlus | .

5. Enter or select the field information in the General information section.
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General information

* Modules SLB

* Device name

Communication (@) IP address FQDN

* |P address
* SSH Port 22

Data center

Select from an existing list or enter a new data center

Certsync (@ Managed Monitored
lgnored

6. The following table provides the field description for adding ADC device details in the General

information section:

Modules * Check | Yes SLB NA
box
Device name * [Text |Yes Unique name of the device | Device nhames can only contain
to be added. alphanumeric characters, -'," ',
VL, ' and spaces.
Communication | Radio | No Devices can be accessed |No
button using an IP address or
FQDN.
IP Address * Text |Yes The ipv4 address of the The IP address should be in the
device. right format.
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SSH Port* Text |[Yes Communication port of the | Numbers only.
device.

Data center Text |[No Datacenter name where the | Data center name can only
device is configured. The contain alphanumeric characters,
default value is Absecon. LU and spaces.

Cert Sync * Radio |Yes Managed: NA

button

The certificates of the

device can be managed.
Monitored:

The certificates of the
device can be monitored.

Ignored:

The certificate sync can be

ignored.

7. Enter or select the field information in the Credentials section. You can select Manual Entry or
Credentials List.

Credentials

* Credential type Manual Entry v
* Username

* Password

8. The following table provides the field description for adding ADC device details in the Credentials

section:

Yes

*Credential type

Dropdown Manual entry: NA
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The user should enter the username

and password.

sssssssssss

Password

Credential List:

The user can select the credential
details which are already stored in

the credential inventory page.

*Username Text Yes The user name of the device. NA

*Password Text Yes The password of the device. NA

9. If required, select the Sudo Auth checkbox in the Authentication details section to enable the Sudo

authentication for a non-root user credentials.

Authentication details

Sudo Auth O

10. Click Save.

Validating the NginxPlus Device Addition

After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
2. Search the device name and validate whether the device is added successfully.
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ADC Server WAF DNS Firewall Switch Router Proxy

Name Sync grouplcluster FQDN / IP address

® 192.168.31.92 192.168.31.92

® Nginx-V18 192.168.31.140

Cloud HSM

Vendor
@ NginxPlus
@ NginxPlus

Others

MDM

Modules
SLB
SLB

L] N O B  1wo202

Object count Version Status
5LB SERVER nginx-plus-r1l @ Managed
11 LB SERVER nginx-plus-rig-pl @ Managed

Device Group

» Group Overview

» Add an ADC Group

* Modify an ADC Group
 Delete an ADC Group

Group Overview

Device group functionality enables categorizing the ADC devices as per custom demands. For example,

ADC devices can be grouped based on business units, data centers, global locations, users, or

custom needs. This will be helpful in accessing devices of similar types. These custom device groups

are efficiently used while scheduling group-based backups and configuring a Heatmap Widgets for

monitoring health and triggering automation changes.

Add an ADC Group

To add an ADC group to AppViewX,

1. Click the EMenu > ADC+ > Asset Management > Device Group.

The Group screen opens.

2. In the ADC tab, click the + (Add) button in the Command bar.

3. On the Add screen, enter the name of the new group. (Recommended) Enter a description of the

group to help users identify it.

4. In the Device selection field, click the * (Assign item) icon beside each device you want to include in

the group.

5. When you have finished assigning devices to the group, click Save to add them to the system.



https://adminguide.appviewx.com/21.1-heatmap-widget
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( Note: Rather than adding devices manually, you can click the Add search string link and
create a search string that automatically assigns all existing devices that match the filter
criteria to the ADC group. The benefit of using a search string rather than selecting devices
manually is that the search string continues to work in the background, auto-assigning all new

devices to the ADC group if the devices match the search criteria you set up.
N J

Modify an ADC Group

To modify an ADC group to AppViewX,

1. Click the EMenu > ADC+ > ASSET MANAGEMENT > Device Group.
The Group screen opens.

2. If the ADC group whose details you want to modify is not displayed on the screen, use the search field
to locate it.

3. In the ADC tab, select the checkbox beside the name of the ADC group.

4. Click the Z Modify button in the Command bar.
5. On the Modify screen that appears, make whatever changes you want to the content.
6. Click Update to save your changes.

Delete an ADC Group

To delete an ADC group to AppViewX,

1. Click the BMenu > ADC+ > ASSET MANAGEMENT > Device Group.
The Group screen opens.

2. Select the checkbox beside the group you want to delete.

3. Click the | ™ (Delete) button in the Command bar.
4. On the confirmation screen that pops up asking you if you are sure you want to proceed, click Yes.
5. The group is then removed from the AppViewX system.



Chapter 4: CONFIG MANAGEMENT

» Backup Configuration
» Restore Configuration
» Compare Configuration

Backup Configuration

» Overview

» Backup Configuration Management - Overview

* Benefits of Configuring Backup

* Create a Device Backup Group

» Delete a Device Backup Group

« Edit the Details of a Backup Group

» Initiate Instant Device Backup

» Schedule a Device Backup

* View the Backup Schedule for a Device

» Delete the Backup and Restore History for a Device
» Download the Backup and Restore History for a Device
* View the Backup and Restore History for a Device

« Edit the Settings of the Backup Screen

Overview

Manage the complete backup of your devices stored in a central repository in AppViewX. Define your own
groups as per the business unit or data center and scheduled backups as needed.

The Backup groups are listed with the devices and their respective archives (with timestamp). Click on the
device name to get into the details - A detailed Archive management screen appears that allows you to
do the following:

« Click on the Archive to view the file/config within the archive.

» Download the complete archive or individual files.
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» Delete the selected archives

» Generate Instant backup
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Backup Configuration Management - Overview

Application Delivery Controller solution enables periodical backups to be done on a manual basis or with

a scheduling system, which ensures that the entire config archives of all devices are added and managed

in a central repository with AppViewX. Along with the ability to perform the backup, you can also restore

the archive back to the device either complete archive of device or object level (Virtual Server, Wideip,

Monitor, policy, etc.) based on the requirement (for example, restore only one virtual server that was

misconfigured during modifications).
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Benefits of Configuring Backup

- Ability to compare between two archives to see exactly what changes have taken place between the

time frame of archive 1 (vs) archive 2.

» Essential details can be viewed and downloaded as pdf such as the files within the backup folder bigip,

conf, etc. for your reference

- If the backup is scheduled on a regular basis, whatever misconfigurations or misbehavior of network

outage or power failure on the device can be recovered and restored for valid configuration data.

« Manage your network configuration by automating the backups, track and report network changes and

ensure they are compliant with the defined policies.

+ Audit the configuration drift and prevent unauthorized or unwanted changes by comparing the

configuration across devices visually and restore the changes to adhere to the standards.

Create a Device Backup Group

A device backup group is a container used to store all of the backups and restore records for a particular

group within the AppViewX system.

To create a device backup group,

1. Click the BMenu > ADC+ > CONFIG MANAGEMENT > Backup Configuration > Create Backup.

The Create screen opens.

~
( Note: Rather than adding devices manually, you can click the Add search string link and
create a search string that automatically assigns all existing devices that match the filter
criteria to the backup group. The benefit of using a search string rather than selecting devices
manually is that the search string continues to work in the background, auto-assigning all new
devices to the backup group if the devices match the search criteria you set up.
N /

2. Enter a name for the backup group.

3. (Recommended) Enter a description of the group that makes it easy for users to determine what sort of
device backups are found within the group.

4. Select the Device or Device Group radio button based on how you want to define the device backup.

5. In the Available devices field, click the * (Assign item) icon beside each device whose backups and

restores you want to include in the group.
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6. In the scheduling field, select either the Scheduler radio button and then set the frequency, starting
date, and time for the backups, or select the Generate now radio button to start the backup as soon as
you click Save.

7. In the Email configuration field, enter the email addresses, separated by commas, of all users who
should be sent a copy of the backup.

8. (Recommended) Enter a short, clear description in the Subject field so that it will help the recipients
understand why they are receiving the email: for example, "Weekly backup of ADC devices."

9. Click Save.

Note: You can customize the archive count for storing the daily, weekly, monthly, and yearly
backups individually. Using this feature, you can maintain scheduled archives without it being
overwritten by instant backups.

Delete a Device Backup Group

To remove a device backup group from the AppViewX system,

1. Click the BMenu > ADC+ > CONFIG MANAGEMENT > Backup Configuration > Manage
Backups.
The Backup tab opens.

2. Click the W (Delete) icon against the device backup group that you want to delete.
The Confirmation pop-up opens.

3. In the Confirmation pop-up, you have an option to enable Retain the generated backups. This option is
enabled by default.

[ Note: The retained backups will be moved to the Default group for later references. j

4. Click Yes to confirm that you want to delete the device backup group.

[ Note: To discard the deletion, click No. j

Edit the Details of a Backup Group

To edit the details of a device backup group,
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1. Click the BMenu > ADC+ > CONFIG MANAGEMENT > Backup Configuration > Manage
Backups.
The Backup tab opens.

2. In the list of backup groups on the screen, click the # (Edit) icon for the device backup group you
want to modify.
The Modify screen opens.

3. In the Modify screen, update description, add/remove devices, change scheduler interval, and Email
options.

4. Click Save.

Initiate Instant Device Backup

A device backup group is a container used to store all of the backups and restore records for a particular
group within the AppViewX system.

To create an instant device backup group,

1. Click the BMenu > ADC+ > CONFIG MANAGEMENT > Backup Configuration > Manage
Backups.
The Backup tab opens.

2. If the Backup tab is not displayed by default, click to open it.

3. In the list of backup groups on the screen, click the + (Expand) icon for the device you want to back
up immediately.

4. Click the Device name link in the table that appears.

5. On the Archive details screen that appears, click Backup Now.

Schedule a Device Backup

To schedule a device backup,

1. Click the BMenu > ADC+ > CONFIG MANAGEMENT > Backup Configuration > Manage
Backups.
The Backup tab opens.

2. Click the | ¥ Create button in the Command bar.
3. On the Create screen that opens, enter a name for the backup you are about to schedule.
4. (Optional) Enter a description of the backup.
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. In the Available devices field, click the * Assign icon beside each device you want to add to include

in the backup.

6. Select the Scheduler radio button.

7. Depending on how often you want to schedule a backup, select the Daily, Weekly, Monthly, or Yearly

10.

11.

radio button.

. Type the starting date of the backup or click the ) (Starting date) icon and select the date from the

popup screen that appears.

. Type the starting time for the backup or click the i (Time) icon and select a start time using the

sliding bars for Hour and Minute. When you are finished, click Done to close the popup screen.
(Optional) If you want certain users to be natified of the backup generation status (success or
failure) via an email, enter their email addresses separated by commas in the To field of the Email
configuration section, then enter a subject that will help the recipients understand why they are

receiving the email: for example, "Weekly backup of ADC devices."

Note: Email notifications will be sent for each device within the backup group. The successful

backup notification will have the archive attachment in .ucs format via email.

Click Save to finish scheduling the backup.

( Note:

» Rather than adding components manually, you can click the Add search string link and

create a search string that automatically assigns all existing devices that match the search
criteria. The benefit of using a search string rather than selecting devices manually is that
the search string continues to work in the background, auto-assigning all new devices to the
backup if the devices match the search criteria you set up.

» The minute bar has only two settings: to the left, representing the top of the hour (:00) and to

the right, representing half-past the hour (:30).
N J

View the Backup Schedule for a Device

To view the backup schedule for a device,

1.
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Click the EMenu > ADC+ > CONFIG MANAGEMENT > Backup Configuration > Manage
Backups.
The Backup tab opens.
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2. In the Backup tab, Hover your mouse over the "= calendar icon of the device whose backup
schedule you want to view.
3. A popup box appears, listing the frequency, start date, and start time of backups for the selected

device.
Backup Restore Compare Work orde
a10 ‘j‘q R O +
avi Schedula ';:?r. P a +
Stard Date - 41132017
Citrix Time: : &30 PO +
5 i £ 0O +

Note: If a device has no backups scheduled, no calendar icon appears in its row in the device

table, as is the case for the al0 device that appears in the image above.

Delete the Backup and Restore History for a Device

1. Click the EMenu > ADC+ > CONFIG MANAGEMENT > Restore Configuration.
The Restore tab opens.
2. In the list of backup groups on the screen, click the + (Expand) icon for the device backup group
whose backup and restore history you want to delete.
3. In the table that appears, click the Device Name link for the device whose history you want to delete.
4. On the Archive details screen that appears, click the Delete button.
5. On the popup screen that appears, click Yes to confirm that you want to delete the backup and restore

history for the device group.

Download the Backup and Restore History for a Device

1. Click the Bl Menu > ADC+ > CONFIG MANAGEMENT > Restore Configuration.

The Restore tab opens.

2. In the list of backup groups on the screen, click the + (Expand) icon for the device backup group that

contains the device whose history you want to download.
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3. In the table that appears, click the Device name link for the device whose history you want to
download. The Archive details screen appears, listing all of the back-ups and restore events for the
device.

4. Perform one or both of the following download actions:

« Scroll through the date range at the top of the screen, click on a specific date, then click the
Download button to download all backup and restore events that occurred on that date for the

device.

* Use the search field and calendar filter to locate specific backups or restore events based on
filename, file path, or date range, then click the & (Download) icon for each result you want to

download.

View the Backup and Restore History for a Device

1. Click the Bl Menu > ADC+ > CONFIG MANAGEMENT > Restore Configuration.
The Restore tab opens.

2. In the list of backup groups on the screen, click the + (Expand) icon for the device backup group that
contains the device whose history you want to view.

3. In the table that appears, click the Device name link for the device whose history you want to view.

4. The Archive details screen appears, listing all of the back-ups and restore events for the device.

5. (Optional) Use the search field and calendar filter to locate specific backup or restore events based on

filename, file path, or date range.

Edit the Settings of the Backup Screen

The device backups are referred to as Archives. Customize the Archives limits per device (maximum of
80 archives per device can be configured) through the customization option. Upon crossing the limit, the
oldest archive will be overwritten automatically. You can also distribute the archive count against Daily,
Weekly, Monthly, and Yearly flags so that scheduled archives are not overwritten soon. Save the changes

upon configuration.

To edit the settings of the Backup screen, complete the following steps:

1. Click the Bl Menu > ADC+ > CONFIG MANAGEMENT > Restore Configuration.
The Restore tab opens.
2. In the Sub Systems column on the left, click ADC (default tab).

3. Click the | " | (Settings) button in the Command bar.
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4. On the Settings popup screen that appears, select the number of archives you want to keep for each
device: you can choose to keep anywhere from 1 to 80.

5. Select the Display warning messages when overwriting the archives checkbox if you want users to be
warned whenever they are about to overwrite an archive.

6. Click Submit to save the settings.

Restore Configuration

 Restore Configuration - Overview
» Restore and Rollback a Device

» Restore and Rollback an Object

Restore Configuration - Overview

AppViewX allows you to restore configuration backups on ADC devices. It supports device-level to
overwrite the complete device config and as well object-level restoration to restore a particular Application
that is failing or detected with an unwanted change.

Restore and Rollback a Device

Restore the configuration of the ADC device from current config to a preferred config. AppViewX enables
to compare the configuration before proceeding with the restoration. During a restore, AppViewX will take
a backup of the current configuration that is to be used during rollback.

On proceeding with restore, a Work order will be generated in AppViewX to track progress. On a
successful restore, required configurations will be updated in the device. In case of failure, an automatic
rollback will be initiated by AppViewX.

To restore a device, complete the following steps:

1. Click the EMenu > ADC+ > CONFIG MANAGEMENT > Restore Configuration.
The Restore tab opens.

2. Select the Restore Type: Device.

3. Enter the Device name.

4. In the date range field that appears below the Device name field, click the date you want to restore the
device or object to.

5. Leave the default value in the Restore to field.
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6. Click Proceed.

7. The screen refreshes and displays a Configuration in the latest archive field, which should show the
backup you selected. The table below shows all of the files contained in the backup and displays
yellow circles beside each file that has been modified since the backup was taken and red circles
beside each file that has been removed since the backup date.
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8. At the bottom of the screen, enter a reason for restoring to the backup.
9. Click Restore.
10. Validate the changes against the latest backup and the configuration that is going to be restored. Enter
a reason for restore and proceed.
11. AppViewX will proceed with restoring the entire configuration file or the particular configuration of the

objects in a step-by-step manner.
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12. A Work Order ID will be generated to track the progress at anytime. (Track the IDs in the Work order
tab)

13. During restoration, if AppViewX identifies any issues, an automatic configuration Rollback will be
triggered, which can be tracked in the work order.

14. A manual Rollback can also be initiated on a need basis.

Restore and Rollback an Object

Restore one or more Application services configurations from the current config to a preferred config and
apply it on multiple devices. AppViewX enables to compare the configuration before proceeding with the
restoration. During the restoration, the complete hierarchy of the selected object(s) will be restored in a
step-by-step manner. AppViewX will consider the recent device backup as the source to roll back the
configurations. On successful restore, configurations will be updated in the device. In case of failure, an
automatic rollback will be initiated by AppViewX.

To restore an object, complete the following steps:

1. Click the = Menu > ADC+ > CONFIG MANAGEMENT > Restore Configuration.
The Restore tab opens.

2. Select the Restore Type: Object.

3. Select the Source device, Archive to be used for restore.

4. Select the objects that need to be restored.

5. Select the destination devices (it could be one or more devices), and then click Proceed.
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6. The screen refreshes and displays a table that compares the latest device backup and the selected
archive configuration with change highlighted. Each object can be expanded and viewed:

« Yellow - Modified line

» Green - Added line

* Reg - Deleted line
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7. Validate the changes against the latest backup and the configuration that is going to be restored. Enter
a reason for restore and proceed.
8. AppViewX will proceed with restoring the particular configuration of the objects selected in a step-by-
step manner.
9. A Work Order ID will be generated to track the progress anytime. (Track the IDs in the Work order tab)
10. During restoration, if AppViewX identifies any issues with respect to even one of the objects, an
automatic configuration Rollback will be triggered, which can be tracked in the work order.
11. A manual Rollback can also be initiated on a need basis.
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Compare Configuration

» Compare Configuration - Overview

» Compare Device Backups

» Compare Multiple Configurations of an Object

» Compare Configurations of Custom Environments

» Enforce Golden Config Compliance

Compare Configuration - Overview

AppViewX platform enables you to compare the complete configuration of load balancers within or across
multiple devices through previous backups. It indicates the files that are modified and also provides an
option to drill down into the actual configuration change. Ensure the changes are validated and generate
reports out of it.

AppViewX allows the configuration to be compared for the entire Device, Specific object within the

device, or a custom Environment as per the need.

Compare Device Backups

To compare backups for the same or different devices,

1. Click the = Menu > ADC+ > CONFIG MANAGEMENT > Compare Configuration.
The Compare tab opens.

2. On the Compare screen that opens, select the Compare Type: Device, Object, or Environment.

3. Select the Device names for which the configuration needs to be compared. The devices that have
valid backups generated will be listed here.

4. In the Device name field, enter the name of the first device whose backup you want to compare.

5. In the Archive 1 field, select the first backup in the comparison.

6. In the second Device name field, enter the name of the second device in the comparison. If you want
to compare backups from the same device, enter the same name you entered in Step 4.

7. In the Archive 2 field, select the second backup in the comparison.

8. Click Compare.
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9. A table appears at the bottom of the screen, showing all of the files contained in the two backups you

selected. The files are compared globally and a change summary is listed,

» Yellow - Denotes the modifications
« Green - Denotes the new additions

» Red - Denotes the deletions

Note: Click on the Modified summary for a line-by-line comparison of a particular file that is labeled

as modified. This will help us to which line of the configuration is modified exactly thus helps to
troubleshoot changes faster.

10. Click on the File name to get the configuration details.

11. Change the Archive name to compare against a different configuration backup.

12. Get the high-level device file summary and it can be exported using the Export as PDF option.

]

Aschive 1= 192180041 713 024000 ME0X03P... Aachive 2 19218015000 D40 DRAOT-22 ... Changs wumumary




CONFIG MANAGEMENT

Compare Multiple Configurations of an Object

Compare the object-level configuration of load balancer devices using previous backups or the latest

configuration in AppViewX. Ensure a particular object (Say iRule) config is compliant across all the

devices in a business unit. You can also track the exact configuration changes on your application by

comparing them against all the recent archives.

To compare multiple configurations of an object,

. Click the Bl Menu > ADC+ > CONFIG MANAGEMENT > Compare Configuration.

The Compare tab opens.

2. Select the vendor whose objects you want to compare.

. Select the object type you want to compare. The possible object types are Widelp, GTM Pool, GTM

Server, GTM Monitor, GTM iRule, VirtualServer, LTM Pool, LTM Monitor, Profile, LTM iRule, LTM
iRule Class, LTM Policy, LTM Persistence, Traffic Record, Traffic Region.

. Click the Object Name dropdown list and select the name of the object whose configurations you want

to compare.

. In the List of Devices field that appears, click the first Device Name dropdown list and select the first

device you want to use in the comparison.

. If you want to compare configurations of the same device over time, choose the device you selected in

Step 8.

7. In the Archive Name field, select the first configuration you want to use in the comparison.

8. In the second Device Name dropdown list, select the second device you want to use in the

10.
11.
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comparison.

. In the second Archive Name field, select the configuration you want to compare the first configuration

to.

Click the . ¥ |Add button to add more configurations of an object.
Click Compare.
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13. A maximum of five archives can be compared.
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Compare Configurations of Custom Environments

AppViewX allows you to compare the custom environment configuration. A custom environment could
be specific to a business unit comprising specific devices and objects. You can import the custom
environment details (devices and objects) into AppViewX in the form of an Excel file and compare the

source and destination environment configuration of F5.

To compare configurations of custom environments,
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1. Click the Bl Menu > ADC+ > CONFIG MANAGEMENT > Compare Configuration.
The Compare tab opens.

2. In the Compare Type field, select the Environment radio button.

3. Click the |E| icon beside View Parameters section to expand it.
The Current Parameters table is displayed.
4. In the table, you can export, import, or delete parameters; download the sample using the buttons on

the top-left corner. You can also right-click inside the table to delete a row; select, delete or unselect a
column.

Torpary

5. Click Import Parameters.

6. Click Compare to compare the source and destination environments.

7. Select the environment names, device names, and object names to be compared from the respective
dropdown lists in source and destination environments. A line-by-line comparison will be displayed
below each environment with the following color coding:

» Green - Denotes the new additions
* Yellow - Denotes the modifications

* Red - Denotes the deletions

8. If required, you can click the (Export to PDF) button to download the comparison report to your
computer.
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Enforce Golden Config Compliance

A “golden” configuration is a configuration version that can be used as a standard configuration for error-

free and rapid deployment. Automation workflows help you create golden configurations adhering to

organizational policies.

For more details, see the Enforce Golden Config Compliance in the Workflow section.
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Chapter 5: AUTOMATION

» Workflow Catalog
» Workflow Request

Workflow Catalog

The AppViewX Platform helps Enterprise IT manage, automate, and orchestrate application delivery

services.

Key Advantages:

- Abstract hardware, software, open-source, and cloud solutions from end-users requesting application
delivery services

» Orchestrate how GSLB, DNS, load-balancing, firewall, WAF, certificate, network, ITSM, and notification
services are leveraged in the multi-cloud infrastructure.

* Integrate industry-leading ITSM and notification services into automation workflows.

« Expose network infrastructure services to DevOps tools like Ansible, Terraform, Chef, and Puppet.
» Build repeatable and compliant infrastructure with workflows that map to your business process.
+ Use the business process to enforce how compliance is achieved in multi-cloud data centers.

» Automate how unused resources are returned back to the application delivery infrastructure.
 Enable end-users to self-service and launch automation from application-centric views.

» Enable common load-balancer and DNS service requests to be self-serviced by application and
operation teams.
» Minimize the operational expense of maintaining automation workflows when changing vendors or

versions.

» Automate and Self-Serve ADC deployments with Pre-packaged Workflows
* Orchestrate Changes in App Delivery and Enforce Deployment Standards
» Self-Servicing through Custom Workflows

» Self Service App Catalog
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Automate and Self-Serve ADC deployments with Pre-packaged Workflows

AppViewX is a true multi-vendor platform for managing the ever-evolving complex enterprise
infrastructure. As your application delivery infrastructure becomes progressively more complex,
enterprises must turn to network infrastructure management and automation solutions to ensure
successful deployments. AppViewX offers a suite of tools for organizations striving to become true digital
enterprises.

The AppViewX platform will help you automate third-party, best-of-breed, and open-source network
services like those provided by application delivery controllers, security devices, certificate authorities,

DNS servers, routers/switches, and more.

The AppViewX platform integrates with other best-in-class IT service management solutions to govern
and record service requests in the larger automated workflow. It can be leveraged to help users move
faster, eliminate errors, and reduce costs, making it the best choice for enterprises working to adapt to
new technologies, processes, and application delivery expectations.
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» Upgrade of Load Balancers

* CVE Reporting

Workflow Catalog Page

AppViewX offers Visibility on the One-touch Automation solution offerings to address network and
application service requests. The offerings are available in the Request catalog page. Click Menu >
ADC+ > AUTOMATION > Workflow Catalog > View/Run. The automation offerings (workflows) are
controlled by AppViewX’s modern RBAC control feature, thus providing individuals groups to maintain

and access their own workflows.

Multi-vendor ADC Application Deployment

As the application deployment in enterprises is complex, time-consuming, and cumbersome, AppViewX’s
automation solution helps in speeding up the process to bridge the isolation across multiple teams that
are involved in application deployment. AppViewX also integrates with leading technology and best-in-
class IT service management solutions to govern and record service requests in the larger automated
workflow. It can be leveraged to help users move faster, eliminate errors and reduce costs.

The prebuilt automation workflows deliver the following when it comes to Application deployments,

+ Creation/Modification/Deletion of WidelPs and Virtual Servers on AppviewX managed ADC devices
through simple, self-service forms.

« Integration with DDI (Bluecat, InfoBlox), and ITSM (ServiceNow) enabling a consistent change
management control and governance.

« Integration with AS3 (declarative approach) for faster Application deployment by enabling Creation/

Modification/Deletion of BIG IP Application Services.
To access the prepackaged workflows, click = Menu > ADC+ > AUTOMATION > Workflow Catalog

> View/Run. The workflows are grouped as per the vendors, select the required flow and invoke the

required flow to deploy/manage an application.
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Refer to Visual Workflow Guide for creating workflows

https://pages.appviewx.com/rs/249-TWN-899/images/Guide_App_Provisioning_Automation
%20Workflow_AppViewX.pdf.

* Process Flow for Create Virtual Server (sample)

Process Flow for Create Virtual Server (sample)

The Create Virtual Server workflow creates a virtual server and associates it with profiles, monitors,
pool, and pool members in F5 LTM using Infoblox and ServiceNow integration. It uses a simple, self-
service based approach to gather application-provisioning requirements and generate vendor-specific
configurations or REST APIs. This self-service workflow filters F5 ADC devices based on the user’s
access permissions, defined by Role-Based Access Control (RBAC). The platform integrates with IPAM
systems like Infoblox, which allows users to reserve a free IP address from the available address pools

and create DNS binding for the new virtual server in Infoblox.

The workflow also includes an option to create or bind existing profiles and monitors to the virtual server
and allows users to create change request tickets in ITSM systems -like ServiceNow for approvals and
tracking. The service request change ID is associated with the work order and is updated based on the

implementation status.
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Refer to Automation Guide for more detail.

Enforce Golden Config Compliance and Migrate Configurations

In this digital world, organizations depend on the continuous availability of applications and networks for
business success. The advent of digitalization has changed the way the network is being managed. In
heterogeneous networks, network leaders face various challenges in properly managing configurations,
carrying out changes, ensuring compliance to regulations, and minimizing network downtime triggered by

human errors.

AppViewX offers a Prepackaged ‘Golden Configuration Compliance on F5 BIG-IP’ workflow to run a
compliance check across all the managed F5 BIG-IP devices. The workflow is designed to validate the
system-wide configurations on F5 Devices for configuration standardization or compliance purposes.

Thus maintaining the Integrity and security of an enterprise-level infrastructure.

Click Menu > ADC+ > AUTOMATION > Workflow Catalog > View/Run > F5 BIG-IP System >

Compliance. Invoke the workflow ‘F5 BIG-IP Golden Config Compliance’.
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- Create golden configurations adhering to your organizational policies and store different file variants in
the AppViewX collection module.

 Execute the workflow by selecting the Golden configlet file (Choose an existing file or create new) and
the devices on which it needs to be applied. AppViewX validates the system-wide configurations on F5
Devices for configuration standardization or compliance purposes.

» AppViewX generates a standard config and pushes it to the end devices based on approvals.

Refer to Automation Guide for more details.

» Compare Configurations in workflows

Compare Configurations in workflows

AppViewX provides a flexible component (Diff checker) to validate the configuration changes over time.
As avoiding configuration drift is a major challenge, AppViewX’s visual comparison tool that could be
integrated into the workflows helps to overcome this scenario and ensures devices are compliant. Access
the component by navigating to Menu > Studio > Workflow > Create > Diff checker component. Drag

and Drop the component into the required workflow wherever comparison is needed.

It allows static and dynamic comparison of configurations across two to five devices and objects. Diff
View provides a side-by-side comparison of configuration files in a single view. And, it also highlights the
configurations that are added, modified, or deleted in different color codes.

With Diff Checker, the AppViewX platform helps to perform compliance configuration checks across

devices and allows the configurations to adhere to standards.
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- Validate configuration changes between pre-validation and post-validation stages

- Validate for configuration changes between implementation and rollback stages

- Validate for configuration changes between multiple peer reviews within an automation process
« Validate if device configurations are compliant with the standard golden configurations

Optimize Load Balancer with Unused Object Decommissioning

Manage unused configurations during hardware replacement or version upgrades to optimize your load
balancers. Set of Virtual Servers/Objects that do not handle traffic for a certain period of time (three
months or more) are often referred to as unused objects. Unintentionally maintaining these inactive
objects leaves many unwanted IP ports open and their IPs unused and also incur overhead costs for the
enterprises. With AppViewX'’s Application Delivery Automation solution, decommissioning virtual servers

can be done in a standardized and automated way.

* Automate the Decommissioning of Virtual Servers

Automate the Decommissioning of Virtual Servers

Invoke AppViewX'’s Prepackaged workflow solution or customize it accordingly to automate the
decommissioning of the virtual IPs identified either individually or in bulk. The unused or free IPs are then

moved to IPAM systems.

» AppViewX generates the list of unused objects, Disable and Decommission them automatically based
on approvals resulting in,
» More efficient allocation of IP resources. Unused IPs can be used elsewhere
* Reduced service costs

« The elimination of unnecessary management and monitoring overhead
Click = Menu > ADC+ > AUTOMATION > Workflow Catalog > View/Run. Search for the workflow

Get Unused LTM VIP and Delete, Get Unused LTM VIP and Notify, Disable F5 LTM VIP, or Disable and
Delete F5 LTM VIP.
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Refer to Automation Guide for more Details.

Upgrade of Load Balancers

AppViewX simplifies patch upgrades and version upgrades to the latest F5 version with minimum
application downtime. Using AppViewX, you can migrate configurations across different platforms, such
as BIG-IP virtual editions and BIG-IP hardware, including the new iSeries platform. Migration through

AppViewX ensures clean installation and eliminates errors.

Upgrading F5 BIG-IP devices to their latest versions is a complex, multi-step process involving pre-
migration validation checks, UCS back-ups, storing and managing UCS files, updating configurations,
and post-migration validation checks. With the phase-out of F5 BIG-IP v10, AppViewX is offering a way
to seamlessly transition to F5's latest platforms. By enabling end-to-end automation, organizations can
now take advantage of the new features software enhancements can bring, without undergoing a tedious,

error-prone migration process.

Click = Menu > ADC+ > AUTOMATION > Workflow Catalog > View/Run > F5 BIG-IP System >
System. Invoke the workflows Software upgrade on HA BIG-IP devices or Software upgrade on

Standalone BIG-IP devices.

The workflow will do necessary Pre checks, Transfer the required software image to the end device,
Install the Image, Reboot & Reactivate the license and perform the post validation checks to ensure
device configuration is not disturbed. If required, you can customize the steps with a simple drag and drop

option and create your own custom flow or add additional approvals.
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Refer to Automation Guide for more details.

CVE Reporting

The vulnerabilities are informed in the form of reports known as Common Vulnerabilities and Exposures
(CVE). At AppViewX, we have designed industry-leading methods where the entire process of validating

the CVEs and upgrading an ADC to patch the vulnerabilities is automated from end to end.

You can manage and automate your ADC upgrades with simple task flows which can also be customized
as per your requirements. The methods employed by AppViewX are verified, reviewed, and are updated
every time we come across something better. Our product allows you to get timely updates from official
sources on the latest vulnerabilities that can be obtained whenever you want them. We deliver better than
the age-old method of manually checking for vulnerabilities for every single device that you use with just
one workflow that brings all that information right to you with ease. To keep track of insecure devices,

the discovered vulnerabilities are validated against the ADCs handled in AppViewX, and timely/intuitive
reports with severity and suggestions are provided. Post this, upgrades are made to the recommended
path version using AppViewX's seamless upgrade flows to resolve the discovered vulnerabilities.

To access the prepackaged workflows, click = Menu > ADC+ > AUTOMATION > Workflow Catalog
> View/Run. The workflows are grouped as per the vendors, select the required flow and invoke the
required flow to deploy/manage an application.


https://adminguide.appviewx.com/21.1-software-upgrade
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Orchestrate Changes in App Delivery and Enforce Deployment Standards

* Orchestrate Application Delivery in Multi-Cloud Environments
* Orchestrate Application Delivery with DevOps Integration Tools
» Connecting AppViewX with Ansible

* Orchestrate with Ansible Integration

Orchestrate Application Delivery in Multi-Cloud Environments

AppViewX accurately abstracts hardware, software, open-source, and cloud solutions from end-

users requesting application delivery services and can be used by business processes to enforce how
compliance is achieved in multi-cloud data centers. It can be efficiently used to orchestrate how GSLB,
DNS, load-balancing, firewall, WAF, certificate, network, ITSM, and notification services are leveraged in
the multi-cloud infrastructure. Through the pre-packaged solutions, enforce deployment standards defined

by an organization and orchestrate changes without compromising on security.
Build your own end-to-end orchestration services through the pre-defined solution components available

in the Workflow module. Click = Menu > Studio > Workflow > Create Flow. Drag and drop the
components as needed to build your own service.
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Refer to Automation Guide for more detail.

Orchestrate Application Delivery with DevOps Integration Tools

AppViewX exposes the network infrastructure services to DevOps tools like Ansible, Terraform, Chef, and
Puppet. It integrates with the tools to build repeatable and compliant infrastructure with workflows that
map to your business process. Enable end-users to self-service and launch automation from application-
centric views and Automate the ticketing and governance of DevOps service requests with ITSM tools.

Advantages of using DevOps tools with AppViewX:

« Highly scalable and adaptive

« Zero learning curve

« Define once, deploy everywhere

» DevSecOps-friendly

* Application-centric visibility

« Context-aware troubleshooting and auto-remediation
« Centralized management and extensive integrations

« Comprehensive network and application security management
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For more information, click here.

Connecting AppViewX with Ansible

AppViewX can be run on the same control node where Ansible is installed. AppViewX can function as
both Northbound and Southbound for Ansible.

AppViewX as the automation controller; Ansible as Southbound:

* You can import Ansible playbooks into AppViewX and call the appropriate ones to construct workflows
in the Visual Workflow builder. You can also view and edit the playbook contents from inside AppViewX.

Examples:

» Application provisioning across F5 BIG-IP LTM, AFM using Ansible playbook.

« Instantiate a new server on AWS using AppViewX and Ansible
AppViewX as the orchestration controller; Ansible as Northbound:

* You can download an Ansible module file and a sample YAML file for the required AppViewX workflow
on demand. Upload the Ansible module files onto the Ansible Server, provide input using the sample
YAML file and execute the module file (playbook) on the Ansible server.

Examples:

« Application provisioning across F5 BIG-IP LTM, AFM
« Automating server instantiation and pool member addition using Ansible
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Refer to Automation Guide for more detail.

Orchestrate with Ansible Integration

AppViewX integration with Ansible playbooks makes end-to-end network automation more intuitive,

flexible, and user-driven.

« Integrated automation approach to aligning and achieving business goals
 Implement automation with AppViewX and Ansible for continuous delivery

Ansible - Ansible can be used to automate specific instances in the network, like configuring switches ad-
hoc and opening firewall ports. Ansible’s CLI-based automation has the capability to drill deep into the

network, and since it's agentless, can be used on any device from any vendor.

AppViewX - AppViewX is an end-to-end low-code network orchestration and security solution. It handles
high-level network operations like real-time monitoring and reporting, key/certificate provisioning and
management, context-aware troubleshooting and auto-remediation, and self-servicing capabilities. While
Ansible (Core) is CLI-based, AppViewX is GUI-based. It uses REST API to connect with third-party tools
and cloud platforms

Self-Servicing through Custom Workflows

Increase the operational efficiencies of your organizations by enabling self-servicing through AppViewX'’s
custom workflow capabilities. The workflow-centric automation leverages various components of the
network infrastructure and helps in defining a logical flow of activities or tasks needed to deliver a service
from start to finish.

The workflow studio is a repository that contains all the pre-packaged and custom workflow solutions.
Manage your workflows from this studio and Create, Delete, Edit, Enable, Disable, or Clone the workflows
as needed.

* Design Custom Workflows

Design Custom Workflows

Automate your network infrastructure business process and enable Self Servicing for Application teams
through the creation of custom workflows.

AppViewX's Visual Workflow tool provides an intuitive system for designing self-serviceable, event-driven,

intelligent, and automation workflows. It enables operational agility and service efficiency in the various
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stages of network and application service delivery. It helps to accelerate time-to-value by providing
everything needed for the complete automation of application delivery network infrastructure.

Click = Menu > Studio > Workflow. Start to design your custom workflows. Following are some of the
capabilities available in the workflow studio.

« Design workflows using the library of tasks supporting multi-vendor ecosystem on F5, AVI, A10, Citrix -
Solutions, and Libraries

« Intelligent work order execution - execute tasks sequentially or in parallel

« Build custom Email tasks in each stage with required parameters

« Validate configuration changes using Pre and Post validation checks

» Configure Reviews/Approvals at each stage to execute a change

* Plug and Play integrations into ITSM systems - Service NOW, Jira, etc.,

* Plug and Play integrations into DDI systems - Infoblox, Bluecat, QIP, etc.,

« Design Rollback workflows in case of execution failure or on a need basis.

Key Advantage:

* Build custom, event-driven automation using pre-built tasks and workflows

* Integrate with ITSM tools for ticketing and governance or send an email and Slack messages
» Expose a catalog of service requests for network security management

« Enable self-service to automation workflows with user-friendly forms

Self Service App Catalog

AppViewX provides a one-stop portal with all the service offerings in the form of low code pages to enable
self-servicing for the end-users (like App owners, Network Engineers, CA, Admin, etc.) in a simplified and
intuitive manner. There are Out of the Box catalogs and as well option to customize catalogs as per the
organization standards. Access the opinion through Menu > Studio > Pages.

Benefits

* An intuitive self-service portal to access all service offerings for employees, and partners via Single
Pane of Glass.

 Customer Experience — Users only see services that are available to them, described in business terms
they understand.

« Build your own App catalog/portal.
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« Configurable Catalog page that allows for personalized task views.
 Low Code designer portal — Low Code and configurable toolsets, allowing users to brand Catalog
solution so it feels familiar and intuitive for the end-users.

» Self Service Catalog for ADC Roles
 Design Your Own App Catalog

 Publish and Share the Catalogs to End-users

Self Service Catalog for ADC Roles

AppViewX provides out of the box self-service catalog page for the ADC Roles based on the permissions
assigned. Refer Rolesfor more details about the out of the box roles.

Access the catalog through, Menu > Studio > Pages > ADC store.

P banagid ADS Aderin Apubslat s blanager

The catalogs comprise all following relevant functions and the life cycle of Application delivery presented
in the form of a journey thus enabling a seamless self-servicing experience to the end-users. The
catalogs could be cloned to achieve any sort of customization.

+ Discover/Onboard
« Discover Devices
» Onboard users and control access
» Application Visibility — Control Center engine

 Monitor - Application delivery reporting
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« Health Reports
 Performance Reports
« Drift and Alerts
+ Application Management and Monitoring
« Build Application View/Traffic Failover Widgets
« Build Live Traffic Monitoring Widgets
+ Build Application Dashboards
» Automation and Self-servicing workflows
+ Configuration management

- Application, Device Alerts, and Remediation

Design Your Own App Catalog

On clicking design, you will have options to design a custom app catalog. Define a name and description

for the catalog. Drag and Drop some of the following components to build a catalog,

 Custom Branding

« Drag and Drop Reports/Workflows

» Enable Quick links to the solutions

+ Configure External links

» Embed Page/Logo/Widget

« Design custom section using HTML editor palette

« Tab menu component for Horizontal, Vertical tab menus

Publish and Share the Catalogs to End-users

Assign/Share the custom catalog page/workspace to specific user groups, users. The users with the

shared pages can start accessing the functions available in the pages based on their RBAC.

The catalog page could also be set as a landing/home page to enable a simplified journey to your end-

users.

Refer to Pages Guide for more detail.

Workflow Request

You can group your workflows accordingly and create a workflow catalog. The list of grouped workflows in

the catalog will be displayed in this section.
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» The Workflow Request section displays the total number of All, Open, Closed, and Failed requests,
clicking upon these tabs displays the corresponding workflow details in a table.
* You can also perform the following tasks:

* Right-click the Request ID and select one of the following options from the pop up that appears:

* Rollback - Triggers an alternative rollback workflow that you have added or imported for the
workflow.

 View details - Displays all the tooltips configured in the Global variables.

T

Emquast 1D Workdlam Crmatd By Cruwted time Lant wpdated Status Rl B0 Activity lag

apyr L L 2 2 4P & ]
m ot it . : . : 2 i

» From the Request ID column, you can click on the request for which you want to view the details. On
the tabs in this screen, you can perform the following tasks:

For the workflow(s) containing grid component(s) and script(s) to generate data, you can click the
(Download) button to save the data to PC in XLS or CSV file format.

» Search for a request using the Search field.

» Click the (Filter) button to select the options you want to use to sort the requests.

Mone selected -

Select all
Reguest ID
workflow
Created by
Created date

Status
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Chapter 6: ALERTS & LOGS

» Alert
* Logs

Alert

* Alerts Overview

* Create an ADC Alert

* Create a Syslog Alert

» Email/SNMP Alert Notifications
* AppViewX Alerts

Alerts Overview

Alerts are a construct intended to inform administrators of significant events or complications that occur
within the application. AppViewX provisions Proactive Application Service Monitoring & Alerting for quick
remediation.

Alerts could be raised based on various metrics. In AppViewX, alerts are Device and Application based
and each has its severity level. Severity levels are as follows:

« Critical
« Fatal
* Major

* Minor

AppViewX receives alerts only for devices that have been subscribed to AppViewX.

Create an ADC Alert

To create an ADC alert,

1. Go to Menu > ADC+ > ALERTS & LOGS > Alerts.

2. Click | (Settings) icon on the top.
3. On the Settings screen that opens, click the ADC tab if it is not already open.
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In the Alert name box, enter a name for the alert.
In the Alert message field, enter the message that users will receive for the alert.
In the Trigger region, in the Alert category field, you can choose from Threshold Alert, Application

Alert, and Device Alert.

o ™
Note: Rather than adding objects manually, you can click the Add search string link and create

a search string that automatically assigns all existing objects that match the filter criteria to
the alert. The benefit of using a search string rather than selecting objects manually is that the
search string continues to work in the background, auto-assigning all new objects to the alert if

the objects match the search criteria you set up.
- J

. From the Alert severity dropdown list, select one of the following options:

- Critical - For issues that are causing disastrous results or impacts on functionality. These are top

priorities and must be resolved immediately.

» Fatal - For issues that can cause disastrous results or impacts on functionality. These are a major

priority and should be resolved soon.
» Major - For issues that are important and require a resolution, but that is not the highest priority.
» Minor - For issues that are of low priority and need a resolution.

- Notification - For issues that are not alerts or warnings, but which must eventually be addressed.

8. In the Vendor field, select from the vendor whose device or devices you want to set an alert for.
9. In the Object type field, select the vendor object that you want to set an alert for. The contents of this

10.
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field vary depending on the vendor you selected in the previous step.
In the Available field, click the * (Assign) icon beside each object/device you want to add to the alert.

The following Alert conditions are applicable only for the Threshold alert.

. M
Note: To add another condition to the alert, click the (Add) button, then in the Logic field

select AND or OR to define the relationship between the first condition and the second. AND
relationships require both conditions to be met for an alert to be sent, OR relationships require
that only one condition be met for an alert to be sent. Only based on the above user-defined

conditions, threshold alerts will be raised in AppViewX.
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« In the Alert interval field, select how often you want the system to check for breaches of the

threshold levels that you are about to define. Checks can be set to occur every 10, 20, 30, 40, 50, or
60 seconds.

« In the Cool off the period field, select how much time the system should wait before sending another
alert about a continuing threshold breach: 10, 20, or 30 minutes.

« In the Statistics field, define the conditions that will generate an alert by selecting values in the
Statistics, Operator, and Value fields.

11. To send an email alert, SMTP must be configured. Refer to the Configure SMTP for Email Alerting

topic for details on how to do this. When you have finished, complete the following steps to use email
as an alert method:

* Select the Email Configuration checkbox.

* In the Email Address field, enter email addresses to send the alert. Use commas to separate the
addresses.

« In the Subject field, leave the default text or enter the text that briefly describes the kind of alert the
user is receiving in their Inbox.

12. To use the Simple Network Management Protocol (SNMP) to send the alert, complete the following
steps:

« Enter the Destination IP for the alert.
« Select the Version of SNMP you want to use: V1 or V2.
- Enter the port of the alert that should be used for the alert.

 Enter the Community String for the alert. The string is similar to a user ID or password and allows
users to access the requested information on the device.

13. Click Add to save the alert to the AppViewX system.

~
( Note: For the Application and Device alert, when any user executes changes on the
configured application/device(s), AppViewX sends a notification based on the appropriate
actions associated with the alert (Email/SNMP). Only the changes that are executed via
AppViewX will be tracked and notified.
N /

Create a Syslog Alert

AppViewX subscribes to all device-level logs, where it acts as a syslog listener. The logs of any
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devices added in AppViewX can be viewed as syslog by navigating to Logging->Syslog. However,
devices tend to generate huge amounts of data, a Syslog alert is a convenient way to get notified about
a specific event that is of importance to you. It also allows for a closed loop remediation by associating
workflows.

To create a syslog alert,

1. Go to Menu > ADC+ > ALERTS & LOGS > Alerts.

. [al} . .
2. Click on e (Settings) icon, and then Syslog tab.
3. Provide an Alert Name and Message.

4. Mention the Severity, it could be one or multiple.

5. Configure the critical Device/Applications that need to be monitored.
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Erigger

Action

Adert name Alert deacription Alert perwericy Wioarkflow Imad SR Setaile

6. Add the Pattern/Regex that needs to be monitored on the Syslog received. Multiple strings can be
provided with comma-separated, which will be considered as Boolean AND operator.
7. Following are some of the alerts that can be configured,

» Sample syslog - <133>Sep 19 04:24:38 bigip-40-152 notice mcpd[6046]: 01070417:5:
AUDIT - user admin - transaction #84153993-4 - object 0 - create { virtual_server_profile

{ virtual_server_profile_vs _name \"/Common/testVs\" virtual_server_profile_profile_name
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\"/Commonl/tcp\" virtual_server_profile_profile_type 5 virtual_server_profile_profile_context 0 } }
[Status=Command OK]\n

« For instance, if the Syslog alert is configured for the object and the Regex pattern is given as “create”
Whenever an object is created and a Syslog is received for that object as above. An alert will be
raised for the same and notified to the user.

8. You can also pass certain metadata from the alert to the workflow. In the Metadata section, enter a key
and its associated value in the respective fields. This is the additional information that will be used by
the workflow that is going to be associated with.

9. Associate any out of the box or custom workflow that needs to be executed on the occurrence of a
configured Syslog event.

10. Configure multiple Alerts as needed and Add it to the Grid. The configured Alerts could be modified or
deleted anytime by selecting the Alert from the grid.

Email/SNMP Alert Notifications

AppViewX supports notifications via Email and SNMP based on the configuration to improve the chances
of remedial action.

To get notified via Email, SMTP must be configured. To configure For SMTP configuration, refer to
Platform User Guide. You can provide multiple Email addresses with Subject lines to receive the alert.

e - 040172019 0338 PM

Aleat Massage - Object Reslors for the workorder OR-12 perfarmed on the device 41 232 by the wser admin falled dus to error System emor Please refer kgs

To get notified via SNMP (Simple Network Management Protocol), following information are required:

« Destination IP and Port
* SNMP version (v1 or v2)

» Community String - The string is similar to a user ID or password

AppViewX Alerts
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» Syslog Alert
» Threshold Alert
» Monitor Critical Applications/Devices and Receive Notification

* Application/Device Alert

Syslog Alert

AppViewX subscribes to all device-level logs, where it acts as a Syslog listener. The logs of any

devices added in AppViewX can be viewed as Syslog by navigating to Logging > Syslog. However,
devices tend to generate huge amounts of data, a Syslog alert is a convenient way to get notified about
a specific event that is of importance to you. It also allows for a closed-loop remediation by associating

workflows.

To configure Syslog alerts,

1. Goto = Menu > ADC+ > ALERTS & LOGS > Alerts.

2. Click ik (Settings) icon, and then ADC.

3. Enter an Alert name and Alert message.

4. Select the Alert Category from the drop-down list. The options are Application Alert and Device
Alert.

5. Select the Alert Severity from the drop-down list.

6. Configure the critical Device/Applications that need to be monitored.

( Note:

[ Note: ]

Rather than adding devices manually, you can click the Add search string link and create a

search string that automatically assigns all existing objects or devices that match the filter
criteria. The benefit of using a search string rather than selecting devices manually is that
the search string continues to work in the background and auto-assign all new devices if the

devices match the search criteria you set up.
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7. Add the Pattern/Regex that needs to be monitored on the Syslog received. Multiple strings can be
provided with comma-separated, which will be considered as Boolean AND operator.

8. Following are some of the alerts that can be configured,

» Sample syslog - <133>Sep 19 04:24:38 bigip-40-152 notice mcpd[6046]: 01070417:5:
AUDIT - user admin - transaction #84153993-4 - object O - create { virtual_server_profile
{ virtual_server_profile_vs_name \"/Common/testVs\" virtual_server_profile_profile_name
\"/Commonl/tcp\" virtual_server_profile_profile_type 5 virtual_server_profile_profile_context 0 } }
[Status=Command OK]\n
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« For instance, if the Syslog alert is configured for the object and Regex pattern is given as “create”
Whenever an object is created and a Syslog is received for that object as above. An alert will be

raised for the same and notified to the user.

* You can also pass certain metadata from the alert to the workflow. In the Metadata section, enter
a key and its associated value in the respective fields. This is the additional information that will be
used by the workflow that is going to be associated with.

9. Assaciate any out of the box or custom workflow that needs to be executed on the occurrence of a

configured Syslog event.

10. Configure multiple Alerts as needed and Add it to the Grid. The configured Alerts could be modified or

deleted anytime by selecting the Alert from the grid.

AppViewX allows near real-time monitoring of Critical Applications/Devices that breaches statistical

thresholds like CPU, Memory, Number of requests, etc. Customize the threshold limits as per your

organization, monitor Apps on real-time, and get notified via Email or SNMP.

To configure Threshold Alert,

a b~ W DN

8. Create an Alert with multiple conditions with Logic AND and OR by clicking

.Goto = Menu > ADC+ > ALERTS & LOGS > Alerts.

. Click o (Settings) icon, and then ADC.
. Enter an Alert Name, Message, and Category as Threshold.
. Configure the critical Devices/Applications that need to be monitored.

. Set an Alert monitoring interval from 10 secs to 60 secs that fetches the run time data from the device

to validate against the threshold.

. Set a Cool off period like 10, 20, or 30 mins. The cool-off period prevents the user from getting

bombarded with notification alerts for the same event.

. Configure the Statistics that need to be monitored and set a value ie >=,<=,<,>==.

+

9. Define a Severity for your event based on the threshold conditions (Critical, Fatal, Major or Minor).

10.
11.

12.
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Configure the notification type as Email or SNMP.

Configure multiple Alerts as needed and Add them to the Grid. The configured Alerts could be modified
or deleted anytime by selecting the Alert from the grid.

Following are some of the alerts that can be configured:



» A Virtual server’'s Current connection exceeded 100

« A critical Device’'s CPU breach

es 60

« A server’'s Number of Requests is lesser than expected.

13.
Alerts inventory for tracking.

ALERTS & LOGS

The configured events will be notified to the end user via Email or SNMP and as well captured in the

Aderl tonditsan

* Statmticy

A tian

Alevt name Al msunage Severity

& Crit

ADC

* Operatar

Wi redar

A Critica

Ot typs

* Valus

AT condetion

= Logic

Alsrt cate Tmail

224




225

ALERTS & LOGS

Monitor Critical Applications/Devices and Receive Notification

Alert settings can be configured to trigger Email/SNMP alerts when any action is executed on configured

Application(s) or Device(s).

To configure Application/Device alerts,

1. Goto = Menu > ADC+ > ALERTS & LOGS > Alerts.

2. Click ik (Settings) icon, and then ADC.

3. Enter an Alert name and Alert message.

4. Select the Alert Category from the drop-down list. The options are Application Alert and Device
Alert.

5. Select the Alert Severity from the drop-down list.

6. Configure the critical Devices/Applications that need to be monitored.
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Actian
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7. In the Action section, select the checkbox of Email or SNMP.

8. (Optional) Configure multiple Alerts as needed and Add it to the Grid. The configured Alerts can be
modified or deleted anytime by selecting the Alert from the grid.

9. Following are some of the alerts that are notified upon configuration:
« A critical Application is Disabled or Forced down (Event - Any Action)

- A critical Device is Restored to a different configuration (Event - Restore)
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« Device Flipped from Active to Standby (Event - State change)
« A critical Device is Failed during a config fetch (Event - Status change)

« Device Backup failed (Event - Backup)

Application/Device Alert

ADC specific Application/Device actions executed from AppViewX (Control Center or Dashboards) will be

raised as an alert captured in the alerts inventory.

1.
2.

N o 0o b~

8.

Navigate to ADC alerts inventory by clicking Menu > ADC+ > ALERTS & LOGS > Alerts > ADC tab.
All the successful and failure events are captured in the alerts inventory along with the user comments.
This enabled an Admin to track end-user actions.

. Every alert contains the following information:

* Alert ID

* Alert Event type
* Severity

» Category

* Devices

* Applications

« Alert Detall

. Search for any alert by the Application, Device name or message etc.,

. All Successful actions are tagged as Notification and Failure as Critical alerts respectively.

. Event type helps to identify the type of event - An action event or Restore event or Backup event etc.,
. An example of Object Enable Alert:

o

«  Time itamp 1o Event type Sarverity Catagary Devices Application Purpeds .. Alert detail

An example of Device status change alert (Managed to Unmananged):
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Logs

* Logs Overview
* View Details of a Log
» Schedule Log Reports

» Forward a Log

Logs Overview

Logs keep track of all activities that take place within AppViewX or any external entity that is connected
to the AppViewX system. The Logging functionality in AppViewX tracks user activities and creates the
device and object-level event logs.

The Logging screen allows you to view logs, which are grouped into the following categories:

+ All - All category logs are displayed in this section. The logs listed are based on the latest user actions.
* Audit - All user-related changes

« Self-audit - Logged in user changes

» ADC - ADC specific logs

» AppViewX - AppViewX infrastructure level logs

* Syslog - End device level logs
Syslogs

» AppViewX subscribes to all device-level logs, where it acts as a Syslog listener. Appviewx registers
for Syslog notifications with the devices managed in AppViewX or with external servers (like Kafka)
and receives natifications when a change is identified on the device. Based on the natifications, the
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AppViewX system shall automatically update the configurations based on a configured interval ensuring
device changes are up-to-date.

Syslogs received from the devices and the changes that are processed in AppViewX based on the
Syslogs will be captured in the logging module.

» Following are the events handled by AppViewX:
+ Syslog-based updates for Object state change eg: Enabled, Disabled, etc.,
+ Syslog-based updates for Object status change eg: Available, Offline, etc.,
» Syslog-based updates for Device failover state eg: Active, Standby, etc.,

» Syslog-based updates for Creation/Modification/Deletion of Primary objects eg: WidelP, Virtual
Server, etc., and Secondary objects eg: Monitor, Profile, etc., at an interval of 15 mins.

* When there are configuration updates on the objects like a new member added/removed/modified, it
will be automatically reflected in the AppViewX database with respective object mapping.

« If those hierarchy objects are configured in ACL/Dashboard, the permission and actions will be
automatically assigned respectively.

 Refer to Installation & Upgrade Guide for more details and Syslog configuration in AppViewX.

» AppViewX can either handle logs directly from the device (Lostash IP registration directly on the device)

or through external servers. If the user has enabled Kafka properties, the Logstash registration will be
automatically removed from the device.

» AppViewX integrates with external log servers like KAFKA when the Syslogs are not allowed to be
received from load balancers directly.

» Kafka is a cluster that runs on one or more servers used to store real-time logs for a device. Ensure that
the external log server details are configured in AppViewX to fetch the device logs.

 Refer to Platform User Guide for more details and Kafka configuration in AppViewX.
Within the Logging screen, you can perform any of the following actions:

* View details of a log
« Configure logging for ADC object types

* Export logs

View Detalils of a Log
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To view log details,

1. Navigate to Menu > Logging.
The Logging screen opens.

2. All the logs are displayed by default.

3. Click the tab that corresponds to the type of log you want to view.

4. On the log screen, view all details for a log by hovering your cursor over each column of data or click
the » (Expand) icon for the log you want to view. The table row expands to display all details for the
log.

Note: Search for any logs from the logging list based on User, Device name, log message,
object details, source IP, AppViewX node, Method of login also search based on a particular
column.

Schedule Log Reports

In addition to providing scheduled logging activities, AppViewX allows you to set up logging tasks for
specific ADC object types and have the log results emailed automatically to designated recipients.

1. Navigate to = Menu > ADC+ > ALERTS & LOGS > Logs.
The Logging screen opens.

rn
L.

2. Click the (Settings) button on the top.

3. At the top of the Settings screen, select the User Group or User radio button and then enter the name
of the user or group that the log report relates to.

4. In the Vendor field, select the vendor whose object or objects you want to generate a log report for.
In the Object Type field, select the object that you want to generate a log report for.

5. In the Available field, click the * (Assign item) icon beside each object you want to include in the log
report.

6. In the Repeats field, select how often you want the log report to be generated: Daily, Weekly, or
Monthly.

From the Log severity dropdown list, select one of the following:
» Critical
» Fatal

» Major
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» Minor

 Notification

7. This is to let the user know the severity of the log reports that have been sent.
8. In the Email field, enter the email addresses of users receiving the log report.
9. (Recommended) In the Subject field, enter a short, clear description of the log report so that the email

10.

recipients can tell at a glance what the message contains.
Click Add to add the log report generation task to the table at the bottom of the screen.

Forward a Log

Log forwarding implies forwarding log data from our AppViewX log servers to external hosts like (splunk,

elastic) to backup up the data or to process, reporting, monitoring in an external system. The user has to
define which type of log data needs to be forwarded and in which format. Audit, AppViewX, and ADC logs

can be forwarded. Supported protocol - TCP, UDP.

For more details and Kafka configuration in AppViewX, see Platform User Guide.
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Chapter 7: Account

» Account Overview

Role-Based Access Control

Authentication

User

User Group

Role

Resources
RBAC Configuration
Accessing the Quick Config Option

Account Overview

AppViewX offers comprehensive support for Role and Resource-Based Access Control (RBAC). It allows
you to integrate with the existing identity stores such as Active Directory (AD) and Lightweight Directory
Access Protocol (LDAP) to enforce authorization policies. Roles and Resources can be customized to suit

any organizational structure and user requirements.
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Roles Resources

ACF ACL

I

User Group
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Role-Based Access Control

Role-Based Access Control (RBAC) is key to eliminating working in silos. AppViewX advanced ADC
automation and orchestration platform customizes roles at a very granular level, assigns authorized

functions to a specific role, and specifies device and application access to users.

Once you have deployed the ADC in your infrastructure, you have to onboard users with different levels
of permissions to control the operations. ADC helps you with a completely customizable Account module
to create users, roles, user groups, and resources. Also, it provides the default recommended roles and
permissions as per industry standards that can be cloned and customized as required.

Authentication

The Settings > General tab enables you to configure and manage authentication for
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1. Lightweight Directory Access Protocol (LDAP): LDAP stands for Lightweight Directory Access
Protocol. As the name suggests, it is a lightweight client-server protocol for accessing directory
services, specifically X. 500-based directory services. LDAP runs over TCP/IP or other connection-

oriented transfer services.

2. LDAPS (LDAP over SSL): Also known as LDAP over TLS and LDAP over SSL, LDAPS allows for
the encryption of LDAP data (which includes user credentials) in transit when a directory bind is being

established, thereby protecting against credential theft.

3. TACACS: TACAS is a CISCO proprietary system utilizing a transmission control protocol (TCP). In
TACAS, the entire authentication packet is fully encrypted and allows us to set up our own CISCO
independent servers and databases. The AppViewX system allows you to add more than one Terminal
Access Controller Access-Control System (TACACS) server for authentication.

4. RADIUS: RADIUS, which stands for "Remote Authentication Dial-In User Service", is a network
protocol that controls user network access via authentication and accounting. The AppViewX system
allows you to add more than one Remote Authentication Dial-In User Service (RADIUS) server for

authentication.

5. SAML: SAML stands for Security Assertion Markup Language. It is an XML-based open-standard for
transferring identity data between two parties: an identity provider (IdP) and a service provider (SP).
The AppViewX system allows you to add more than one Security Assertion Markup Language (SAML)

server for authentication.

For detailed configuration, refer to Platform User Guide.

On the successful configuration of Authentication protocol in AppViewX, start importing user groups from

AD or create manual user groups.

User

A user is an individual who has access to AppViewX using a unique username and password maintained

internally or by an external enterprise server such as Active Directories (AD).

( Note: w
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» Administrators can define how users should be authenticated to AppViewX. User
authentication can either be an internal authentication or external authentication via LDAP,
RADIUS, TACACS, and Single Sign-on.

« To create user accounts, you must be assigned the Administrator role.

« You must add a user to the user group as the roles and resources cannot be directly
associated with the user.

o J

In the User page, the following actions can be performed:

» Create a User: Create new users and associate them with user groups.

» Modify a User: Modify the existing user.

» Delete a User: Delete the existing user.

» Enable a User: Enable an existing user to activate the user.

» Disable a User: Disable the existing user to temporarily deactivate the login.

» Import User: Import the list of existing users. if needed the sample template file can be downloaded,
which is in .csv format.

For detailed instructions to perform the above-mentioned actions, see Platform Userguide.

User Group

A user group is a group of individuals that have access to the same roles and resources. User Groups
can be created manually or synced from an active directory or can be bulk uploaded using a spreadsheet.

When you associate a role and resource with a user group, the users within that user group are granted

all of the role's and resource's corresponding privileges and permissions.
You can associate roles and resources only with user groups

In the User group page, the following actions can be performed:

« Create a User Group: Create a user group with basic information and associate Roles and Resources
to it.

» Modify a User Group: Modify a user group by adding, removing, or modifying the Roles and Resources
on demand. The associated users of the user group will be reflected with the changes made to the user

group.
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« Delete a User Group: Select the required user group and delete the same. You cannot delete a user
group that has active users in it. Users belonging to the deleted user group cannot log into AppViewX.

» Clone a User Group: The clone user group option allows you to create an exact copy of an existing user
group with a different name. You can modify the roles and resources association while cloning a user

group.
» Enable a User Group: Enable the required user group.

« Disable a User Group: Disable the required user group temporarily. You cannot disable a user group
that has active users in it and users who are associated with a disabled user group cannot log in to

AppViewX.

For detailed instructions to perform the above-mentioned actions, see Platform Userguide.

AppViewX encourages users to use the “quick config “option made available to import user groups
seamlessly from AD. Following are the Action that can be performed on the User Group:

» Add New User GroupAdd New User Group by Sync Groups from LDAP option:
1. Click on the Menu Button and Navigate to Account > User Group > Quick Config option.
2. Authentication stage part of RBAC Configuration wizard flow displayed by default.
3. Navigate to the User group stage as part of the RBAC Configuration wizard flow.
4. Click the Add new group button.
5. Select ‘Sync groups from LDAP’ option.
6. Click Proceed.
« Add New User Group by TACACS/RADIUS/SAML/AppViewX option:
1. Click on the Menu Button and Navigate to Account > User Group > Quick Config option.
2. Authentication stage part of RBAC Configuration wizard flow displayed by default.
3. Navigate to the User group stage as part of the RBAC Configuration wizard flow.
4. Click the Add new group button.
5. Select ‘TACACS/RADIUS/SAML/AppViewX’ option.

« Add New User Group by Bulk Import option:

1. Click on the Menu Button and Navigate to Account > User Group > Quick Config option.
2. Authentication stage part of RBAC Configuration wizard flow displayed by default.

3. Navigate to the User group stage as part of the RBAC Configuration wizard flow.
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4. Click the Add new group button.

5. Select Bulk Import option

Each role assigns a specific set of permissions relating to the modules that can be accessed and the
tasks that can be performed in each AppViewX module. The roles can be assigned only to a user group.
The user groups that are assigned with a role will automatically inherit all the associated permissions.
User groups can be assigned with more than a role.

The Roles management of Inventory comprises some of the Out of the Box (OOB) roles available

for ADC. The OOB roles can be cloned, enabled, and disabled. It can not be updated or deleted.
Administrators can also create custom roles. Custom roles can be updated, deleted, enabled, and
disabled. Users can either use OOB roles (if match their needs) or custom roles to map to user groups.
The available roles are:

» Application Manager ADC: The application manager will have complete/partial (complete access will
not be given to Shared devices) insight on all the application-related devices. The application manager
gets “write” access to all the objects of application objects.

 Auditor ADC: Auditor access is predominantly for archived logs and the backed-up data along with the
current reports and log data which would be used for all kinds of activity tracing.

» DevOps ADC: The user can automate, execute workflows, perform plugin management and upgrade.

» Executive Director ADC: Executive access is more towards business-level operational smoothness.
The success rate of the changes and the monitoring data for the critical devices in report form ensure
adequate details to have respective vendors communicate more data-oriented. This role would also
help in understanding failure patterns.

» Network Manager: Access to complete infrastructure as the responsibility of access provisioning to
users and the limited device access provisioning is also handled by this user only. It would require
almost admin level of access on the infrastructure, would only not include core system-level access.

« Traffic Manager: The traffic manager can manipulate the state and status of any object/device to which
he has been given access, there are possibilities that users may not have access to all the objects in

the device as most devices are based on a shared network infrastructure basis.

In the Roles page, the following actions can be performed:
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 Create a Custom Role: Create a custom role. Note that to assign functions at a more granular level,
click the expand icon beside a function checkbox and then select individual sub-options within that
function. In the image below, for example, you can select ADC, which automatically assigns all six sub-
options and the sub-sub-options within them, or you can expand the ADC function and select only the

sub-options or sub-sub-options you want to assign.

* Modify a Role: Modify a role in AppViewX.

Note: The Out of the box role functions can not be edited. Only custom roles functions can be
edited.

*» Delete a Role: To delete a role from AppViewX.

Note: You can not delete a role that has active users in it. Also Out of the box (OOB) roles cannot be

deleted. Only custom roles can be deleted.

» Clone arole: The Clone a role option allows you to create an exact copy of an existing role with a
different name. The user can modify the permissions and tasks that can be performed while cloning a

role.
* Enable a Role: Enable a role in AppViewX.

» Disable a Role: Disable a role in AppViewX. Note that You cannot disable a role that has active users
in it and The users associated with a disabled role through a user group will not be allowed to log in to

AppViewX.

* Role Mapping to User groups: To map a role to user groups.

For detailed instructions to perform above-mentioned actions, see Platform Userguide.

Resources

All the devices and objects that are configured within AppViewX are termed as Resources. The resource
allows you to specify access at a granular level across all the devices and modules of AppViewX listed
in this section, where the permission definitions are independent of each other. The resources can

be assigned only to a User group. The users that are assigned to the user groups will automatically
inherit the permissions associated with that resource. User groups can be assigned with more than one

resource.

In the Resources page, the following actions can be performed:
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* Create Resources: Create Resources with ADC devices and objects in R or RW permissions

» Modify Resources: Modify Resources by adding, removing, or modifying permissions on devices and
objects.

» Delete Resources: Delete Resources. Users associated with the deleted resources will not be able to
access the Application.

AppViewX can be configured to not only provide permission to specific devices in the inventory but also
to specific objects (Virtual server, Pool, Servers) within the device. This helps you to create custom
user roles according to their need limiting the access by making sure the unauthorized access to critical
objects is limited.

AppViewX gives you the flexibility to create users with various permission levels to access devices and
objects. One is Read only (R) where users are allowed to access devices or objects to only view the
configuration without permission to modify it. The second level of permission is Read & Write (RW),

where users have the access to both views and modify the device or object configuration.

AppViewX encourages users to use the quick config option made available to streamline the user
creation process and help users identify the true potential of RBAC.

Using the Quick config option, you can perform the following actions:

» Dynamic rule-based resource tagging of newly discovered ADC objects, Certificates based on Query

using object/Certificate fields available within AppViewX.

« Dynamic rule-based resource tagging of newly discovered ADC objects, Certificates using a script to
tag based on data available with external tools (SNOW, Other CMDB, etc.).

* Rule templates are pre-shipped to ease the rule creation to dynamically tag resources

» Dynamically created resources can be assigned to user groups dynamically by mapping the respective

rule to the required user groups as part of the Rules in Use inventory in the wizard flow.
» Manage the order of execution for the RBAC rules.

« Manage short circuit options to dynamically tag ADC objects.

For assigning the devices or objects to resource, refer to the following sections:

» Assign Devices to Resource

» Assign Objects to Resource

You can also check the following video link for more details:

https://lwww.appviewx.com/use-rbac-eliminate-working-silos/
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» Assign Devices to Resource

» Assign Objects to Resource

Assign Devices to Resource

1. Log in to the AppViewX application with valid credentials.
2. Select EMenu > Account > Resource.
3. Click on the Add (+) icon to navigate to the resource addition page.
Resaurce Al SO 1w202

| Add |

] Name Description Status
U | spvw © Enabled
) super access Super access will have the permissions to access all the resources in App... @ Enabled

4. From the Resource Add page, configure the group details as given below and click Save.

Name Text Yes Name of the Resource name
resource to be cannot be empty.
added.

Description Text No Description of the | A maximum of
resource. 255 alphanumeric

characters and
space are allowed.
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Resource > Add

5. From the Resource Access control page, select Device from the list in the left panel.

Resource > Modify :: Test Engineer Il

* Name

Description

Information I Access control

Test Engineer Il

255 remaining

Sawve Cancel

Information Access control

Device

Proxy List

Blueprint

Application

Certificate

Application Security

Policy

ADC

jeol

S @I EE@E

RW Add as regex » Regex

[ select al [ Count: o JIYR 4

RW

RW

RW

RW

RW

RW

RW

RW.

RW

192.168.112.78
192.168.42.150
192.168.55.75
41.100
ALOV4_SA
CitrixV11.0
Citrixv10

MDM

nginx

cancel

6. Select the filter icon, select ADC in the filter list and then click Apply Filter.

No records found

Account
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Filter : Device

| Others

] Proxy

| switch

| Cloud

Apply filter Reset filter

7. Search for the regex of the device name(s), provide R/RW permission, and click Add as Regex to

assign the device(s) to the resource.

Resource > Modify :: Test Engineer Il

Information Access control

List
Device
Certificate
ADC

SSH

Command Session
Control

Application Security
Policy

Proxy List

Blueprint

8. Click Save.

(< < < I < R < < N < B < D < e

RW

RW

RW

RW

RW

RW

RW

RW

RW

RW

RW.

Add as regex Regex iy
st e

192.168.112.78

192.168.142.23
192.168.142.24
192.168.142.25
192.168.42.150
192.168.55.756
41.100
ALOV4_SA
CitrixV11.0

Citrixv10

cancel

Assign Objects to Resource

1. Log in to the AppViewX application with valid credentials.

2. Select EMenu > Account > Resource.

3. Click on the Add (+) icon to navigate to the resource addition page.
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Resource _ il N Q| 1to2of2

\_Add_\

) Name Description Status
U spvw @ Enabled

U | super access Super access will have the permissions to access all the resources in App... @ Enabled

4. From the Resource Add page, configure the group details as given below and click Save.

Name Text Yes Name of the Resource name
resource to be cannot be empty.
added.

Description Text No Description of the | A maximum of
resource. 255 alphanumeric

characters and
space are allowed.

Resource > Add

Information I Access control

* Mame Test Engineer 11

Description

255 remaining

5. From the Resource Access control page, select ADC from the list in the left panel.
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Resource > Modify :: Test Engineer Il

Information Access control

List Q Search B Add as regex % Regex W

Device T | Orphan [ ] Secondary No records found
Certificate O Selectall Count: 9646 [T §
ADC T O /Common/Automation_livevip/192.168.40.220/192.168.55.75/F5 -
O /Common/F10testVIP1/14.10.9.1/192.168.42.150/F5
SSH
O /Common/F10testVIP1/14.10.9.1:80/192.168.31.190/G TMFetchConfigPoolr...
c =
Camm;"”( seson O ICommon/FL0testvIPL0/14.10.9.10/192.168.42.150/F5
ontro
O ICommon/F10testvIP100/14.10.9.100/192.168.42.150/F5
Application Security
Py O /Common/F10testVIP101/14.10.9.101/192.168.42.150/F5
O /Common/F10testVIP101/14.10.9.101:80/192.168.31.190/GTMFetchConfig...
Proxy List
O /Common/F10testVIP102/14.10.9.102/192.168.42.150/F5
Blueprint - O /Common/F10testyIP103/14.10.9.103/192.168.42.150/F5
O ICommon/F10testVIP105/14.10.9.105/192.168.42.150/F5

Save Cancel

6. Select the filter icon, select the ADC vendor in the filter list and the object type(s), and then click Apply
Filter.

Filter :: ADC

AL0 Wide IP [E Wide IP pool member | Datacenter [] GTM Server
[] GTM VirtualServer [] Virtual address [] Virtual server ["] LTM pool member
Al [] LTM server

F5

NginxPlus

Apply filter Reset filter

Note: For F5 devices, the LTM Class object type is also displayed and by selecting this object
type, the permission for class objects can be managed. The applied permission for the class
objects from here will reflect in Dashboard, Control Center, and Restore/Compare.

7. Search for the regex of the object display name(s).
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« Select R/RW permission for the object(s).

Resource > Modify : Test Engineer ||

Information Access control

List

Device

Certificate

ADC

SSH

Command Session
Control

Application Security
Policy

Proxy List

Blueprint

0

[ I < I N O I O R I < |

Account

Select all
/Common/Automation_livevip/192.168.40.220/192.168.55
I /Common/F10testVIP1/14.10.9.1/132.168.42.150/F5
i) /Common/F10testVIP1/14.10.9.1:80/192.168.31.190/GTM
[ /Common/F10testVIP10/14.10.9.10/192.168.42.150/F5
(I /Common/F10testVIP100/14.10.9.100/192.168.42.150/F5

ICommon/F10testViP101/14.10.9.101/192.168.42.150/F5

Al

Selected

Selected R

Selected RW

Unselected

[ /Common/F10testVIP101/14.10.9.101:80/192.168.31.190/GTMFetchConfig..

G0 /Common/F10testVIP102/14.10.9.102/192.168.42.150/F5
[ /Common/F10testVIP103/14.10.9.103/192.168.42.150/F5

(I /Common/F10testVIP105/14.10.9.105/192.168.42.150/F5

Save

* Select R/RW permission for the orphan object(s)(optional).

Resource > Modify  Test Engineer ||

Information Access control

List

Device

Certificate

ADC

SSH

Command Session
Control

Application Security
Paolicy

Proxy List

Blueprint

Jol

[ I < < I O < I O A< I < |

Add as r¢

Select all

E /Common/Automation_livevip/192.168.40.220/192.168.55
EM /Common/F10testvIP1/14.10.9.1/192 168.42. 150/F5

EII /Common/F10testVIP1/14.10.9.1:80/192.168.31.190/GTM
/Common/F10testvIP10/14.10.9.10/192.168.42.150/F5
E /Common/F10testVIP100/14.10.9.100/192.168.42.150/F5

[ /Common/F10testVIP101/14.10.9.101/192.168.42.150/F5

»

Gl Secondary
"R

Al

Selected

Selected R

Selected RW

Unselected

(I /Common/F10testVIP101/14.10.9.101:80/192.168.31.180/GTMFetchConfig.

i /Common/F10testVIP102/14.10.9.102/192.168.42.150/F5
ICommon/F10testViP103/14.10.9.103/192.168.42.150/F5

(I /Common/F10testVIP105/14.10.9.105/192.168.42.150/F5

Save

* Select R permission for the secondary object(s)(optional).
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Resource > Modify :: Te

Engineer Il

Information Access control

List

Device

Certificate

ADC

Command S

Control

Application Security

Praxy List

Blueprint

jo

[ I < I N < < O O < I < |

Account

Uns
{Common/F10testViP101/14.10.9.101/192,168.42.150/F5

ICommon/F10testVIP105/14.10.9.105/192.168.42.150/F5

Add as regex Regex

Orphan B

Select all AIT

/Common/Automation_livevip/192.168.40.220/192.168.55 4

ICommon/F10testvVIP1/14.10.9.1/192.168.42.150/F5 Selected
J/Common/F10testVIP1/14.10.9.1:80/192.168.31.190/GTM Selected R
/Common/F10testvVIP10/14.10.9.10/192.168.42.150/F5

Selected RW

ICommon/F10testViP100/14.10.9.100/192.168.42.150/F5

ICommon/F10testVIP101/14.10.9.101:80/192.168.31.190/GTMFetchConfig..
J/Common/F10testVIP102/14.10.9.102/192.168.42.150/F5

{Common/F10testVIP103/14.10.9.103/192.168.42.150/F5

Save

« Click the ALL filter icon to filter the objects based on the given permission.

* Click All to get all the objects.

Click Selected to get the objects with any permission.

* Click Selected R to get the objects with Read permission.

Click Selected RW to get the objects with Read/Write permission.

* Click Unselected to get the objects without any permission.

Resource > M

Information Access control

List

Device

Certificate

ADC

SsH

Command
Control

Application Security
P

Proxy List

Blueprint

Engineer Il

ol

LI < < < R << < <]

Add as regex » Regex

Orphan N Secondary I -

Select all

JCommon/Automation_livevip/192.168.40.220/192.168.55 4
ICommeon/F10testVIP1/14.10.9.1/192.168.42.150/F5 Selectad
0 /Common/F10testVIP1/14.10.9.1:80/192.168.31.190/GTM Selected R
X /Common/F10testvIP10/14.10.9.10/192.168.42. 150/F5

Selected RW
X /Common/F10testvIP100/14.10.9.100/192.168.42.150/F5|

Unselected
ICommeon/F10testVIP101/14.10.9.101/192.168.42.150/F5/
[Commeon/F10testVIP101/14.10.9.101:80/192.168.31.190/GTMFetchConfig.
0 /Common/F10iestVIP102/14.10.9.102/192.168.42.150/F5
X /Common/F10testvIP103/14.10.9.103/192.168.42.150/F5

W /Common/F10testVIP105/14.10.9.105/192.168.42. 150/F5

Save

* Click Add as Regex to assign the objects(s) to the resource.
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Resource > Modify :: Test Engineer II Objects updated successfully €
Information Access control
List qQ Regex Ty
Device T O Using RegEx assigns all existing and future objects No records found
based on the RegEx pattern
Certificate O Select all count: 3646 [ER 4
ADC T O ICommon/Automation_livevip/192.168.40.220/192.168.55.75/F5 -
O ICommon/F10testVIP1/14.10.9.1/192.168.42. 150/F5
SSH
O ICommon/F10testVIP1/14.10.9.1:80/192.168.31. 190/GTMFetchConfigPoolr...
EW'T"“' Session 0 ICommon/F10testVIP10/14.10.9.10/192.168.42.150/F5
ontrol
| ICommon/F10testVIP100/14.10.9.100/192.168.42.150/F5
Application Security
D‘D:mv } O ICommon/F10testVIP101/14.10.9.101/192.168.42.150/F5
O ICommon/F10testVIP101/14.10.9.101:80/192.168.31.190/GTMFetchConfig.
Proxy List
O ICommon/F10testVIP102/14.10.9.102/192.168.42.150/F5
Blueprint - 0O ICommon/F10testVIP103/14.10.9.103/192.168.42.150/F5
| ICommon/F10testVIP105/14.10.9.105/192.168.42.150/F5 .
* Click the cross icon to delete any regex from the resource.
Resource > Modify :: Test Engineer Il
Information Access control
List B Add as regex Regex ja}
Device T O orphan ] Secondary & E
Certificate 1 Selectal Count: 11470 JIEIR
ADC T [ /CommonfAutomation_livevip/192.168.40.220/192.168.55.75/F5 -
ICommon/F10testVIP1/14.10.9.1/192.168.42.150/F5
SSH
M /Common/F10testvIP1/14.10.9.1:80/192.168.31.190/GTMFetchConfigPoolr....
Command S
ommand sessen E /Common/FLOtestvIP10/14.10.9.10/192.168.42. 150/F5
Control
EM /Common/F10testVIP100/14.10.9.100/192.168.42.150/F5
Application Security
P' : S EM /Common/F10testvIP101/14.10.9.101/192.168.42.150/F5
olicy
ICommon/F10testVIP101/14.10.9.101:80/192.168.31.190/GTMFetchConfig.
Proxy List
E /Common/F10testVIP102/14.10.9.102/192.168.42.150/F5
Biueprint - E /Common/F10testvIP103/14.10.9.103/192.168.42. 150/F5
EM /Common/F10testVIP105/14.10.9.105/192.168.42.150/F5

* Click the delete icon to delete all the regex from the resource.
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Resource

Information Access control

st a - Regex
Device L Orphan Secondary Ea - petere &l
Certiicale B selectal AT
ADC 4 I /Common/Automation_livevip/192.168.40.220/192.168.55.75/F5
M /Common/F10testVIP1/14.10.9.1/192.168.42. 150/F5
M /common/F10testvIP1114.10.9.1:80/192.168.31.190/GTMFetchConfigPoolr...
! E /Common/F10testVIP10/14.10.9.10/192.168.42.150/F5
EM /Common/F10testviIP100/14.10.9.100/192.168.42.150/F5
_:‘[ o M /Common/F10testVIP101/14.10.9.101/192.168.42.150/F5
I /Common/F10testVIP101/14.10.9.101:80/192.168.31.100/GTMFetchConfig
e E /Common/F10testvIP102/14.10.9.102/192.168.42.150/F5
Blueprint - E /Common/F10testVIP103/14.10.9.103/192.168.42. 150/F5
EM /Common/F10testVIP105/14.10.9.105/192.168.42.150/F5

m cance

8. Click Save.

RBAC Configuration

Role-Based Access Control (RBAC)

Role-based access control (RBAC) is a method of restricting AppViewX functions, network resources
which can be managed and monitored in AppViewX based on the roles of individual users within an
enterprise. RBAC lets employees have access rights only to the AppViewX functions and network
resources they need to do their jobs and prevents them from accessing information that doesn't pertain to

them.

Benefits of RBAC

Using RBAC should improve operational efficiency, enhance compliance, provide administrators

increased visibility, reduction in costs, decrease in risk of breaches, and data leakage.

Simplified RBAC Configuration in AppViewX

To simplify existing RBAC Configuration in AppViewX for the Account Administrator, the Quick Config
wizard flow option has been introduced in the existing Authentication, User groups, Roles and Resources.
Using the Quick Config option, users should be able to perform all the following actions in the same

wizard flow:
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» Configure external authentication or single-sign-on for users to log in to AppViewX.

» Add users groups into AppViewX by pulling specific user groups from AD into AppViewX based on

specific patterns/keywords/codes and support the Bulk Export/Import option to onboard user groups.

* Pre-packaged roles for ADC, Cert, Security, and Automation modules to assign permissions to user

groups.

« Simplifying custom role creation by providing information help against each ACF explaining the

significance of the functionality.

» Dynamic rule-based resource tagging of newly discovered ADC objects, Certificates based on Query or

using a script and assigning permissions to user groups dynamically.

Accessing the Quick Config Option

To configure RBAC using Quick Config option,

* Click Menu > Settings > General > Authentication > Quick Config option.
» The Authentication stage opens in a wizard flow with the LDAP sub-tab displayed by default. On the
same screen as part of the wizard flow, user groups, roles, and resources stages are displayed at the

top. Click on the respective stage for configuration.
Ways to Access Quick Config Wizard Flow
* Click Menu > Account > User group > Quick Config option.
(or)
* Click Account > Role > Quick Config option
(or)
» Click Account > Resource > Quick Config option.

The Authentication stage opens in a wizard flow with the LDAP sub-tab displayed by default. On the
same screen as part of the wizard flow, user groups, roles, and resources stages are displayed at the top.

Click on the respective stage for configuration.
For detailed instructions to perform the above-mentioned actions, see Platform User Guide.

To configure role-based access control, the user should have ACF permissions. With ACF permission,

you can:
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« Assign devices to resource

 Assign objects to resource
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Chapter 8: Studio
 Studio

Studio

« Studio
 Studio Overview

* Rules

Studio Overview

This chapter covers the major features and functionality of the AppViewX Studio module, which is a

platform that can be used for the following purposes:

« Building custom workflows and tasks to make network operations agile
» Performing decision-based automation to achieve single or zero-touch provisioning
» Automating tasks using a third-party integration

» mention the OOB workflows for ADC that are available.

The Studio module is divided into three sub-systems, each of which has its own set of tasks you can
perform:

» Workflow - It comprises of the following:
+ Design a custom workflow using a drag and drop Ul or Import an existing workflow.

« Variables & Hooks - Execute custom REST or script codes on top of the existing code using the
Hooks section. You can define Magicvariables (static or dynamic), which are similar to the global
variables. The only difference is that the global variables can be used only within one workflow,
whereas magic variables can be used across workflows. The hooks can also be mapped with the
magic variables.

» General - Add/manage Python codes and regular expressions using the Helper script and Regex
Library sections respectively. You can access the AppViewX GitHub repository containing various
reusable workflows.

For more detalil, refer to Visual Workflow Guide (link).
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* Reports - It comprises of the following tabs:

* My reports contain all the reports created by you or all the reports that have been created, depending

on the permissions you have been assigned. It allows you to create, clone, or delete report(s).

- Store allows you to view or clone 31 (6 samples and 25 certificates) pre-built reports.

For more detail, refer to Reports Guide.

* Rules - Allows you to create an action (force down, enable, and disable) related rule(s) to trigger

workflows for the ADC objects.
For more detail, refer to Visual Workflow Guide (link).

« Pages - AppViewX provides a one-stop portal with all the service offerings in the form of low code
pages to enable self-servicing for the end-users (like App owners, Network Engineers, CA, Admin, etc.)
in a simplified and intuitive manner. There are Out of the Box catalogs and as well option to customize

catalogs as per the organization standards. Access the opinion through Menu > Studio > Pages.

» Benefits

« An intuitive self-service portal to access all service offerings for employees, and partners via Single

Pane of Glass.
» Customer Experience — Users only see services that are available to them, described in business terms

they understand.
« Build your own App catalog/portal.

» Configurable Catalog page that allows for personalized task views
» Low Code designer portal — Low Code and configurable toolsets, allowing users to brand Catalog

solution so it feels familiar and intuitive for the end-users.

For more detalil, refer to Pages User Guide.

Rules

Rules Inventory helps to define custom business rule(s) for specific actions and workflow(s) can be

invoked for closed-loop automation.

Users can customize any action as per the business use case using workflow and associate it with the

actions. The workflow will be triggered for a Rule-based on the criteria configured.

Key Features:
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» A common Rule Inventory integrating key platforms (i.e., Control Center, Device Management, Alerts,

Insight, etc.).
* Provision to define custom business rule(s) for module-specific actions.
» Provision to define the trigger, rule criteria for module-specific actions.
* Provision to define one or many workflow actions against a rule.
« Provision to execute the specific action defined based on the pre-defined rule.
» Provision to trigger workflow requests/token ID, and indicate the relevant status.

« Provision for a common notification center for actioning workflow requests.

Why Rules, Policy in AppViewX?
A policy is a condition that when met causes the system to perform a specific set of actions.
Policies can be used for event-driven automation and to automate network change and

configuration tasks such as:

« A comprehensive policy/rule inventory to define, manage policies, and triggers.
» Web interface to configure business data objects without changing code.
- Eliminates hard coding of complex business logic; enables faster policy-driven GTM solutions.

« Define internal rules across modules — Certificate, Alert, Control Center, Dashboard, Device
Management, Reports, etc.

+ Perform event-driven orchestration based on internal and external event(s).
« Provision to map Business processes to specific actions across AppViewX.
« Detecting and collecting configuration changes made by external users.

« Notifying users and systems when a configuration change is detected.

« Auto-remediating critical compliance violations.

« Arule can be a server-side, client-side logic that runs when any CRUD operation is performed.
The Rules sub-system within the Studio module allows you to perform the following tasks:

» Create a rule
* Clone arule

* Delete a rule
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* Clone a Rule
» Create a Rule

» Delete a Rule

Clone a Rule

To clone arule,

. Click EMenu > studio > Rules.

. The Rules screen displays a list of all the rules.
. Select the rule you want to clone.

. From the Actions dropdown, click Clone.

. In the screen that appears, enter a Name for the cloned rule.

o 01~ W N P

. Click Enable to clone the rule in an enabled state. Alternatively, you can click Save As Draft to save
the cloned rule to the AppViewX system and enable it later on.

Create a Rule

To create a rule using the Rules sub-system in the Studio module,

1. click BMenu > studio > Rules.
A list of rules is displayed.
. Click Create Rule.
. In the Rule Name box, enter a name for the rule.
. (Optional) In the Description box, enter additional information about the rule.

a b~ W DN

. (Optional) Select the location/entity where the rule must run and the action upon which the rule must
be triggered.
6. (Optional) Select the specific action on a page where the rule has to be executed. The action could be
Enable or Disable.
7. Associate a workflow against the Rule. AppViewX provides default Action execution workflows that
integrate with Service NOW for change management. You can associate a default workflow or custom
workflows.

[o¢]

. (Optional) Define the Rule criteria.

Note: The default workflows are available in the Studio >Workflows> Rules category.

AppViewX allows to clone and customize the default workflows.
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Delete a Rule

To delete one or more rule(s),

1. click EMenu > Studio > Rules.

2. The Rules screen displays a list of all the rules.
3. Select the rule(s) you want to delete.

4. From the Actions dropdown, click Delete.

5. In the Confirmation dialog box that appears, click Yes.

Studio
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« SETTINGS

SETTINGS

* SETTINGS

» Settings Overview
* Device Settings

» Object Settings

* iHealth Report

« Statistics Settings

Settings Overview

Appviewx's ADC Settings helps manage the Device and Object specifications related to Configuration
synchronization, Report, and Statistics.

Device Settings

The device settings can be configured in the following tabs:

» Device specification
» Syslog purge limit

» Script Execution

» Device Sync

» Device Specification Tab
* Syslog Purge Limit
* Script Execution

» Device Sync
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Device Specification Tab

Save the changes of device specification configuration on the F5 device after config fetch. This enables
all the changes to be reflected on the F5 file.

To configure a device specification,

1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > Device > Device Specification
tab.
2. Click the toggle icon to enable Save Configuration to the device.

(g M
Note: In this example, F5 device specification is shown.
- Device specification Syslog purge limit Script Execution Device Syn
Deice l Save configuration to F5 device @
[=]
- J
3. Click Save.
[ Note: To reset the changes, click Reset. j

Syslog Purge Limit
Syslog purge limit enables to limit of the number of Syslog persisted against a device. The oldest logs will
be automatically deleted on exceeding the limit.

To configure the Syslog purge limit,

1. Click = Menu >ADC+ > SETTINGS > Module Settings > ADC > Device > Syslog purge limit tab.
2. On the Syslog purge limit tab, specify the syslog limit per device. By default, the limit is set to 1000 and
can be extended till 5000.
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- Device specification Syslog purge limit Script Execution Device Sync

Device * Sysiog limil per device 100G

=3

3. Click Save.

[ Note: To reset the changes, click Reset. j

Script Execution

Script Execution setting allows you to specify the time-out limit of script execution. If the script execution
exceeds the specified time, AppViewX will automatically terminate the script.

To configure script execution,

1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > Device > Script Execution tab.

2. On the Script Execution tab, specify the timeout limit.

D IC !:pnclrlcml-:m Syslmj purge it El:l'lpt Ex@Cution Dewice Sy:m

Device * Time out {mins) 1 mimae w

=N =N

3. Click Save.

[ Note: To reset the changes, click Reset. ]
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The device Sync feature allows to customize the configuration sync operations.

To customize the configuration sync operations,

1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > Device > Device Sync tab.

2. On the Device Sync tab, specify the following:

 Config fetch - Allows to schedule the config fetch process at a specific time for selected days.

Ensures device changes are reflected in AppViewX.

* HA - Sync - Ensures the HA devices are synchronized in specified intervals.

Note: To set device sync, the AppViewX Group Sync flag must be enabled while adding a device to
run HA sync as per configured interval.

- Device specification Syslog purge limit Seript Execution Device Sync
Device Config Fetch 12:00 w AM w T selected
HA - Sync SEICT UM AM w
(=]
3. Click Save.

[ Note: To reset the changes, click Reset.

Object Settings

The object settings can be configured under the following tabs:

 Actions
* Naming Format

» Configuration drift
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* Actions Tab
* Naming Format Tab

« Configuration Drift Tab

Actions Tab

On the Actions tab, you can customize the actions execution as needed

To customize the actions,

1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > Objects.
By default, the Actions tab appears.

Actions MNaming format Configuration drift

Make comments m.‘mﬂ.‘imry

Comments Placeholder Please fill your comments

Objects EXECUlE acton on device ® Active All peer Specific device

= =]

2. Enable the Make Comments Mandatory toggle button to set the comments option mandatory while
executing an action from the Control Center or dashboard. This ensures end users are mandated to
mention the reason for their actions.

3. Enter comments in the Comments Placeholder, such as SNOW ID, Enter Application impacted, etc.
to impose a standard to be followed upon action execution.

4. Select Active, All Peer, or Specific Device radio buttons for Execute Action on Device. By default,
AppViewX actions are triggered on current Active devices. This can be modified as needed.

5. Ensure Peers are associated in AppViewX for seamless execution.

6. Click Save.

[ Note: To discard the changes, click Reset. j
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Naming Format Tab
On the Naming Format tab, you can customize the display name format of your objects that needs to be
followed throughout the application.

To customize the naming format,

1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > Objects.
2. Click the Naming Format tab.

Aetioann Manineg format Configuration drif

Diuplay rame formas

Ald A\ Akamal AmaronELB BigiQ) Cirtd Ciitrix F5 HAP @y bl
Citgact —_—
gl
Pranston Hanmg 1P Adiginesa Pasoni P Drcicn Blama Cratacentad Wangon Mame
et Typo
+

Famrsy 1P Addness » Pasnnt Nams = vt Mama X DaLaconinr = ‘Engor Baumae i

Prgviiws NamaiP AddneaaPaient MirmeTinvecn Nars T i iendod M

3. On the Display Name Format page, choose the vendor to be modified and select the respective
Property, reorder the fields as needed.
4. Click Save.

[ Note: To discard the changes, click Reset. j

Configuration Drift Tab

AppViewX identifies the object configuration changes (as part of config fetch, Syslog notification, etc.,)
and stores the drift to generate reports, governance, and rollbacks. You can customize the number of

days the drift must be persisted.

To customize the number of days for the configuration drift,
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1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > Objects.

2. Click the Configuration Drift tab.

SETTINGS

Objects

Actions N.'-H'I'Ilr'll.'j format

Store configuration drift for

Configuration drift

3. Enter the store configuration drift value up till 90 days in the Store Configuration Drift for the field.

4. Click Save.

IHealth Report
Configure health portal information for a vendor to generate iHealth reports of devices.

To configure the iHealth report,

1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > iHealth Report.
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[ Note: To discard the changes, click Reset.

iHealth repont

iHealth repon configuration

* iHealth usemame

! |%I1h passward

iHealth case number

iHealth Proxy

o [ e

2. On the iHealth Report Configuration page, enter the iHealth username and password.

3. Enable the iHealth case number and iHealth Proxy toggle buttons to upload the generated gkview

file against the mentioned case number for future reference.
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4. Click Save.

[ Note: To discard the changes, click Reset. ]

Statistics Settings

Configures the statistics data collection to monitor the historic statistics with respect to the vendors and

object types. Statistics plugin has to be deployed in the node for collecting statistics data.

To configure statistics,
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1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > Statistics.

Statistics configuration
ma mkprval in minutes Do not coliect k-4

Vendons DhjectTypes
Santistics c Citrix

|' ®

. On the Statistics Configuration details page, choose the time from the Time Interval in Minutes

drop-down.

. Select the vendor and choose the object types from the list for which statistics must be fetched from

the device.

. Click Save.

AppViewX collects the stats, aggregates them, and provides out-of-the-box reports in the form of

dashboards.

[ Note: To discard the changes, click Reset. ]

. Select the default view for the Traffic statistics widget from the Default View dropdown. The possible

options for default view are:
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« Day (default)
* Live

» Week

» Month

* Quater

6. Click Save.
AppViewX collects the stats, aggregates them, and provides out-of-the-box reports in the form of

dashboards.

[ Note: To discard the changes, click Reset. j
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Chapter 10: Glossary

This table describes the common terms used in this guide.

LDAP LDAP stands for Lightweight Directory Access Protocol. As the name suggests, itis a
lightweight client-server protocol for accessing directory services, specifically X. 500-based
directory services.

Object Objects are traffic management entities configured in the devices that are responsible for
load balancing the traffic. Eg: A virtual server is a traffic-management object on the BIG-IP
system that is represented by an IP address and a service. For a given network, there are
usually multiple objects functioning. Some object types - WidelP, Virtual Server, Pool, Pool
Member, Irule, Monitor, Profile, Policy, etc.,

0]0]=] A workflow defines a logical flow of activities or tasks from a Start event to an End event to
Workflow | execute a specific service. AppViewX ships predefined Out of the Box (OOB) workflows that
allow application teams to take ownership and self-service their applications.

Resource [ Resources are the devices and objects that are configured within AppViewX.
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